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I.. ºh trutlt 
. \I(uºtlº 
Nuittllct of tiictul>co, tu +cl a 
M 
Z iultilx, r(11 
tv 
i 
('IIAI''IT: R UNI: 
IN'1'! t( )1)l I( "I'I( )N 
I. 1 Itacby; ruund nf Itr>, utch : 1t'c u 
l1. tt1 in It14114. IJttitcd huIp. dunt h: n Itilt udurrd tt. Natumal Ilctlth tic"tvtc"c". (NIiti) Nllti 
was lundcd it, prtºvulc ttrr ill chulp, r runtlºIC hc n. IVC ttc"atutc"nI fill ihr I(It11sh puhhc' 
ri ; ds }Iuuº hvc c ununc nc cApullu IJ %ltnccir I919º In lutta, Aptillu Ivuchuptt 
Irlrtttrdt4tttr Nrtwtill. tny. huundatuºn (A'I"NI-) whuit Itas Ix-vii srlvut}: the t(immy lilt 
alnnºa thtcr drv: ulrs I fir puttºusc ut A'I"NI" ts it) cvºnttc"c'I lilt- Aiºullu huspllals with ulltct - 
Al>. ºIlu Ilti. Inlal% tr}:. udlrss ul Ihr Iuc"; tltutt wlu"lhc"I it Is uradc" 111r ruuntty ill ahnºad In 
'IMºt, A CNh h. ts tuntlx"d mit, rullahulattun %%-lilt Inntun Spat(- 1<rsratc hOIp, nuiultun 
IitiltOI sstth thr Itutlxºvr Its ptuvulc hralthr: ur srtvtrrs tu tulul ! 11141 Ill"11111111rd lit 
kou}aapht4. t1 Itx. tttun+ alº. nt Itutn thr htyh tlrmtly tlllºatt tnras (M. ly '(W) lit Now 
%caland, thry drpluyrd Nrw Zraland frlrpardtattlr tirlvtc'r (N'!. 'I"I'ti) lit utdrl tu 
uvrttutnc h. uttrt., lilt dtxttits It) actr". % (º, tllt"Ills tn t, ulalyd Ic"}'14)11+ (R. 111141% 2(X)h lit 
Paktsatt. Ilc. tlth M. nt. t}: rntrnt Inlutnt, ttttm tiystrnt (II11Iti) was drvrluix"d in Ihr c. ttly 
Itnxr, In IJnttrd ltatr, thry tmIºIrtncnlyd Nattunwidc" I1r. tlllt ItºIuttnullun Nc"twutlc 
INi11Nº sshtnc tunst+Is of %ovotal nrtwutl. % that air cttnnrtlyd wtthrach uthct NIIIN 
Iºccp tcvulutwtUitn}' tulluwlnp the ptrsltlrtll's Itush }; ual Itn lutist AItºrltCiut 14, Iºacc- 
sKrc. " tu +c4utr rIcc It tMW hoalth trrtitcls by '1)I"1 In "M i, 1hr ( ; rllnan I rdrtaJ ýltntaty 
Im Ilralthr: ur ancl Smial Sc"curity Iaunrht"cl ihc" hI"I""lhc; ºIth (hrtiº"º IT ioi bcttc"l hc"älth) 
wrth thr purlx>tr of rcº, i uºlpruvc"nu"nt uI paUc"nt' ,; ilrtý . º, c, rll ; º, ha, ºr 
, crrºir,, rrcluir ntrclicatiurº c"rrin, crr avrº>rty. irtlºrrntatiýýn 1novulcd (lirºnd ftlulx"I '(N)7). 
It: wccl oft dial, 11raI31º ºn'"littºtºun, aºr nºovinp lurN"; ºtd cvith thc -ýºulýlc icicnt. -ºtnut ul 
! +I{tºFINrl; It111 I'rihnulupy II'fl In irtuiu, Ihry Iºavr symrnº rallrcl Ilralth InluºrººaUun 
Syactu (TITS-) ITrahtin}; thr inºpxntanrc cuul 111r nclvalitar. r (11 IIIti, oItirt cuutºnic% ýurh ' 
u. Sºuy. ºlx+tr as CItcd ºtt O. l.. av: ºuya 2(1l)Oi hawt` brrn tntpictnrntºny. tho HIS which 
clrtºvcd Itum thr I'rt<unal Itr: ºIth ý1: uºa}', rntrnt Inlou'tttation tiy, ic"ttº tl'IIN1Iti1 ()i "I"hr 
l1nºvct-. ºty of Wa, huº}aun Thr hutlw%r º% til uvrteuntc" the inrrrawcI rutit ut hc"a1thc'atc" 
Im crtuut t: ttücm Not tu itc Ictt hrhºIºtl, 111uºt%1ty uI Ilralth uI MaLtyaa W. clictl III (); it 
Mt, h. ut -'(Tp-Tº havr Ivrn Irmukitt}. lot thr. Inuat %ºutalUlc" Ills t() hr uuplc"tttchtrtl in ihct] 
tit ý. ptt. Ih 11 : 11131 tntItalºctarýsti hº, tilºti: ds; 
lthc"t r_ý. unplr. of hraltlt tºc"ttVUtt<t 11ºal havc hrrit ttrltluwct: 
01 hc Atºtun. a TrIrmc"chruu" I'Iuptanº InIII; ºtcd In July 1490 
"t., IIit, Itttil l'rlrllr: clth A', Trlr11trchrtnr ('rtltct 
"t Iallallt ('tºt11lly I(u, ltltal I 1115ltlc ll 
"I1.1ktºla IIrrLItlt Nctwutk, Avrt; 1 tit_ I. ukr'ý II,,, I, lt; tl. Alx"tcic c"it 
"Ii. lk, ºw"1'rlrlllrillClllr Nrtwulk 
" I11rý+nh: a, t 'I'rlrntrthutttr Nrlwulk 
" \1, Krntt: ut 11C. 11111 Sri vwr 
" \I, 1uttt. utt I4. i111", Ih"alth ('un, llttrluº1, and 
" N, r+ltht : 1>t 10ctur, llt_lür Nrtwt)tk 
.:..: 11, ul aIl tllcti+r trlrhr; llih a1r 
"1 týrit unun}: h, utlrt, ui }. ruF. l; li, litt uu-h a. rrlliutr-: uul , In; lll i1u11u1: 11u, n 
"1 1111 ttr41 lrlrc+litlinunll : 1Uutt C'alý; lCity, tlt11l 
" 1: r, lucr Uinr tlrtwrrn th: l}: nu, r . 11111 1lrllvc""y t11 , rIVlCr1 
t. aºh i1u11t1y tilt 11 lta, IlIS i, tattiia, ltlt}: tht"ºt rlhlit tci rttliAncr thril lII\ 1; t1r1ht1i1ý` ; intl 
, rt. lit ltº 1tu. 1% an i, itpotlip I, 1111 r.,, I hr In11vf 1t11l1111t. u1t tllltly iu ºilti tilt llttn; ltu, ti vyAirin 
1% 111C. ±cic utlty 44111t'rtu 1 l1, ut thr luirtvtr-w, cu lultu trtl, 1 w: t, at kltuwh"llpt"1I th: N Ihrlr 
wrtr itticr tuc, wltlt'h ; ttr uitrntytlc"huutrd Ulnc, ttp, ihr ulp.; ltitYaitt, ilt wttliirr 1115 1-hrtr 
atr ihr kitºtl ý1t l11lýnnl. ltulu %huulll i1r , ll: urcl. - ihr ; 111tu11ht ul ilricllnr; tliun and thc 
trstxºnsthir +r{trttty otltc: rE tti; tt altttorirtaal It, tvrtt}, 4attlth v, it should not hrtltr rrasuit 
ktt Ills not to be tutthrr iniltlrttirttlc^d worldwide, h7; tity effort bt"eu t'xtcutE'tt in ttrtit'r itt 
find a solution lot IItti threats. 
17ir niust rttnimun way tcs vrctnr intttniºatiun is with the use of rnrryptum anti 
dreryptitin. Rir. ýidra that wc. " havc" tltr itk"nUticatttºii and authc"iilicaticiu ptt>ctss which 
allow ; tnthUtired user to arcrss ttlr data only after they pitiVidr it Clilrrct idcntiYicatiUtt 
such as password to accrss the SyNtrnt. 'fhrrr huvr hrc"ii many iniptuvt"nirnts anti 
rtuxtrtnilrct src: uxity iraturr intrtxturrtl and inipirmrntrd by the tiwnrr ctf the IRS in 
t"trdrt to scctire the intiatmttttln resittr in itic"ir tirtd, 
As ttttir rt-, ivrtl, thc niaita}, ririctrt of any IS has t'haut}: ct't iteatrt e'etrtrat in; ýý°ritctttitttný 
ºltsttttlutrel IS With the new w; iy tit IS been catrtetl unt by thc= ; t}', t=nt ictatt"d in the 
d. tltiihctt: c--cl ýttvrrc1tutirtºt, _tttrlr- 
him-- bt: r4tt nt; iny trsrarrltc-t, pwrlottnz: d to find the wa. y of 
ptt)Ixsly !. ci tNºtt}; t1rtnJ1tnlalto11 ovel' the di. ttitºtt{rd rtlvuolnllent:, 'I1ºc" ºnt. ºm (uyttlut 
: ttid pttitutitut}' way tts Ina11a}'e rntrtpriw widr tystctn alid ttknitiutc"d syýtct11 is by 
tlltplrt11entiu}; the Ix)hc"y b. urtl-nº: º11a}! etucnl(1)attu; uttitil'cbtuaty 241U. ')_ 
A. riled in the .: me pulx-r, lxihcy bawd nian: t}! rnu nl utlrt. ; 111 ease in ihc" runiplexity ul 
ntana}: tit}', tuuttt t, t}': uitl: iltCln. i III d)., itlbittr: `. tt elivtict11rnent where it cal; ), ib1e t)1 alliiwitt}'" 
belrtti}ýctlctiu""e+nnty mrthtxl" to he klyu: cnnralIy ili. t; ºIlrtl ; tcrcrttln)y, IQ its ptrrcý4lr)iý'e, 
In ktlhrt c. citd. it'. the Ixlheir. that inati: t}Fr tite ovetal) , y, ic"in I>itic`rdtttr'. `likttt}', 
Ixºliric+ tº> act as ,º nt: uui}! i t it the º1vri; tll piru`r4111ir4 illt all ; º}: rtu', ic. itir fn tttc 
di. tnhutrd rirtckutk, rotnc% wºtli ;i IN ul pulirir" 'I'hr most iniplnt: utt pulºric". ; uc Arc'e.. 
t'unttr, t I'iAic"y t)thrr itt: tn tlt. it. they tlrliirºy ( )t+lt}T; tti(in 1'uht't`, I)r#rpct11uti Polity ; ºnkI 
iii: nty sinne Again, as ctirtl tf aniitttton I'c-1? ttutti M),? ), tt rxpt: iiiirit oil ;t kttir sttrc'tttv 
Iun}: u. k}: r fill dcpluyitt}: tbr. r ixlhk'ir. lilt wulrly th. tiibutrkl . v. irnº, 1'undrt 
Vol the tradet'. intutni. itiun, the : 11111 ut this ºr. ratrh is it, ptupuw a. erutity (anyuuy. c" (ut 
l>, Ibt ý h, t. ed )nun. i}: rnu )u t4yitIk". iltli ltºluniºutuin tiS.. tc"ni tl Iiti ) so, thr 'srolx of this 
tli4 is i; ilvctittFý: 4tte Ixlticie, tlt. kt . 11t. '_trliºirtt with Ilir ýkY ill itv clnCCtli, Aitd'nr. tx) tjhil. 
I iiI IIti I: in}. uaye tailutcd tut Ix)hcie% exia iii tic. lth inatlufunº unly 'I'hr tru. un ol nul 
uxtny. the exi. tinp. lanpu; tpc mich as 'I'hr Atithutmituni tilircºhc; ºliuti I. anguapr (Atil. ) 
11. ºtkx1iai. :1I.: uº}: ua}'r tut tirrutºty ('kºtistla til, 4111 (>b)rt Is (i. ati('t )) (Ilcia}: l: uul Jttly 
.1 
I9)K) and i'untlcr (Nirutlcmus I); uniano u 15 July '(X) , NICUtkiuus I)iu1I; utuu '(x)l) will 
hr tlý. i u.. rýl III thr nrxt sritiOiº 
1.2 Current Situation 
l11c ixsut'+ 01 ! tiriuttty ancl privacy Mc }', Iultal issues. Il; tvittp, thci nov lerhnulugy 
impnn"ccl and Inttoxlured . urh a% uttline hanl. itl}t, this increased the . erurity concern 
among Ihr cltlcrns It ycsirt'11ay, a han. itº}' systrnº was in11lxlucc"tl, Ihr sc"cutlty oI thr 
sy. trnº must h, tvr Ix-c"n 11ºslallrll in unlc"t tu gam thc" tust oI Ihc" arcuuilt hultlc"t. Without 
tllrtt itust, thc . y. trtu is usrlrss. *I'hrtr wIII hc" a wclstr to i11vcst it 1: 11p, r enuºltn1 oI nuºnry 
ctratlny. Ihr . y"trtºº but It Ihr rtltl ihr sysic"m Is umlc"tusr, 
I I: cvtlº}' .: 11t1 that, IxºIIC y bawd ttutua}'rtuc"ut has Ix"cutur it my ptunu. ºtº}' . ulution lu 
tua11a}'c wnlrly th. Uºhutrll systrm. (I)an1(: uwu I-rhtuuty'(N)'), (Slommi 1999) At the 
. -attic 111111', t11cºtc etlc"ancrtl , rr11tity utrlhu(is Iºtutcctitin, oI thc" cuutitlrnlial tntutmatiuu 
arc ulirlxfucrtf . 11141 
it ; 11)1111c% lut 1111ic trnt c'usr% ucrutthny. tu its intput1: 111cr and 
apptuptiatrly Th1s , ºtuattuti Ian1Y., anuthc"t isstlt" to lºvc"lcuinc" wluch 1s htºw to ctatc"t. -lly 
il11plr111rnl Ihr . uttahlr scc11tliy 11lrthtnl : ttcollhn}'ly (Ilrth Ilanuh) 'llus Ititi11c" 1s not Iltr 
mutri tutt4rtu ul this thrsts, hut Ow concc"In 1s ltlutr till hclvnl}' Ihr ctittc"ct : 111t1 sult: Ihlr 
lan}". utikc to unptctncnt lttr src11tlty pohrv 1csltks within 111C dwilbilivil Ill Ills, 
Ihr Aulhutl7atuºn Sl+rctlºrutiuu l.: (n}ýuu}ýr ( Ja)otha 47 May 199 1) was wtittt"n by Sushil 
Jahxha hum (; rutyr Mamun Ilmvrtslly mid Ittc". nt1s ASI. w8s tlcsl}'nrtl It) techlc 
lhttctcnt Iylx"s of : ºttthullr: lFloll ixºhclrs '111c hast, of tilt, lau}'. u: º}: r 1s 11 ass11mnlr. 111: 11 
ihrrc air a sci tit uh)cct th. tt 1s alluwrtl of tknºr11 tu i, cttutin a sritc"s ui aLtluu.. '1'hIs 
Iau}: uu1; r al. () has i11tttxfulrtl the tulr, : md }'tuups t"Irtnctll, InstratJ tut ºtuhvitltl, tl ust"t 
Whrn a usrt 1s :1 111clnlx"1 tºi our }'1uup, tit(- usct's pltvilr}'r is rntltir to Ihr }'ttiup', 
pt>Itclc. '1111s 1s (x-ltct ilº: ui a. st}; 11111}' pttvllt. "}'c" luthvnluaily th: 11 will 18{1rs up it lot oI 
11111C 'hhc (an1: uukc 1s ett8n}'ct1 Ill Ow way Ihr t11lr will hr rxptrssr11: 11 tlºr Irü hantl sttfr 
wJuJc thc ctºttthtlutt 1, tt11 thc t1}'ht h, ttnl sitlr I hr 1 utulifluu is Ow ctº11`il, lltlt 111; 11 must Ix" 
tu11111c11 n1 unlrt lot thr tulrs it) (ºc" c"xc"cuictl (alluwt"1l u( (lrmrtl) As inrnttcºurci by thrill, 
It 1s yct Iti : lpplttsr that this nltxlrl c; u1 hr spphc"tl Ill ihr trptr. rni8tiu11 81u1 rill 01 L-clilcilt 
u1 c'uulplc\ , yýlrt11 Athlulp. tu tust wr 1111t1, till. Ian}'ua}'r Is nul su suitahlr hºt 
rrptrscntlnt.; Ihc IxºIic-y bitsctf nuuts}'rlnrul lilt tl1st111ºltlctl systrtu lot thr tr; tstºu it thºrsn'1 
ti 
cuvcr utttrt ºnºIx+rtant , rcutity lxºIºi trti trritlr% w+thºtº JIM 4ºtett as Inhmnl; tllltlº itltrr+ng 
Iwlictr. an(1 nrr(I tti krtuw Iºiohlruº. A. citr(I in (I Irtlt Hamill), AtiI. ha, t: ulctl tu catrr for 
thr Iarl; r . y. trm, (lur to the rra, un that it cannot yºoup Ihv 1111(. % 1111() %11110111c% lot 
rcu. ahºItty Adding tu that. AtiI. has nu way Iºtr%rntmy. thr tlrlrY. atiun Imhcy. Muir 
tIº. cu.. ºun atxnut Atil. will hr in ('hal(trt "I. Thrtr, wr will Ix- (liwus. iny. thr ability u1' 
Ati1. trlxr%rnttn}: Ow clmicat ºnturmaUun sy%trm srrtuity mu(Irl (Antlrtmrn 1997; 
Andkrsom Jun I')')h, Antlctum May I')')hº 'I'hr cituiCal uii0nni; itWn . y. %trnº Srruiity 
nuxlcl 1+ a vccurtty ttxxlcl Inttºxiucrd I')')h by Ilu++ 1 Andrl, ml. "lhr+ modd Will IV 
dncu++cd tuttltct Iatcr, 
lir+tdc lhc Atil., thrtr I+ I. ati('(> ý. hnlt , t: unl, týn I: ut}'ua}r lut tirrºttttv ('un+ltaml on 
c)h)rc tI . ati( 
()+ccur it). lan}ýuu}ýr r+ ha+cd (III F. r aphrcal vtrw «"rlh ; tntwialrurt "I'hr 
Ian}tua}: c appltc+ thc IwIrc'Ir+ h1" +huwuº}: :t +rt ul ublrct+ with a+rttr+ ul rvrnl+ On the 
Ictt hand %idc 1% thc u+rr ultlcc"t arºd Ow Itlr ublrrt is ; tt the n}: I; t tt; unJ +ulr Both ohick-1% 
atc cox; ncttcct wall; an cct}c whctrthccvcntp: u; unctrr IN , tatrd In p. rnrral, Oll, Ianyua}; c 
dcvryncd tut vccuttl) Ixýlrc'icv hol accrvv ccmtrul Ihrv I; tyuny. r ha+ hrrn vrry F. (xxl in 
trprr+rnhn}' thc iilc %y+trm and it ºI{uw+ pultrtr., it, I" , tatrd u"p; u; urly Ilultt ihr +y+trur 
Just hhc Ati{.. I. atil'(> is lach ut uthrr ttttlxoamt +cctutty° Ixýltrn+ that tr. nlry within 
th+ttthutrcl Illti . uih . i, clrlryatuai iHCliry tllrtll 1latnchl which inakrti it mal'I'lc'I'liatr tu 
Ix u+ctl 11)t tli. ttihutctl HIS In ttls"tlt llaitultº, tlseyy sited I. ati('() wrA III IVIIIc%c1II illy. 
thr autlºt1np. ulx"tati1)n% antl e1)tºtt1)l ayyir}. atiutt Antl lilt- Ian}. ua}; r also It-11 1)111 . uutthrt 
tttt+ imlwttant ririt)rnt'. III %retit it ir, whieh aºr eunlult- ntt. ºlity ; intl 1111rF. tity 'I'hr Iankual; c 
has Ix"rn u. ctl to irpir. rnt Ilse elinieal utfutinan1)11 . yarin wt III tly nuulrl and thr tr. uli º. 
in ( 'haptct 4 
An1)tlut Ixtpulat +ct'utºIy Ianpuagr wlsteh ha. lx"rtº IN erntet to atnueluni in ºrptr%rntiny. 
u"tutity IxohCy IN I'1)titlrº 1'untlrº is A I.. utguay. c lilt tilºreilyinp. tireutity mid 
\l. tnahcincnt 1`111141r% tut I it. ttitnurtl System 1'rtntlrt wu% ituti; itrtt ºi1 thr lust 111.1t v 11) 
4atet the ptohirm of trpie, rntuiy. Ilse p1)hry Itawtl rn; m. iF. rnu nt fill widely tli. ttihulrtl 
. yaetn I'omtlct vteatetl AN .m uhicet tºtirntrtl lany. ttay. r\ and r; r, y iniplrnu nl; ituni wills Ilse 
ttxtl+ 4'tcatet) 'Iltc ira. 1)n why 1'1)ntirt inappitrptiuir l1) trptr. rnt Itir Iºtthey based 
ttiattaVrtnrnt lot tlº. Wihutrtt ltiti is tirtnil: u wills ihr ºra. un Ihat lºavr beets . tatetl r: ulict 
l'undc( i'. a lattpuare etratrtl 141 eatrt lilt all tyIºr. of t11+ttihutr4l . y%trnt I'm ui. taner 
c, 
ttn: utctal rn, tttuttun, nitlitaty rrlvnantnCllt and hcallh c. ucindustry. Still thrrc atc" arcas 
Within HIti no cuvcrcd by thc I'undc"t As citrtl in (ltcdt Ilanuti), they tat. c"d ihr 
wcakncss of I'undcr as unablr to cxptcss >cvctal rlc"mrnt% in contmutncatiun wcurtty 
such as cantidratttahty and itttr}rlty. In ('haptct . 1. we used hinder language to) IcIn"clit 
thr chnacal lilt urtnalwn sy. tcnt scctutty nvnlc"I. 
As have hcen tncttttuncd scvct. d Ittnr,, clinical ntlutntattun . y, te"tn srcuttty nnxtcl 
tAndctsan lohl7; Atitlcrsun Jan lthl(t; Attdc"rson May 1990) was ocalcd by Ross J. 
. drulrtscttt in 11PIlh '11tc Ova of tiltiattny. ihr nuºtlrl wa% taisr. tl by ihr Blitt"ll Medical 
A+. 
-st><tatton OMA) atirt 
boy. i%. uc% ctm. cttunP. thr. ccuttty ul lllti The tti. uc". of srcuttly 
have hccn tt. cn up altrt the utttuductiun of nattunwidc" hrallh nctwutks 'I'hc"y cxprrsscd 
thal their have t>Irrn cuntu%inp Oil wh; t1 Should lie ptcttcclyd and the lttýU1 raUun. 'lýary 
also a. ttrd Iieli I. al'adula scrutity nuxlrl i.. uttablc lttt tttilil; uy whctc. ts ('l. uk ý1'ilunt 
suttahlr tut h. utktup. systcttt 'fhi. Ictt nu suilablc . ctuttty tnatlel tat Ills ko.. J 
Andctson has hrcn asked by IiMA to ctatnc out with list at thtcat. itt clinical 
tWool ntatloll sccuttty, the best secuttty nuxlcl tot ptacttcr. as well a% the yuidchnr" lot 
IIt. ti 111c sccutity mtxlrl ttrnasts of 9 paincrplc"s which stand tC, t art c".. cuttticll, trcOttl 
oltrmnY., c_uuttul, V41n. rnt and notification, (x tsi, it nrc, attttltttnan, tnlattttauwu flaw. 
appr}attun c"ttttul and ihr ttu. lcd rantputtttf: ha. rd The (1rlailc"ti of 1) 111111cipics of file 
t luut aI tnltýtmattun . ystrnt . ccut ttv nuxirl will Ix" pit-wind tit ('haptri "1 
ilrrr, -AV t: ºn icctu'ludc th: It nºnºr of rYt%tºtº}'. %ruuttty I: ºn}: uu}: c'< h; ºvr the ahtlºty to 
tcltte"cut the +c4 utlty puhrtt'. tr. aº! r wºilun ihr 111. t11hUied HIS rtmlpletely I tustt 1111. 
. ltualloll, we watt. it) h1uº}: the teudrt'.. 1tteulsuu tu Ihr pluhlrnl autrrlºri11 that 1lvlive. 
111,111 issue. ºh. 4u.. r11 111 thl.. ectum 
I. ý i'ruhlcm'. tilutrmcnl 
Llic . uitcut i.. uc" t, n "ck'iuit)" Ian}; uam ant) luinºul . I><"rilirulu+n anY. uar. c" have I>'CCn 
aaictl ant) piCwntctl in Ow piCViuu. . r0ittn '1'hc 111: 1111 1%%11(. 1111" It 1% 11N. 111P. 14) 
1,411Vc i* lhc +ct utüj' iuIil'iCA wuic l"ltül'Cln ii}, Iir. lltli t; ur nrlw+tib 
"A tutylr pods, i tiºupl>, " i luau, if t upiuºr dt//r"irvt1 pir, lri 111,11 irrlutrrnirýttt MCI A u141)" iirrd 
14r rº11011 r +m thJ/rrrni iliilu "i 1a14xha l 
'Ihrsc Jay", thry aitn tir create rnu" nºrthud th: u can I'll lot all. That is 11of acceptable 
rsltrcially cuncrrrnny, st'ruttiy I1ºltrrrnt itºstttutiuns havc dttirtrni sccutity cuttcrnl and 
ctsnstr: utus. For instance lr, tnkinp. systrtu rºerdett ditirtc"tºt ptotcetiuit it tu cuniparc with 
protection of health nctwurk systrm uric is an example scrnatiu, in lºrºkiny. sysicm thC 
most contidcnlial uºtutnºatntrº is ihr ariuutºt dc"t: uls of ihr accouttt huldt't. The n: unr as 
well as ihr account numttrt ºs not too , tttctly cotºltdrnlial sinrr It i% acccptaltlc lot oiht'r 
tt> know thc account ntunltt't tot the trasun drill tsitin}= money ituo that partnulir account. 
'llºr hrallhcatr institution inks Uºr othrt way aniund. It is vrty crucial to hidr file liallic 
: lud all persottal intotutaUun aluut a palirnt who has All iti litt instancr. When they come 
to mcdtrai rr-+rurch. they would allow the cha}: ncmis trputt of the p: ºttrnt tu be usctl tut- 
rescurch purltttscs as long as ihr trat Identify of ihr ttatirnt is not hemp. lcvCaIcd fly file 
hospiial Although it seems that both instºiutturºs air ptutrctºny. ihr runldt'ntial 
Information citttnu thrit custitinrt in pattrnt, in Iact ihrtr arr : ºsl+rrt+ that me umpur- only 
to orte patUcular institutltin only. 'llºis ºS. ür lead to tlºttrtrut polºclc"s it) tic imI>lc"tnc"utrtf 
tailored tor health ciur nctwiirk 
In hraltlt catr. their Iles ihr most dtscuss issncs that is tired Io Wow, Need to know 
ptºnciplc was not in4lutlrtt in ihr Arºdrrsuti's tnixlrl, as the liA1A dirt's mini ; a-crjtt that 
need to know' is an acrrptablr b. t., is lilt arcrss conttial dretsiuns tuttlºrt drlaºls tituucl in 
IAndrisun !: m 1'96º, IAndrtsttn May lt)tlitl Ilowrvrt thrtr tnºP. ht tic whrir the nrrd tu 
know lk, Iliy cannot le avt)ulrtl I'm uistauwr a srtvtrt' piovttlrt suth as . nx'ºal srrvicrs 
ofirts ºts sctvicrs titnihttotºrd lv some tntiuniatioti aloui ihr palirnt who applies such 
WrlviFr% 
'Ilirtr air two tn: ºjot jttottlcros GonrrtniCºp; this pc, Iit. ! usrly, who is +titthotitrtt tnt dreidr 
. ttxºut whu tºreils tu know ºn th. ttthutcd )rtvttrs rnvuuttmrnl wht'tr tcslutnstlUtnir% . ur 
tttstttbutrd, and flow to tcsttlvr file cUtºtht t Itcisvrc"n Ihr pat trill cttnscnt and ncrd tit 
kttow ' l? utthrtins"rslyatitm will take placc tu lttttl ttut wht'thrt ihr rttandatot y nrril it, 
know rxi. fs. 
tititcc them is no tirril it) know wtthutu a t; º+k, we ptopost' an appioat It based oil 
assu>Li; rttnp file data with tasks atttl V. ranl lhrst' tusks Ili itt'ttotniris iathct th. ut }ý. tvinp 
ditrrt authttrt/attoti in the- secret data The task could tic tit a litt iii of : ui ty. irrrnrttt 
t+rtwrcn file inlºinºation's owtºrt anti who tirril, to know (iask's iiviltttmct) and 
con, ntluy of IIIII awarrrirs, about tttr task that irsluttrs thr 1111ornlalunt, inloinlatuln sirr, 
trlcasr tºtrlc, titnr of rxpirr, ; ill gtº; uant, y it) rrstricl tlic" usr of this iill++ttºiatun by thr 
slirclfic task. 
ltic tcrnt "ncrtl t41 kiuxw", tiscd by ihr }s, %'rtnntc"nt ; lud t+thrr' oryanirutnlns tl+artrcul; uly 
thi>sr rrhltccl to Ihc military or r, pinn; Iyr1, drsciihrs Ihr rrsUit`tulti III scnsltrvr dut; i. 
hndrt nced to know Ixtlicy, rs'ril if ullr tlas ; 111 thr tºrk"rssary uf ltt ial al1p+m als Isurh as it 
secutity clcarancr} to acc-r crrt; un iniotnration, tic would not br yºs'rr1 aCvcS% to Such 
inlotrnatiort tinlcss otir has it sltrcitic tirrtl tu krnlw"; that is, arcr, s to the 1111uºm: ltion 
nulst tic ttccc>'+aty lilt Ihr conduct of tic's +111irial +Illlir, 
r1s wills most +ccurlly tncchanl+nl,, Ihr a1111 1, t+i makr it ditlit ult tot unauthurticsl acc. rss 
to tt{; c. 1it, without incorrvrmrIºci11y (ryitinialr at-crs, Tills pohcy also 111111% to diss'outayc 
"browsi11g'" of srtts111sr ttlatct i: ºI 11v (tiuitlny aCCr!; + It) the sinalIrst possible tititnhrt of 
pct+plc 
It his hrrn allrycsl that 11rrd it) k11ow policy llikr i+ihct Sct-III'lly Call IV 
ilü, U%rd by %4+111r I+clsl)tiltrl who wlsti it) trlu%c i+thrt% al'l`r III it11++ºtnuitiuil IIW)' hold In 
an attcnipl to tttcrc: 1*r ihrit Ix"nt+ttal pow"rt, ot to piryrtlt unw"rlc+ltnr trvirss of thrrr 
work. 
411r nrrd 11) know ptiticiptr 1. : 11 ixlds %%-fill most puºposrs r11 itttrih}ýr11cr and te. r: uch 
«'1111C mir palt of an iltstltutl+! n Iii; ty havr kriuwlydyc of sonic data. Ihr irst of ttus 
tnstitutiian as w'cIl c1ti ottict iit, liluli++las irºuaaai 1y1it+l; tnl tirut'o r. spcricttc-t" s144=WA th. it data 
+hi; 1w, its mom s'alu. lltlc 1111ý11ni. 1tn1i1 I1111y ss-hrll tirrls cotinrctrtl, ihr tarcd it) kut,, w" is in 
I. ul Inittitt}; a IIIIIII i11i itºlutruatiuºi thal illtrthyrnrs ; t}'c nt ir+ catl yathci tryrII it tlirtr ars" 
t1u Iltlilt'. li, thr . +111111111 1I d. il. il 
I. J k. ". cal ill 1 Ilu-+litctl 
I+=r !cu. ºl. 11 tltic"rawtc". h, lºr 14"r! I lk%rlcýlýc'tl 1!! ; 11l a11c'illltl tipck'111t ally 14! tliscc'tN cl 111r 
i. tn R . °; isc ctY sick 11is'altclit 
Lalt}'11: 1}c N. 1111. cjuc°ýLtuflý ; hrl 
" ýý IrFi'l.. "tttrrail . r. irrHY 1-"in. sl... a..... .. d.... l.. -ýý t..... a.......,,..,.. t tl..,... i.,,. s.... tu 1t.. 1.. ". ý. .... .....,.... 1..... 1...... .,,.. <. .., ...... r:, 1Hr; f .. ý. ay.. "L, 1.... 1! t"! \. cel!!! 1/lla, a: 11)1sly J.... S! l}iý. 
ýI"ý+irl tn l'1ýºttýal ltNutinattºººt tiyýtrtn'' 
ilýýýý lttIllti +rtüliIV l. ttt}; xt4t}rc tý:: thic Iiý trlmrzrut Ihr Svc utI IN, Ill )I Ivy NI IN 1rI 
ºtl ('1i1114.1t 111i1ý11i1; º111º11 sY1iCtil'1 
() 
An+wrrml; thr% cluraum ha% Ir: Ulrl) tcý Iºrºtuºººº a nunºI)rº ut IºIt'Iatrlrr rrvirws in urclrr to 
uhtauº rnuugh ºuluttnutiun Ix"tuºr thr ptu1ºirsrcl I: ur}: uaf! r can Ix" rtratrcl. 
t. s (Itt, jrctl. rS ur study 
Ilu. tc%r: UCh ha. UutItsled tIII cc object ivr. (let ºvrtl Itutll tit(- ir. ctuclt tItic aiutt. " ut thr 
. tutk I tic objectives sirc: 
" 1u prulx,. c :t wc uttty %ix'lificatiuu lalº}'ua}'r tuº dºatihutrd Illti. 
" To cvultºatc appltrahlr of I>tItIti , ccurity ýlxrittrutºun Itut}'uu}'r with tircutity 
Policy A1ltKIcI itº ('Iºutcul Ittit, ttnatiuºt tiyarm. 
" Tu v: dºtlatc the ptulx). cd I: U1}'uap. r tt%ut}' 11 polotype a% tile caw %11141Y. 
Iaccuttuý, : ºII thtrc uhlcctºvr. of audy rrtluirc% tuli cunutuUurut Isom u% tu come otit 
with a vcry cuui trtr %ccutºty . lK'c º1ºcaliuu luu}'uu}: r. I-ultºIlnº}' ; III Ihc. r 1111cc uhtrrtºvc-, 
tttcam this re%earch is %tºccr»fully tit, ttc. 
1.0 sirplifIcaticr or Swill 
lla% tc". c. u. h rutºcc"ntt. ºtr% Uli HIS c"tºvuc, tºtttctºtnl . ttuatUon 'I'hc" ºnºIu, tt. nºt º.. uc. a. 1111 
I, rohlcnr% of . ccunty w1thut 111ti . ur ihr traitor uºIc"tra ( hic ol thc" co11tlthutºon. ot this 
re. catt'It ro ptolx,. ln}: thr . olutt4, n lot nrr11 to know Ix, hcy 
l i"thct r%. ue. cln 1x, l16r% . uch a. auihoi iý. llton . 11141 acccss co11tto) policy havc III-. () hr(-II 
tatklr11 uº tht% tc. carih by thr 11tul, o. r11 . c"curtty . Ix"citºc: ºtunº I. uºptiarr. 'I"ht% lun}ýua}. 4 
cNtcn11 thc cottat. 11111. of tltr. e Ixolºc ir. III ottlc"t tu tit with the IIIti c11cunºaancr.. 
lic. ulc+, thc I: 1ngnakc I'. c. 1. y tu ow : 11141 iltr ctr; ºtºon ot tool uncl I, tuot ot this I. utpttavc : ur 
ICH lot the fututc rrwatch 
1.7 tirolx" (if thr Study 
iltt+ trýr, u. h. unc rttttatr+ , ýh I Ilti rný'Itlýnntrntill ýiluatu, n unlv Thc" I+. ur+ tai%rtl wiihnl 
ch+tttbutrc) lilti I+c, hc ý h: I+rcl tn; uta}ýrtttrnt ttttlýlrtnrttt; tttuii h., +r hrrtý thc ttý; tlut rnncrttt 
44 Ow. tr+r. uk h 
lhr htrtatutr rcvlrw clcmr h; t+ IIrIl, rct u+ Nº IlIV III ly Ihr +urny. 111 ancI wrak ttrs+ In ui t rut 
%ttualaºtt Wc ptulxº. cº) tlºc Ilo.. thlr , ººluttººu tIur to thr ulrtitilirºI «c : ºIýiýr.. rý, 
lO 
I3csidcs that. this rrsrarch is aplilyin}ý tic"curily Policy Mtºdrl III Clinical 111101111alion 
Systrnr (rVulcrsun Jan 11)+)6; Andcrsun May I')90) as thc nrain ct+mp. uisun of 
applicability of thc ; nupusrd srcurity lanfýua}ýrs with cithrrs, his nmdrl chuwn hrcausr 
it was iniuatcd at thr turic of rrncrpiny, Itcallh c: ur crrilralitc"d systcm to distrihtrlyd 
syslrrn '1111% rnºxlrl lislyd all thc basis rrclturrnrr-nts Ih; ºt Should Lx adlicic(I by ally 
urganir. atiun whc) wish tu rrnpluy dºsu ihutrd Ills, 
'Ilrc lxflüics ruvrrrd in this rescarch arr acrrss cuntrul pohcic"s, uuthº:, tº/: ºtloll 
utºltvation lx)hcres, dcIcYatu)n lxºhcrrs, rcJrztin pulrr. ics, transactirnº pyhru"s, and nccd to 
know piolilcm. 
Alto that. the lhcsis prucrrds with rrptrsc`utiup. ihr hºn}: utºf: r into a prototype of 
distrihutccl Illti us ca-Sc study to valºdatc lltr propusc"d I; uºI'. ual; c. 
I; l1 ilrthtKlulu* 
III thti, . ct hot), we ; arr pa±iirl; it) etI)laitt Ow +trp +lºr Itas takelt in ctrttºplrrirrg dir trsrarch. 
A'e r-t>uiuºrncecl ". ith the litrrattur trvic"w 0, t)ihri+ %ecmrity latº}'. Uiºy. e% ti) IixA for the 
ways thece l: ºtt}'ua}: c. t'tºnsttuet ! hr +yntax mid +rtttattticýs, 'tile 1; uº}ýti; ºf: cý which it: 1ý"r 
i+ertr +ttuliral lair AtiI:, I. ati("() and I'ottclcr 'I'ltrisr l; uy. u; ikes alc tile 
atnl tite tttumt rrlatrtl «ntk with ihr uhirc'iºvri, ol thi, trxraic'h. 
Iic*itlr. ihis tiller +ettuitt I: ºtºy. u, º}; r%, we has prtluttuctl .; auac litctaturr trvicw tttº loamal 
-. lirtilicaüiºtt Iarak. wipes such ; ºs / l.: an}`. ltu}'. týlýlºivcy I')t). ') Mid VDM tiI_ (K: uhi>lrt 
clr; u 2(XX)) Ihr ºutlxnt: uttir ol idrutilytuy. v; uºtiul trulltl+rt" ol latºyu; ºpc"% is for u% tt) yet it 
piclurr in how It' ttr; ttr ;i , Itrciltc aiiijtº lan}ýua}r roltrt'tly 
After lhat, wr t'ir4rtr the DIMS , rc it tiy . Ix tºlrrati+tti (; uº}ýualýr Willi the III(XIC) 
uVrrV'tru, ; tlwar. Willi thc +yrtlax arid tIºt" "riti; uºiic ol ihr l; in}ýu; º}ýr A list ()I symbol tiscid 
in Ihr 1; ut}: aial; r shccwit Ill a taülr 1tq it hrttri ttucIt"N; ºrºtliti}`. of tile rrutlrrs 
we alstý has (11,11C ticýtti sattsiºrº tile ; rpj+lit al, ihJy ol tile I)iI7I; ti I: uºl: tia}: r wiilt thirr c, ilicrs 
. rt utit> i: ittgua#; r+ which have 4>rrri "t; itc; l r; u hrt 'litt t hnical tttictittutiitin tiystem 
wt, tit it y tttfniri f i1tt/Irlaltl May 1990) 4"tr. ttril by 111/, ý J. Au41r1 m/ºt It; º. hrrtt chow-lt its the 
-. 141i' UI 4`UN1I1.1111k)11 
I Itt. ttttxIr) I1: 1, Itrrtl 1: I1c1+rlt 1+i tlºc Iri 
ii11. lut+4icl t111tiill cd lit 1hr 
1tt. t 11I4. Kr to 11ý`Ct11/ltir thr 4-4111tu. 
i4)tt t1. r withltt hr; lltlt tlrtwt)tk -. y. trttl whrtt it WttN 11t. t 
utttxlurrcd uttr'1 f: tn}+Irumtt+rd_ `IýI1ý2 tusxlc) ttaa 1vcsslltc t1t! ~ , 
basis ilml lot_ iltty. gttkclu(tirCllt- 
II 
Ixxliew who arc intrrcwted to uttttatr it', own hra111º nrtwtºtk sysicm. 'hhr trNuIt ul thr 
cutnhartwutt tttECndrd It) whuwv that I rti IIti ýýk i ilu; ttu>n latt}ýuakr i% hrtt(. r than 111C lilt-CC 
uthcr . e-Curtly Ianý; ua}ýrw. 
In utdcr to vcrtty thc lttulx). rd langua}ýc, WC conic up with ;º pttitutyhr of (11-stilbuted Ills 
N"c hrcwcttt u11 thc lxtwsthlc lnºhctrw that atr ncrtlrtl itt all kinds ut lxox. ihlr . ituattun that 
tuuld happen within ihr dtstrthutrd Hlti. 
1 .9 'lliu. i+ ( )rLunitulinn 
( '11.1ptrt : iýtrarntý 111rt. 11ufr: Ir% ir%% and trhirc1 tltat have Iu"rn pi"tlutrrn"i1 11ý 
hlhcls tc. c: uchraý ýI1ºr chaptrr startt% with 1111V tliarussiun of rxistin}! %rrutity nuxlrls and 
altrtward% it natrowcd to thc (hscus. ttuº 01 wvcrad rxuttºIºIcs ol srcut fly latn}ýua}ýrs. 
t'h. tptct º prc. cnt rarnual ts. urs that atr rxttcntrly important to latc\Ic in uttlrr to 
huildiny th+. tr thutcd I llti 
("haprtct 4 ptr"cnts thc ptolxt. cif Ian}. ua}: c; I)i) Ilti sc"cuuty xIx cilicattuýn IaIIFtI. tgc lilt 
dtanbutcd sy. tcnt t.. dt. etº.. ctl lht. chaptrt ptcu"rtt. 111r IankuaF. r ovrtvtcw a. wcll a. 
thc ton. ttltcUon 01 thc lan}ýu. tft Attrt that, it wtII pttn'rcd wtth showiny. tilt- ctmºp: urum 
it Iºt)IIti wtih othrt srcurtty lun}: ua}ýc. rrptc. cnttn}ý ticcuttly 1'ultcy Motlrl tu ('htnca) 
lnlotntatnon Sy, tcnr 
l'haptcr S prc. cnis ihr prottNypc o1 t114trihutr4t his W. caw simly . 11)(I 
lit dctails V. 14 11 ol ihr Ix)ltctrs ºnvolvcd wtthttt fill, cotutrcUou i< l, tcscntrd Attc"twautls, 
Ihr apphtahtltty ul IºtIIIti sccutity . Ix"ctltt atttm IanyuuF. r to tc"ptcu"nt iho. r lu'hcrr. is 
tr. tcd `Ilus chapirt rntl, with dtscu.. tun of ihr cau" stutty 
t h. tptct tI ptc. cnts llºc ovrtaII conclusion of tilt. rr>c"arch 'I hr drscu.. utn alxntt tututc 
\%,, I I. cnd. this thcst. 
i') 
('II kill I- RI \O 
I. t 11, It 1It RF It F, V 1FW 
A }'tc-. 1t 41c". ti ni 44tn1. ". Ila.. lu"c- nc It it lr II t tilt" %t"t ultIN ntritJrI.. . uttl Ian}'u. t}'r'. ttr. t N ltt". t ul 
thcttt hcu+ ()It dcvcI4111ttºp, . Intl 4"ic". Unl}: }: rnc i. tl wt tit 11ý ItltttLrlti that t, III hr . tI11, Itc"tl it 1 . 111 
ttcltt. 11c. 1lth t: uc . y<tcItl, buýtttr", . Intl Imtlktn}: it(- ", (}tttt' (if Ihr llc"ItJti 111.11 ihc" att, tr.. ui) 
11)t10110. h: º11 . ui4c, aItill y hcrn altllhrta it) 11. u1v Ir. r. ul hrtti II: ItI litt u>ctl ()It allltlytu}: . nul 
cnirttitttg thr >ci utIty nlrt h. Inl+In% 111ttt ihr lu". tltit t. ur w, trºrtý uýltl}: I'untlrl IcI11}; ttuf: c 
4chtih I% an III+)c4t uttcnirtl wi11ltty luup. tlu}: r Inltt. ttrtl lilt tlrllltlyltt}: tit(- Ix1ht y huýctl 
Illatta}! cntrnt in rh, Uihutcrl , yýtrtne Iltt4crrcl, nrrti it) kiltl4v I, t, hr`. which 1% . 111 lillpoltaill 
1, +uc In . u. c,. itmttol . 11141 : ºti. t}'rtul}' attthtttl/. ttwtt III hr. Ilth iatr sy"Ic"nt hadn't IwcI1 
iuvctctl In 1'0n41ct lan}: uu}'c . t% tlrt la1c(1 111 Ilu", t lLt1ýtI t Itt itt11ttaa I lýl llti ýrt ntýty 
%1tr411141ttttttl Tait}! ua}! r %u4°iC4lltill y tllalta}: r% it, tý\t t6`trln( Ilrt'tl tot 
hIIt1\C III 11l4lcttt 
Scvctal thttctcnt wutk% that 1> +llu11yIv Icl, ttrtl it) 1111% tc%r. tiill havr hratl ttntthtt tt'tI I% 
ttcltýw 
ik 
2.1 ticcuritr` I'uUcr 
ticrctal }; p; 11+ and cIcnºrnN of an ut fý: tturatiutt'ý ccrttºputrt yyýtrtný' utitº: ºIIy tutmallyi 
itrtttrtnally dctiticd u+tny. comptttc"t %c"cutity policy. (hpaill/allonal usually 
applied to cnturrc thr wcatity pulü irý. To rtmutc ihc" cutnputc"t . ystrnº srcuttly, tc"chnu'al 
ittºplctttctttatfoil i. hi}°hly %ttpputtrd by ttte %c"cuºity tr%c": tichc"t%. Mutrovct, , cruttly 
conccpt could IV CatCgorimt) tnto thtrc tl111ctrtºt patt% wltith ate C"ttnttdtntºality llit: ll 
l. al'adula ttuxlcl), lntckrity fltiha nxlell, and Availability.. 
:. I. 1 Andrr+an'v lrcurih Policy Model for Clinical 111fol-Illatioll S)%14.111 
litc %c. uttty (xýltcy uuxlcl %%. I% tntUatctl hy lluti% 1ý1nýlctsun in 1996 as tccluctitctl hN [tic 
liriti. h Mrdical Asst>tiattun IIiNIA) IiMA tcclucstcd Ancletsun to come uut with secutity 
1xiltcy tttcxlcl shecütcally fill c Itnical tnlutnt; tltun syslcro 'inc' al lhal 11111c lhrtr is nu 
scrtittty unxlrk that atc suttahlr lilt chntc'al nthttnt; uicat sysit'nt At that timr, thctc hacc 
hrcn tn: aty canluautt Mid i., uc. I1Nr ltc, ttt thc clcitluyntcnl 411 cltnicul inlmmattUtt ýysli"m 
Ihcs havc bcctt clur, ttunut}: what thr ihtcats to ihr I>rtsottal lilt III mat 1lln atr and huts. to 
ptutctt tilts tnfutntaltutt IAndrtsmt May Icºclh) Andctstm Itas runic out with 1) pimciplc% 
of "cruttty chnical tnhntnatiuti syslrttt wlnclt hus hcrn spcct; dly 1111tt: Urt1 by lhr dtx'tuts 
by ntcam of motUVatctl by tricdirai rthtcs 'I'hr ittcxlr) c'ottstas u) a4t'c\\ cxmttol, tccutd 
uprnºng, ctynwltt antl ºº4ýlitºý atum, I)rº%irtrnrr, 1111mº11atNoºº 
ºý; E; ýcýý: ºtºým runttqvl lirluw º, ihr tIncºw. ºuºº ill IIºr mudrl 
Iii )w. 11111h11111º11 . 11111 
-ýri-rý, ýlmtrtýl 
1'rinciltlr 1/ , 1( b 14/rnft/glblr rhnlt t1/ tr", 1 )Id % h4 1 ll !, r nlullýr"41 lt'ult tilt 41t't rt %c tatflvl h, +f 
t/tr 14,0l, lr nIr gtt, t1/, % is/ 1, r4, l, Ir wht, m411" tr41t! It and 411,1, rvu141,1l41 t4, !tl hr s%"sfrlq 
s11411I1, rrvrrtf urlYNrlr llt, f nn fhr sit tYfs c 4, ntlY, l isf /lt, nt it rr'1+Ittt; the In t114i in 41n1' N'elY. 
U-. tch . ublect tray have accr 141 c-rlt: nn l, blrcM Which rtray In, a4tIr11 by %uitlrct nt t, blret- 
tiu, accl"tdlnp to thr tdu, % c In lilt lpIr. t%st) tyl>r% 411 4, hlrcl. call ix" t'atr}nIirll alctnlhuy. 14) 
(fir alltlllNlty of a4cr, \111}ý anll 1114µIllyuip. thr Ircttltl. 'Illr III-. t I. thr capab111t1c. wh10h 
,, an tic ütºtcd by . nbtrct his an 1tl, t4int r t11ni4-1: u1,, v6°l111r thr , rcullt) I, thr accc'.. r ctlnttttl 
h. t that , wird b) ub)rct htt IINt: utcr patlrut*. tllis aclr c-unUl1) 1l-, I clatoly who call do 
1.1 
what hn example X may hr capable ill tradim'* %'s trcurds. Om Ihr l+thrt hatid and fill 
dre I. ming the accCSS colittul list, thc Y could Ix' tit(- one It du it. 
I1ºus, itlstrad ut individual names, X : tntl Y could Ix' lrpirsrntrd by tiwatiham. 
tiu; tlih: un rrpirsrnts the gruup natnr. '17ºe rx. unllalr had I)CCII done by the development (A 
Carr (°uitlmºumitw st 111t'It hay ºnvulvrrl duc. tui y, mut srs, and social %civwcs staff At the 
start ill the assrssrtent for' the ºmtullltatlt>tº it, tic sllarrll, WIiltc'n 1ºe11111ssnºn has 11Crrl 
achie. rd lilts is how Ihr patient may conic to know to whom the Irrund is assig11rd. 
Assi}aunp. am : ICCrss Co11ttul tu a grulp ut 1ºcuplr 111ay seenº a gout) stllunon but tills 
inrthcxt is a+six; latrel with itltMt' complex situation lltlwrvrl, }', lt)ups usmally Involve a 
loge 11unºilrr of llrtºpir, lust like a hutithrd uf ntmsrs that pus%lhly may he asst}: mrd ()It 
duty to a. ward '1'Iui% the Iulluwmly. title could be added uutsrs on duty at unr p. utirulat 
tlt11r ot IllllNrs oil duty III the same wald ot Ihr pattc'11t fill mntancr, nuimally the real 
ca. c ts tit(- ttsrr could 1ºc' ta, plny. tvtth vailtnis kttlcly of ptoulas, 11111"r, tltx'ttº1, patlrnt, 
11a111rt, tt: unrr. iuattagrr, amd i u11sulta11t rtt 1111% t tullpirxity has to be hamdlyd 
()11 atttithct hatul, ad hlK' nºcthtºtl which mc. uº', to Y. Ivr tip till a runsIstcmt puhc. y : uld }tlst 
carry till with curirnt th. u'ºs . htºuld he avoidrd That ro11d Ile dtºttt' u, tmr. pluvlstC+tl (. t 
tlausr of ctt11ditlttn if) aitºlitlaitt 
Additionally. sharing the same paawvid It" a gtunlt Is lºut advi%alliv, %4401 ; 1% the Name 
passwtird sharing lilt a}alºulº (it 1111 sr" at the siltnr word 
iltrurtrt, slmce ihr rlunºIx"1 ril paltC111s ihat a (lilt fill 111.1ý : ºltrltl 1% 11141%dy Impel that) the 
nutni*cI tit dix'ttiis wtllcll atir11tls to unc patic'111, hrmic` atiltº11 tall Iv liviloillict-I by 
h>u, a: ºti 4tnild ºlr as ttilll7w" 
" hrad 
+ \, f. t Inlý. aruatttº11 (: ºpl+r11tl d. tta 11+ It) 
"i k'lrfc 
No at lutiCtan cot itCCrss the irtutd till a paitic ulai I>. Itirtil a11d thell Ilsied ill tine aCCess 




I'riht"iph" 2 :t, burg 1,111 nraº rq, rn it ºr, º, 1 tºvth h, "º. tr"l/ and the prulrºtt on thr ru r c. ºº 
0nt, l I, %t Miere a p, ºttrnt lutº been ºr/rººr, l. . ºhr mrºº" open it rr, 'ºJ ºctth 
hrrsrlJ, the 
/hurrnt and the rr/rrrrn, q , -hmrl, ln(., I on thr ,u rr cº rntr! lt. su 
Vor the %ciond pttnitplr, : lndrt. on aý, umcrl that one pattrnt ntay h: tvr nntlUlºIr tyltcý of 
icý ut, l. tu+t . t. 
" All rhntCtan tnay arcc%s it p, cttrtal Irk-old 
" sonic rcConl. Cannot be act. c., rd by nt. ury, r, lx"º"tally a highly , rnvttivc tcrutd u1 
.º ttratmcnt 
" All of thc ±ta11 ni; ty hao. -c the aCCC. +_ tO . IwCta1 rcCorrl, fill r\atttlºIc hratt clt. ra. r, 
the pattcnl ntay tahc u. ununary of Such kind III thu-ct. rs Im . 111 ('111CIP. Clicy 
rncdtc: tl Cattl fill ta. trt and ra+trt 1rCatntrttt fhr <: nd may 4 cºntatn nlany tcc+ºtd. 
sib dttlrte. nt a4"4"CS1 4"tnttrtºI Icvr1- 
1'ontrril 
I'rinritih i Uar ºº/ lhr c /still icia., uh ihr cic c r. c. v ruººlºul li. +l ucaol be nucºArcl u.. hrººc. t; 
rry"ºctirl-Ir llgl". Y shr ºauv uhrr, lthe acrr. v, c r, ri! ºc, l Irv, uric/ uºth- . +hr auiv utlcl ulhrº 
hrulllt 
ý ciºr 1ººº, ýrýtf[tltülº Ito it 
Ihr thud prttt4qp4v of tht% tntKlr) rrlatrcl silt Ihr wruntl ptuc tpIr". III ptrttuu. I>rtnt"tpfr, 
it . u}'gc, t unly autftccztirci Ix"tunt can uc c"%, Ihr crrccic) mc": umhtlr tht% p uu tplr ptunuNr 
thr 1ntl><ir1un4c III c(lIºh+)111n)!. a4t. 'c+, it, ihr trccm1 Atnlrtmum , uF`"yr,, lril al+ptmnüny. c, nr 
Otnttt. rti that imutt r4l within lhr Mr+, k Mnh+cl lu hri uatr '. t trýpt cntitttfr c lumtint. 
I: tthotlit}* Ow it. ºhuttwº. I . mltirºtl atxl zi"dx trlm"t wah : ý. ý. t}! e>rtºiý ut r"a, k. ejt1tt01 It wº1I 
1ºc Ow teýlttýtta!? tlýlic, , it tlhi, tra>+sn, thlr t Itmrº. iº I I. -tviny , aºt1 IIu,, thrtr 1% Mill 1%%Ilc 
tt! +e tclatrt) with a. '4x1s t. oitttit' 
INt=rtl l, 4ttow t+ tine t. cttr Ihat i, (+fill iºuºtdº+Iy hrrtt tlrtº: iIrAI ; uut ilttituo+rct by titr lt; ºlºrtux 
l't, nlcl tºtll}: atx)ut thrn . ru, tttýr dºnºk;, I tr4'utth ýrhrtr Ihry , h, aptrc with the 
tultmm, taatºvr lrctrcmu) Mu, ta. uºttrtl thry ttrral to .a t"r". crttzuut hmt: ºl trctttºh itt tutlrt 
10 l, ctt; Itnl Itjcºt li, b +t111411hly t i, u. tlly Ili, %ltu, ºttoýiº tn"º tlt. in little of rtnctprtlry such tt. 
10 
c. t}tty, u, "hcrl twcsi>rgaatºi; ºtºorº tuºs u}; rrritlº) %h: nr rl1lur`: º1 rromh Wºtiº ºn4t: utc'r sºxia} 
wotilcr, lawyer, lxtiit-c, wctttity . Ctvice tlltiirr, iv-utanct' rolrilrfny, ; tr1d rttºplclyet), ºt 
alwa".. dtlttc in It. irdrt}py Iotn1. '111cy ptrtrr p. t{x-t 1()t thc tallmnalc IN a lot t': f41Cf tt) 
ºttt{x)sr thc cretirntiai by thr r, w"nrr of the rcculds, Whc. rt"s1" thry ti, lmcl tlti111}ý Vottcfipy 
rrcurd. ditl not pruvidr the %: ulºr %alr trrlin}: ,u utiitlF. the pal/cl Iýnm. 
Hont out own rtprtlcnce, uang Intrturt h. 1ltking ulirt. .1 lot mote convrnirltrr t11.111 
tl. 1ttttroit. 1l way tlucttr at ncc bank. 'I111+ lrchnoltº}', i' Irtluc'r+ N', tfltttp ttlilr. c'astCr it) 
ttatttitrt ttuxncy and (rducc tltc rt+it ltrcxt ttyltilx-fl 1141111 tau t y. 1 hit cll InliucY With VOL 11Ic 
most ittqx: umtttttinl. w nadini Wit tltr Ilroyrltctotthr system is, it) pitiv~ttir tllc t+loutnutt 
prutrcUuti 111.11 will Icad tu g: uiiiny. ltu. { Gntu tlºc custcttrt, 'flic.. 1nºc apply tnwaitl l. u"alth 
care Intottualloll >y k to 
('ý, nýt nt and nntifratinn 
1'ritit'ittir J: /! tr ºr'sIn, niiblr t Ittt+, rilrt i: turt ttottlY ihr /-wtrr. ttt ea/ Illr ºf, ürtct tilt /tt. t rrt'rrºrla 
, ri-, rtlrt, l hit when it i. ý r, />rnrrl, Ill till . t'tºlr: vrgttrttr ritltiitfrln. S: ttnd ºc"lrolrvcº 
ºrs/lY, hsthdttv it tºaºt, frºtr, l Ho t r, nlrnt MW/ alsr, br rohtarnrrl, rit r'/Pt n1 0110.1: 019 Y Or 
iºº t/Jr irLtr v/ . itrihrklºY r trnlpitr, p. i 
this pltnciplC cntt, ut; 1}ýrs tile cuncrltt of nt, Iitltat1tN1 ttº Ihr patlenl and 0hIa1t11t1F thrlt 
ct>'titent fill ulty Cttaily. rs tnadc fly thr t hnlt iatl tt, Ih01 rhnlt .d 1rc tttl '1 It(- t hlinkCs life 
acltllltp, tlCletut}' call '. 11111k 1,111% that havr üt't°rs. ctlntltd list to tilt, pallcnt rltnit: d lntttid.. 
Adding tu that in Caw ol the pattrnl inlrltrd Iti ant, lilrt 01111t, % in hospital, ihr rllnit 1.111 at 
the ICICttet) clinic in htospll. d will tic added it, tilt' p: Itlrtlt accCss t'U11t11d hst It, t, I ill% 
situation Alm) n. tust hr inluttnrtl by the trsptttlsihlr t linlt Illit tt1 the p; tttrllt in advantc 
Inlt+ltnatiun hrractunp Itrttucnliy ta c tit , Illtlnr. Ill t a". r ill entrl}: rt1Cy I ttttltll: rinnt f: Cttcy, 
tite health artand is shulCd hrts+rcrl Illr rnlrtk. cnt'y tnnt'> . tall antl Ihr (; i' '11hr ( it' ts a 
atrtllcal pta4tltit)nrt whu is plnnFtty tatr ; lncl slwiviahrcs in faulty Inrdlt t11r /1 
pcllrltit plat titit, nrf t(Cat+ uciltr . lntl ('hinnit 11lnr,. rv Mitt ptc, vidrs ptci°rnhvc title 4kilki 
hcalait rdutatit, tt fill At as and ht, ih srxr. ) It,, Inslanre .1p. iiirnt X mrrt% an as. t"idrnl 
on the mad X trsz/lctl hy the rinntrxnry unit whirls lrtluur.. ntlictcllt taitoinlatit, n t1t 
uavt'i N, 's IIIe. I"cl av. llJnr an ilntht, tl/nct tirlwui Itl: nlr ii plltollr c. Ill (tt trl, t, li11 lt, thtti ºip 
tlevº, ahtout X Its the ln, "pttill trstºunsih111tti' Do rnstur ihr v. lltdltv trt Ihr t. lllrt . statu~,. 
sinc'e allowed call must itrtween statt In the ritlcryrnry unit amt in Ow w; utt to rxch; tngr 
l: limcal rrrurds, an autlntttrril call cau he Identify by c; tlltnp back to a nutultrt in Nlydtcal 
Itr}ýistrr 
'111e stgttifir; tni of notilicatitýt1 rotnrs limit the tact that it can olirt all rixl-to cud audit 
Which is uttsuscrptlbir to maua}: cmrttt cafºttur ol audttuts 01 tey. ulatots Whrttrvrt an 
; 1t: cess lilt the patient (tetsutlal health tniitintatittn trcttttt licitly. Iviltic-%trd fly 
stall, the callback cotttattl will not br rllrcttvr (lx"c; tu. r that lºrt; ntt is aitospit: d stall') but 
stilt tltc rrastºn of acccssttlp the trctºitl trlatrd with patirnt '1'hrlt, III-Allyilly tile patient 
rtisutrs the attack can tic tleles; 'trd and tuvrstipatrd 
N`hrtt it t+i related with irt! al duty, the nttttlicatiott must Ix- fK'thtttut-{i anyway if'of 
instance cvetl though It will cause tit(- suspect to lice, nttitnidate witttrssrs). 
'lltctr aim; t tlus"ttttn oil host ltt`tftlctlt to utility the patirnt ('uttrttl planters ntºtily the 
patient annually by lettrt ttttless a+ttspicitilts in vtolatºtlu p; tttrtat of a['trvlty has been 
dctcctcci, Some rlunrians discuss with thr patient how titr nt. ºtitic'atiutt will IV tritt. (1"ot 
tnstsutcr it ustn}': Ietter, thrtl set trt about heal lit will br known tt) olhris) 
Wticn the trirttionshtp p: tttrttt cJltuc 1.1n i1: ts tiºtnr to an nut Wtºt Ittst; ntcr p. tttvnt tltrtl, rt, 
abtlla(1 and the ptt+blrttr has breit tllvstºlcv{l), tile tlurstltºtº ot whetr tile inrt+titt: +tN*tt will 
Ix kept arttsr It has been su}: }estrtf that the I 1; tta f`totrctiott tr}'Istt; u have rusitºcIY t1f all 
the "dratf" rlrcttuntc triottis tlowrvrt this ralsrs a tlurstittn, Who Will vvaldl tile 
watt tttnan " 
I. t". t 11411 nett least, their ttttiat he ; tit rilrctivr rt. 1ntpl, unt pitx'rthirrs w"111t11 will trsttlt. in 
tiliCtttlcts will tic f*ui+hccl 
P1'f'Nff1R'tH'A. 
cVo, lolr yltl-rll li+ivr tllr rlhtlr/ý` fr: r ilrlrtr ý Irts 
xfý fý f ti th' lllllr lrrJltl4llltlt riltllr-tl 
ill ttt/r1ttttft/t+lºt tattt! ihr 
llwa In III, I{dc Jc, 11, %sith Ow ilclcitn n1 old trýýýýtll. Vatý. 1º twt, t, i 11a< iwcu ull, M; lictl w. 
14%t1 I1icI1111C a1Ei`tilll)t1g tlº t#sr tNiW +, 1 do-raw Mº, wt rrvolt1s air cctluºrccl its t+c krlvfi 1+Fý 
ycut*. i13nn. 1l rcvlttllti ui c, mwcs lliNc, 1. c I1attrllt 11#, Ily.., ttrºi 11, be krillU11 thr I1t1t1CSrsi'*. 
hfctºtc Kcýtik , ºI }ýrUrlii 41i+r. isrý Ittti+l hr Irlºi kmy, rz Ii, » lulwr ar#ririu: r) ý+±nnr 
is 
r. "k: unhlr un thc clutallon rrcurcl., allowrcl tu hr %avrcl in%ulr the %1'arm ix"tuIr 11 a%kctl to 
be dclrtccl. 
111rtr aft a1%) 1aw. (III ctrritlºtºp. bow itºtº}t IItItC IW1otr 'Ihr Irk-old wIII 1W completely 
tlclctc4l Hut, tilts Ir; qxýt statc41 th; tt tilt-m- tulrs ut law Mc -, 1111 not fully wofkc(l ma and 
, urlýrst, 111r l'tlnt-tplc 5 wlltl'h, ruvrIN a numht-t o1 ouist; ºntlnºy. ºtsurti 
" (hn Ix)hry allow tlcstturtiun ul old tccuttl hut tors not tnantl: ttr it; ihrtr atr 
nratty r; ºscs in which it º% altlttulrttatr to krrlr trtvntls IUt Iunhrt that thr law 
1("4lutres tt. ut ºnstantr rhtonºc ºIlncss) 
" ýý`'' himcihlr of thc Data 1'üritrliutl Act %t; Urs that "I><"tsunal infut tnatiun . hall not 
I, n ccltl fog (uny. ct lhatº is nrirss; uy". '1111s may tnratº that unrr thr rIºtliri; uº is nu 
IutlL'ct 111r htnn. uy tcrttttl hoItlrt lhrtº thr ºrtuttf shunhl hr tlrsUus. c41 Hut, Its 
tlutng lhts, <llc tttay wish some : º, >uº; nºt r that º1 tall be 1114kiv . 1%. 11111111v if 
ntrc=. xar y 1Iot Itl-tt. invc lit tllr r_vc. itt. trl l. uw"uºt I. 
" I'atlrni cotisciti i'Ir: ºn}: Htt.: 1'hr) rnr}: lrt ttr%t, l that ihr tt t old be tlrý+itýývr{1 t'rrh; tlvx; 
>uOh k' . I+cs % III I1r dr<Ilt by tr. lttsiritlnp, Ihr ptktnat} trctltll it) at Ilntt H. ut tit 111r 
113t1cttt'+t C'hilicr tilt thr Wit 0 ihr %tatkltut v 111`Ii4ld 
" With trnllxnaty cttlttr. 11t Irctltth, the apinttinlair 11111c Ix-fold ill +ht>itrt I"tiI 
ý 11+tat1ý'r+ 
Nipllt tititr 11rpt1titatlt: srtviura,, thr ccltulltltnl that aIl cullirs 
0 Irta_1t41% 11 
ilrlrlt: d Nithitt a+rt p, tlxl of ntnr 
t'11ptc. III trc'lntl hehl I, s a,: Iln cwavril, : 111 atlllttt)I 11I tr. r: urllrt, clitllrttl 
tu tresrtcl +l1: 1I111}. 111t tr. r. Itrlt Q11-luhl' fir trnt-lkrlt c'a "rty ti vc. IIN (m) that 
ruptrs I11 icctnds ttl: ulr hv Ir+l': ltchrt+ sltilUltl lxa%t%i 11u ltin}r1 ihatl th; 1t1 
Illt+ I+tlill of toiltttll has llt1010 on 111r it}'}; )4'}', allttll t'ttlllll! I hi'-m: l, tilt}; 1['4tltll% t'1 not. 
ttittllllclrly +[t: 11}; 
hlltltK'attl, !! 'r do II411 wilnt tall%ta{tCal t1I 111att'lltillr 111141 It1 IV 41CIC41 ()It . 1% 
tht" will dr"tt1ly thr tlltctallv valuer LItý«i ! rt tly d. ti Ilul %c. u11 tiacrlrss rtastttr c11 ttu+l: lltr 
u+ it wcluld clcsttuy thr trtlad's, rvldrnitll ruluc" st), u11u1tnalltni shtltlld IV ttlxlatrd by 
appcndiUr : ailtrt tha11 l iv clrlrtiu}R : Ind Illc most trlrtll c-rl+ltttts hatHl}'111 l1I+1 t41 11tr 
tniltt: Itt uttrntiun. ! >rlciual +htluld ix trsrtvcrl fill trtutd+ that air Italic rikpttrtl 
%ttIihlltilýil 
I'rinrlpit" tº All urressl to r/trill itl ºrr()ºr! s shrill be ººturkrr! on tue /(. ( (, Ill ºritlº t/tr 
3uh/r1 1's ºuurºr. (JA WC-11 rºs the date will tune. Art uwlit trutl rnu. st I/. %() be 4(*/)l (It (Ill 
drlrtum % 
i". tº+urºn}; all rrcººnl : ucc%+c% (mid. ulºpctul rn drk°tr1 urr rUttrrtly utttihuluhlc. 
Audit hail cttahlc. [tic %tatc of t'ccords ; ts it w; i% at auy titnc toº ix" tr4, om%ttu0rd and all 
chankc.. to hr attrthutahlr l; ach actiºm Iºrtlotntrd is krlºt imidr thr lug So that in rasc of 
inforntutiun hrrachr. can lxr tsaccd mill 1ºt1111%tºcd. 'I'hr drlrtiºm lop. I; cd u, that thc 
drlthcratr dr. trttctton of inýtttnnt; tun}ý tnatrrIal run hr atttthutrd tiottu" alºIºlirution h; a 
%tttct rtrlr, ; itttihuttmn rrtluircntrnts. "lbrtr ; rtr altitr uttttl+utuºit tt'tiuttcmcnts that arr ratcly 
inv+Tkrd. so, tht% tr4u11rtnrut usually +ulºlti-ºrtrd with manual uºrchanixnt: 
Istforstialimi Flow 
Principle 7 tnjtrratFtltoºt rlrt"'iºjityl fetOrt t'-i'itxc/r4 tttilY be (Eljl! Ottlril fr) 141'01'41 lt ij rtrui crtt& 
tstiftul Im t. t t rYotttt°utrrl ftt A'x, 
Wtitt two wottt> +A ilh ctiltctrttt ; tt't'c*S irttttttt4 list. ct%ttriptrtl#t to tltii same pativilt, then 
tlt*: (ittl} itttttttllatt+ttt11tic lk'tttlu. tl_, Ir w'ilhtil4t 
lttitht't l`otlýt'IU ti Itutl3 tltc" 11) tlw ttttiXf'ý+cttýtüvý 
tci°tttd 
Whcu two rciottl. %%-till ttttJrtrttt tt4ec+', % rtHtttUl II+t% ct>}tt ýpuntt itt Ow . attºr pattt"nt, the 
Will tluc. tottlt t% whcthcr cxI,, trnic of ihr . rn%jlivr Sri utd will hc" 1Iuypril III thr ttthc"I unc 
If c'41%icn4c htddrn till, it ttl. ttu, u Is whrthrt r\pllt Illy u1 hv t ult. lýr4 uttu., thc 
c'týnt lu. rttn tatt t^aýtl} ttrawtt hit tnm: att ry, 
I"u. t ptuhtcln 
A t. ltKtut tctnuvc% hculth trt utd. (tuttl ihr runtputrl ý}, irn1 whrnrvc I Ow pattc"nt w; 1% 
clca}ýnu. cý! wtth i. utict tthc triutal. Ix cuýý trtnuvr I, ri; uc, r it. runltclc"nir. clttvl I hr trýult 
a. whcucýrt all tu%utrt% atul I+cimuit Iuuch a hhuiL tric+lcl, tlcry Lurºº Illat with 
high ptuhahthty ihr +uhJcit was it ranirt ýullrirt 
Sriuncl ptublrtn 
A p. sohtattc-. t c, utp. cncnt pc, c+ tut im All )S Ir+i : mcl trclur. I that ir. ult Lclit as, wort 
lirltýtr iltr tc. ult lelll, wu, lltc ýttc>-N .: cu rý: :t htc+tlºtlt, wu atºt1 hi, t,. yilu; ttat. I ttt: ttlº. h: ttt"ttcs 
no Iunpct º+mtpctrui to %cc ht% rrottcl. Iluwrt't"t, Ihr p, yrlci: citt, t Is mum air ill thr tc+t 
and tkscN nisi tc#I thr til't) clinic ()l 111V paticnt`, nrw st: UUS. "I`hc uiltitirztt? `fhr. I, al>rt 
ft: ttrtl tttat rt t% ncit Ixt«ItsjC having a would rz"atl, thk" rc týrýtrr (if witºc1º lscttrrrtt. : ºrr 
itltl'Crttl}' tltit it+tilliclcltt (1'ººt itI'+I: tlt4t' ltic-ntal t11t"rllatityl, Is Euath ctitiltc)tnil+t) and tt 
furusi44u of c: üýutts; t: inecý. 
Rrlatrd pr4rhlctrl (with +c4oltit plohtriit) 
A lseruin yutlcrs Itituttchatt+c t% syttdtotttc hard to detco and manage. 
lahtatuttion - 
M tim: hauscn syndtutnc Is a ltrlsuti Who c! ta}*. }! rt; ttri tyt vtratc", "ytnl, t+titil. (1t tlinr. 
+r, 
III 
thcnlsclvcs in urtlcr it) p; n utýr. t1}ýanun, ttratmrtºt, attrrttiun, synlllathy, and rutnfutt 
týunl tncdicul pcrulttttcl 'I'hrii "Illtlrssrs" whu. r %ympioins 111r rlthrt srlt nltlucrtt ur 
talstiictl by the (laticnt Ihut cxanlptr, they may ltafro avrin with intaitrtt ntait=ttal. 
i. ttlhtn} N Itlcsptratl 111tra tltltt of ttnhtaoýtýn u1 t}`. 111, , 111t1 d1% a trý4tlt c'; 1u. r lrnfýtily untl co tly 
mctllcal analYsr. . und iliulun}. rtl h{º, l+ºt, t1 , tay l'; ltiruts %t ilh f\iunt hausrn syntlttantr -tic 
aw. ttc tlt;, i Ihcy ittc ctag-I. 'ctatln}*,, 
Vtstblr f1'as t% bcctt in tºh 1`11i% shuws that v1'tiihlr flag tn3t, t hr di: sc-usl antl 
. W. 
tcccl 1+y Ole 4iittwt: tttx %cc th. tl the : ct'iºou wtattI catr+c It; ctttt ttt ihr t`ttlutr tc) the Itwiltit. c#4 
tit Ill tttr htlttrttt, 
1 larv xugkr+trtl +4y'-ttrttt tlrtirhtltrt% %hiaulct '; VC t'; uriºtlly t'tyttýlclrt: tticºtº tlt tltr Ittttpttl;. ltt+Itt 
ý}ýtrttt Iit +weltstlIt thi lttt, ltrttlrs tlºICttºy'h tlrlx"ittlrtat trstlt4is, ittJtl it) Iltr ritrO Itl the 
ttttr}'t tt3 
'lite W>=ttttl fCCutlltpcttrl. ttftrtt waN tttrtr If t, rrat i+it it ºtuvt hams-to fill ctrolittp With thy 
trlca. w fit' Jaw t11: 4t trat r I±rrtt ttº: ttir: ctttttttvttºtHtc +hottlti tr41t111r it 4li'tilx-t0tt' acl by 111r, 
t4 ýlýýtlxtktlr t I1t14-1. ttº 011141 At14ttº1d tic h: tVArti' 
. lt; t; rry; uti4, n Caintrr, l 
Yrinviplr !i litr, r tiltall. l br r1fe<'tivr tttr; t: ºturs it) lorrvrºtt the ut, 'ý'lrýufýiart +ýl prr. ti<mu+l 
1:. ' ., 1: i! fill, ,,,,, a, tioa Ar pcttutttlut. pirtirttts tttutit set rive . <l,. 'r'1111 nºýt+/Fr°trt3a, rt 
if ton, prrsntt 
+s hoops it is l, rr, lN, sral to ttolal fat thrtr Ns, r. + ra wttta, l lot arltratrly ltas. t tits rsA its /lrrar+tttfl 
1wrilds r, f/+-wrrutt, "rr oll It 1tu. 4'r rtsunbrr rjl prr}/, lr 
liiirl c%}, Lut14AüPrt nit tr}: }'tr}'ýý[iýný ýýýltttxýl tlü. i's i71 trill) +tf Irtltttü . 1111ý` ;r 
It. ºrr+icrtirrE ýnhýrln. Iuim t+ctýyýct1 ýriitlrr . rir, il n"ýrsvrt. 
1I 
ltclaatrlr rlat, r ttatt-stttt! ++: i+rit ptirCrwc, N (x lwrrn a -, rcitlri antl ;t 1errivc"t tiltrttusc lrrcth; trk 
Ittrttt trc'rivct to %cttclct to cu; ktºowlrcly. c" vottl"i t ilat: t clc"livrt y. Such Irrclll; ü'k is Fypic-ally 
sent is l'nitttoI tttrs+: tp. rs by tel`('ivrt mules, titººt. c# sc"cºclºººY (it cxnºtºE)I ºnr., +il; c"ti ºrtýc>lvcý 
()trihr; icl. tta: ttºy Iituioculs irly oil u}ýkýt'r}ý; itºti}M n nuitºi>c^i of etintml 
qicssi: i}* and srnthti}; them to}+. rtlrrr im it single lt; it'Lrt uvcr ihr iictwUik 
Oti thr titlrt*s h; Nitl, ihr drlay%ni ihr tiattsttua-outi ttf t"tnittttlaic. sapr" nt; ty irtittCr ihr ratruf 
data Ittiti. ntts%itni fiuni thr . riulri. 'Cliti., tltrir i. I basic tt; tdrult hrtwcrn ihr 
cutunintnt`; iüutt t`tr't tit t'tatttiol tiir..; i}: rs anta thr rlaro of clrlatyin}: thx°in. 
1i'r dt-tirltäp a ttpiit? us tiainirwaºilt itt . titt: ly ihr a}? }ýirýýatticin 411 ti. +tittc'I patArls lut 
niittti4am and uthrt hirtaivtuwatl nritvtit{c pititix"uls We tlriitir tlir iiiulticasi a}! }'. iry. ttiuif 
pi"Mlrtti and tlr: iyn rfiiiirnt wnlinr ail}utittini. In it, both c'rtitiailimt! annl (li+tiihtitrct 
i %. itt)rrv Khanna `'ti(l,. ' ), 
lnaxitriuiti'a tctratt, h {uttºrt, hr st; llyd that tic. rtitac"; tticiiivriy lrIptiil in nsr tit ; üar. % 
l`c: tiittll tisi but tun rtu? tigh tti litrvritt the a}'. }`. irpm toll ihiraitt.. Ihr tt. `asCXti hr kuitcct by 
ltwýkiti, ý.: itlý-Iý,.; c. anihlt", 
tic, tiic Iit: t, liti. il's . ), triit t. "antaiti+. ! x't'wni. il tir; ttth inlttttiiatitni un ;I tiitllittn in tiiatc 
patirtxt.. 14ith all nsrti hýti'iny: utcr. vs. I1it iin? itauit-r Iiaivin}-': i(ltll) *talt atir4ýtn}ý; i niillttitt 
Irctllcl; is h. 14I r_illl/t}. ft ; lilil 0 Itlrlcr %\. 1% 1111' IºIii+lir1; t º, 1 ; 1(H) %I10 k hri, Islt. tl% rt1311: 1cort1 
1111! V1I)V1, }: 1ýº11I. . 1(1tI ON) %tstflat'Ci-"', lo t1rIi511i-tztl Ic'º+)1I1ti of tIn' ow-st Lwoptllaltt>1T, I: s: 
1i91ctci t'iºt, ºhtc 
At hi1s11tlili >yrlltti whlctt give all 1'h»tt't3IIi: s au-t'»» it, all /law slltrt11t1 Ititt 1ic c'c>IiIICi'trli 
It) 111r tlrtlirni: 
)1tº>ftvcI, thrtc hili`c hCC11 it Ilitt hillitoll in ; Ihlr 011116: tliti ilt'i""t'i11i1}', irl-(ilik Ilolli tttii'+ttlc 
thcIl tjan 1r, 1111 111l, ºtlrtiilfy) hilt i11t, 1"11º+Ir% c atrtººIlv tit<, 1}*11,11rr; 1tl-C Itlor could lic 
1. t71Ilr c111Tttt11 t11Ct1tti#'1. I111r ii)k111}it tiT1? lllllt't till, rly rloUlil% that it 1+; tttr111 h. 11 . 1lI ir1'rtlrd 
a1u1r tiI111t)htt-l} : 11u1 il. k, fill 'il0º11v fit Iftr I: r4,411tl it, hr will) 
l. 'ýýntt, 'l nic[fit Ml, I+ý} 
1i, 
c Ir art' 4% tI ty(+t'> tof q}`. rC'o. i1t1I rt1 (+rtltli 
4 ;; 
1'rý'ýýýýtyv'i, 'ºº, ýýr+d :. Notrfiitattri 
( ; ri IcrtJh: a ý li. rm ihr Imttimt 
tiCt) ii, tutJ, i{1 ficrp st ir, tit t It 1A Itas at t 
'Iltrtc cttc .? tttttt}. S. ihat ttrNl It' bt. M. Mt rtlrOMy IW r: ut"tutty t'hUt+rt. t; 
the t{v. itiotl tTi thr t'ottltt trttd tltr t)rts()tt trspcnisil+lr iot . tclum oil it II"111 
in0inºrc irrtº111ºi': ur ººiu0, tºti tuul c Irrºir; ºI di'k 11, Iinui y. lunlir%i 
(, 'ultrrt: pt: lctltc fill irr'ýý1c1n usrcl 4311 lcsrancti 11u1jx3'w:;. trc'4ltcis lri; uk" ; ltitrllytraciit. ly fly 
trpfacut}; amine with 'VIIti ltnttlilx"1s and clt; 1}'. Ilusr% with Red codes I: t11t mAing data 
ant? nyunulls is hald. rspct'r, 111y if it contains Iinkahlr iuiýlltlº; ltlon; ui an attackcu suhlliit 
clatatlusr CIUdtICS such as ". tlc3w Inr ihr tec'c3lttti of all ft#tnalrs ; Ip'ri1 3ti with two ttaloglttrt-r 
agr4t Ii and 15 two) wh43nl sutlrl Itt3tr rc'ýr1r; 1" tltru hc call iclrrtily ihr tnclts=litu; lls. 
l; uttrllt way to ptrv4int tlrs pt43hlrtn cullr4l ..: +tattstlc: ll src; ulit}" 111IS has done by turnt 
thr linkal; r, an41 irc-fill iclurs teil 11revrllting nhtrtru"c. 
'I"hr 11'41, t1"-d coutyºut! ºoy; hiºst. 
1'ritu'itºIr 9' t'oºººlara1f"r ºvi tr`frt% tlºrtt IlauºIIh' pr'1 briqrll hrYlItIº º! 1/f, ºrrtrtllr>! 1. ., hall 
/t, J1'r' il 
:. 11't; % If- if; 11144 !r% 
thf ttýýý: /bf /%JllW l14f . S! Il (! /t ! 'ýIf't'ýfi't` 1Yt/! '. -ý(. 1 Yý1t'f--f1º't'Jif', 
5ý, 1 : 1ýIttli 
iyP` 
s10h1rt: 't to rvaluati(7dt MY i4t4frprtt44v0 rl ftrl f. c; 
At this srctlt)tt thcy itlst ilrtttli" ihr wind "tlust" Altrl that, hc Irl. ltcs thrtit with the 
tt? tik't'llt 411 ttust, cd ltIt1llttltttl}: It its Iritl iftr 1100 ifu". Ulitll. it wlvý 1cly oll Oust lvts«tr to 
do 
ýirltiCtllltt}ý itt ntºt its tit) irltaln tlfinpi At this Wttl ttt it*tatutntihip, it c: ln hr , lttl*Ifr4i litt 
t uitýutt"t tlr, tktt 
HIC 1111AP, 1 rtlnlºcttrl Ita>c 01 il thrnital 1n1t, f tnoUltm 5y. tr1l1 111: 11' tnrluttr, 
" -a, 11411tc1 +Cttlllly Itlrt<hanl+tltN, il)r11I4iL4iris , rl: ItttiN"Iltica1114? li; ultta44r,. 44i11ttoI, 
" III 1111t11114: 1tIt)1I. 1 , c4III IIV IIICi latI1, JI) 141 Ic*,. Ii141 : Itt 4". % In 11111; )tIi); Itl1'; )ll 11I Ililllýtt 
At ltua% tlrtt<'. tºIk, 
" '! latiSItvill 'ºCC'ulity Ilirt'ILi1Nlý11Jý It, r11%111C thctl Irt tittlA tl". Ial III tr. r: u4Il . uttt tltillit 
do tit-it rxtrýCý, ttlll4Irllt ! r'*ldtial 1lllllItltatll)ll It : of 1I: ItIrt11, t(I 1w 14IrIltitlt'4I.: IIIII 
" Nti: uIAItIIIty IIIrr11/Itti, lil . tic' II ; I1 1 )a4 k I11) 1wtr41t11r% to t'ItSllIr Ih: 11 tr4t; )Id, alr lit it 
drlrtrd by Iltr in tbr11 
IillS pltl+rt iIINU +ü}: }: r, tl. that 11 1, slot tiutllt Irltt rtiutl}: 11 l4) IrIY 4)11 Ihr aR, t11: 111cr of 
rtltrij4lt1CI1t .; 11c, ttaaü" llt: lt Iht'If I1{4xhlt I 1`. '. c't uIr 1111t ltul. I Ix- l'hrc'Icrd IN- it t 411111>'I'tr11I 
thiltl L1: IIty 
Its I'. IIltyr., Ihry 1/It14 1tt c ItIlICI1ri14lrllt r\': IIua11u1I. Illlltcl whit h u. 1114H1a) 
l'pNlputt. 'c %ct: Grrty : 1}'; t'tlrt" IWctt%r cutttattcrrt: ll Lttxrlatuttc% 14) c'tilty ()III ticCtitttY 
o-a1'u: rtiorts f)tltrl roninlttr, whir, havc , II-1111; l lua4"iirc -tic Auataha, ('anuda and 1ºtiA. 
VVr found that Andristm's t) l'rtnt"iplr% lor tiriurity Model ('11111c. 11 lillmill. 16011 is .1 
runiplcic mtxlrl at ihr ttnlr it was initiated. The l+ilnriplrs Covet all (if 111forill. 11101) 
sri, uttty t#tat %htºuttl tic ttscd by any oty: nu/aUott that srishrs to drploy DISTR IM 1,11.1 
Ills But, ntrw" day, thrtr air uWirasºny. tlrllloyturnt of r. tmtlct Uttn ui distt tbuicd 
Cits ttonatralt `I11is new t'ptlCept Irtluiird nºtttc dyn: tntic fratutrs Willi littk uixlatc 
I I. culuda, I. ytntx Ioixiulil, 2(X)2). 
hit talstuut c, I Jsci I kfturd Kulcs; thr svstrnt shottld hr Ilrxihlr ruouyh to allow addilly. 
ncw tu#rs by the adtulntstr. tiot with ilptialt-4. 
ltrsidrs thr abiltty it) add new tuk-ý unto the itrtht }, thrlr's it nccd fol flexibility of 
atlaptin}! to Olallyc% III file 
We lounti that tltc thud pt lilt 1111C sappxrcUy plac°rd rau ftrt hrltsir ullr srC"olnl pi tut"iplc. 
111r ira, ou is that III l'fitwtltir ' it statrti about tttr at (rs a outit, l list that ; tltr. uly t"iratrd, 
11 ulr, trti that it ttºust altr: ltly lºai"r thin Irspousthlr t"lintvºau ttt; tt ni; nla}+rs tile iactxss 
. CSsty'lu tr. sshit'h C"ltntctait tu what thnit'al irroid. 
lirt-311w w"hrtt it systrnº is to br 
tnlplrinrntctl, tiie srttttity lraiutr, ntusi be tnstaLlril ItrlCtlr thr sysaritº irºtplrillrutrd ill 
tr; tl woild Iustallin}: thr , ct"tuity aftri tile sv%tritl tx"ru tutptrtttrutrt) is not arcrlliuhlr 
Moirosri, tht+ Ixitts ) iult apllitt'attiC tot thstiihutrd hr: dth sy, tt*itt It I3tlvtl It' sliplu'll tile 
l), ht IV-, bowily ncrdrtl in oitiri to rns+iir tile ptotrrtion fill all a}: rnis, ntay1>i7 IwC'attsr this 
tutxlrl was itltti: tlrt) ill 1990 whrir tilt- disttrhtttrtl Iiralth syslrut is llot applied yet 
In uni ic'tra[t'h, %r air pirst-utitly. a 1: uiyu<tyr lilt polity has-rd itt: ulayctttctlt fill 11VIIIIII 
n110tui: tttim sy, friu 'I1us htttF. ttayrlntrutird ill trptrsrilt the ahovr ptthty W. Well a".. 
stiliix, tt the lusolsrd tllstt lt, tttri'1 Ioht y lui Ills 
?..: krur; l> Polics NItttlrl+ 
lýr+iýucr , All rritlit. uN , 111º1 h, uºkutyý "1'+triºtS V. ur rrlrr 14,114"11 I. itl'. ulnl; r uutl ('l; uk Wilmutt 
tr+{>r. tiýclN that arrll". r, ut Oval , nirl ct, ut isc urrr. l 1111cS : rht, ut what should hr 1, ºtrort1 
autt %%h) {Autlrr. ati Lot itº+)ht '1'hrir ithei it uut1ihrt 11-1 º, thrº wt utit); 1>411wy tiitKlrk 
i, rrwtf(rd a+ is t13r: tq+ rº1 t lr: rtttºY. 111r t t, tº1u. ºotº its writ it'. 111r }: ul4irltitr% tit how tlºr 
ptºotirvIo, tt. 1tinotd tic cu-k utrtl 
A nct-dl+Clix, tüc agrrcmcnt (NDA) (ultcu kttuwtt uutciüc uftitr ilnttc, d Sts as a 
rcºtliädctiti. 111ty ai; trrtucltt, ý cwr; i. jotl; tlly eullyd :1 comitdrntial d1%r1U%tiºr a}, lrrmrrnt m 
t'1>: V, ur +crrccy Aj; tccttrrtttl, aý +t lr}'. al ý`týntt; tE'l I>r[týýc-rti ctt Icttýt wu jntrtirý Iliat ýnitlurcý 
cor1ll(Ir1111al nlatmali of l, pom'. lrd}jr the luariir. % Wish it) tihale N-1t11 uilr a111>tI1Ct 1411 CCIt1111 
putlxysrs, but wish to rrstrrct ac-4essttr, It is ttcmn4ract thtcºtt}! h which the µmrtirs a}; trr trcti 
tt), disclose tntt>rvnatttºrt cttvctrtl by tltr a}! trcn)rut An NDA cteair, it coºrtlttlcarttrtl 
rclatitºn%hip betw'ccu the p. uttrs to prutct't ally type c+i confidential and Inoprictaty 
ttihornrathm ur a tratlc sccrct As stich, NDA ptt>trrt, Mill public iii1otinalion 
NDA arc ctmtnu, ttly , l}'. ncd whcn two ctuttp; utics or udhvulu; tl, ; uc ctºnstdrritt}p, tlcºtn}! 
husutrsa and need Itº tnulrrstaud the prucrssrs used it each tathet`, husinc lot Ihr 
purIxº. c uf cvalualtn}; the IwtrnLtal husntrs, rrlatiunslup NI )As can be "nuuu. d". 
tnc; uung txºth parttcs arc rrslrtttrd tn Ihrtr usc ui Ihr tuatrrt; tl, prnvnlyd, or Ihry (; ur 
rrstrtct Ihr use of ntatcrral by a xrnPIc Iº; uty 
It IN alst) Ixºssthlc tin an rtnphryrr to , tgIt an NDA cºt N1). 1 like ap. trrnrrnt s+°rilt ; it) 
entpOyrt`: In t; u; t, stMttr crnlrlnytrtrnt ; r}: frcruenis Will tncltttlr It cl; tusr rrstrtcltnk 
rtnpltyyers usc . trrti d't"wUttnAttnn t! f t tiil,. ttry owned "t`ttutult-rrtr; rl rttttºrnrattcart" NDA 
at+r usct) in the IT ttrltt, and air often }! rvrtr thrrctly prua tit t. rhtlrp .t crttittcd ctam 
f.:, l itýll I. ui'udu111 ýlildrl 
111 thi. Iýunýal r11ýKlt I: Ihr rtuttlri, III All 1111t1in1atiun %)'+trttl atr thýltlyd 1111t1 w111r1-t+ atlc) 
ýdllcrt. IMc ntltia, il 411 it "+r' YNr ýtýltr" is (10111tid, . 11)(I it 1% 11 %1.11C 
il. nl>it1u11 I1tCýCfYC+ artttlltl' I>1' illuYlll}: Itttttt %ct'tur +la1C tx> >rl'tllr +1, IIr, thrlrlly 
inlluctivcly pf1? t+"itlt` tltat Ihr systrttr . attslir, the ýrrtliih ilblrrtivr. III 111C 1111,40 'I'lle 
I; cII i. al'adula ti1cK1c. 1 i% built (III ihr t'tunrrl/t i a , lair ittat lllur With . 11 W1 Of . 111uWahlc 
+tatr+ in A *y. lrtn 111C tt: 111.1ttutl Iluttl nur +izltr I. lutulhri a: tir is clriinrcl h. I ttatl+}tiam 
11u, r t1ot1" 
A . y%tcttl +tatr k dclinrcl tu 11c'''wrtttc" Ii Ihr r+iliy Iwo 111111C41 iICºr+% t111Klrf 0 %ublcl. l+ In 
tlilirtta air in in'ri/tdilttoc with a+rcculity lxllit yTi1 llrlrtnlittr whrthrt .1 +I>ca'Iltt 
a4 4 r+% 
It+tlc 1% allowed, ihr rlcutawr ul it luhlrt"t 1+ 1 ti1111, alrtl it, 111r i'1uý+lllt; 111u11 III Ihr i, hlrt 1 
1t11431c ptrvt. cly, Iu 111r thttlbittuttutl ui t'Ia+, i1ttaüutt: uu) %ct ui tlnttllaitinrilt., inakiilk' up 
ihc K'tütity Ir%rh tu drlctitlitir it the . nl, lrti Is atithtuürd Iilt 111r spritlw ui, 'ir%. II14KIt' 
'I11r tlcat. ultc/ tlas, ttlc. ttton , tilcnlc" is rxlltrssc"tl i11 irtnl% of a latttcc" Thc" nlcxiri lirtmrs 
Mo nt. l11datoty urcc touttol (NIA(') rulrs and our tliwic"tit, ttary attc"`s timtltll IDA(. )' 
1111r ssttll thirr , rrutity ptt111rrt"r, 
" Ihr titulplt" Srtutny I'lotx-"ty statr, that a suhlrtt . it it 1Zlvrtt sctuuly 
Irvcl tt1.1v 
nut Icad. ut oh{rtt at a htf! hrt srturity IcvC1 (lit) wild ill)), 
" I{lr * ptý, l>crty frcacl -st; u ptolx"tty) stair, tN. tt a. ul, irc`t at it }! ivcn sccut"ty lcs, rl 
111a%1 not wtltc to any o111rtt at a Iowrt srcutity lrvrl (11o Witte d(m. 11) 
" Ihr Il"sitrtlttnal tirtutlty I'u1{1c'11: ) usrs . ut attcs, tuattlx to prtily ihr 
. listirtlrltl; lt ) . lti C, ) t'u1111 t11 
iltr tt; lttstcr of ittknntatulnt flunr a high srusitivlly p; ua}! 1a1111 to a Iowrt srnsitiv"tt" 
dtltutnrnt may ltap{trn i11 thr lfrll I»11'adttla ntotlrl vla thr t onrc pt oi t1 u, lyd , ubirti.. 
"htustcd Suhtctts Litt not Irsttit tctl by tit(- * pt1,11ctty, l. nttttstrcl sui+irt t atr 'I ltl, tc"tl 
StlhJctts 111u, 1 tic slrosvrl tu IV tttlstwottliy tvrth Irp.; lºti to thr srttttity 11t1ht v 
W1tI1 Iirll I: II'adul: t, u, crs tatl ttr; ltr t"oiltrllt ouly at on ahovr Ihrit own srttltlty lrvr) 
Itictict Icsr. uthrts an itcatc Srtrrt on Top Sri'ici Itlrs hilt nlay nul ttralr l'ul, ltt° Iilrsi 
1111 wtltc ilowtl. ('onvrisrl)-, t"srts tan v"rsv ct, lltrnl only at in hrltlsv thrtt osvll sctut"ty 
IcvcI ISr. tct rrsr. uellcts can vicw Publik ut ticttrt Mrs, hilt may not virw '1-op Strict 
lilrsl tit) tr. lttttp 
Iltc Bell I., 1I'0i41ula 1111141r1 r'kpltrttly tlritnrtl its sttlpr It did not twill Ow lollowilig 
, -,. t, -n. 1l Ctv 
"l tlýctt th. tinlrls I'asstitk; till t)ti11.11141t1 via Inc ; tttaugrtl ; 1t11tliN wa1 4{r14tllt('tl 
i/t icfly 
" tirts)otks tit systrtns II . nrt tlhltirli11}! %% oil, did . lclcl"t^v. tit), to{+lt 
" l'uttt its ttutsiclr tnullidcvrl , cl utttt Woik Ill ihr c". u Is 199fls . Ilowrtl that Nil N (s 
our of lhr vcr>11Jtt# of Iltlolrail (Ntlltll',, ; 1, atr ; 111 olhcl policlý+, 
tilflttl}! * 1'1t1{lrrts 
Ilir st]ott}" * I'totk"1i\ is all alirt"l. ttlsr tu 1110 *{114tpc1lY 1t1 whit hi sllhit"tts llt; ly tstllcttl 
a; tllccis sslth oitl) :t ln, tlthilt}. 'stuillv icvrf Ihu.. thr wtiir up o{lrtat1t1t1 11CIII1111vil ill 111C 
usual . {no1/c'rty 1" 11411 plrsrnt, tlitly it )s"ltr to sclnlr tt{k't: llttnt Ihr titton}! * 1'1111lrtty is 
usually tflstuwt) nt ihr t ontrst oi Inultllrvr) tlatah; t, c nran: l}! rulrnt %v%IvIII% mill 1% 
tnUtlvatrd by Illtr}'tlly tlqltritl, fhls titloll}' .,. I'lulk'Iiy w: l", : Ilillt tp: ltrtl 111 ihr Nlhu 
26 
riicxlcl whctc it ºº: n , li«, ººrt that , trolly, tntryrrty III ccunbtnattt, n wtththc 1icII I; d'adul: { 
tttixlcl tr, ultcd in tcadinf: ancl cýtituty. at a %iny. Ic: Icvcl 
11a1)yutlcty I'iutc'iplr 
Tranquility prittiiplc uf Bcll I. al'adula IiludCI , tatr, tli; rt thr r1u+, tiiralum Id a, uMtcct c, i 
ob co chic% not rh-; titpr whrlc" lt i, Iºctit}' tc'iricttc'rct. , 1'ltrtr air two Won tu Ac ttancltitlity 
piia. ic tl, tr 
" II, c "Iiriiliiplr of , ttiin}: ti; incluility" , iatr, that, ccutrty Irrcl, do twt chsutyr %tron}', tt: ººufutlity" %tatrs that %rcºttrty Irrci% 
dr1tIt1}. tllr nutitl. ll ullctallull oll till- %Y%tvIII, 
" I1r "llrinrllllc" ill wrak trantluillty 11ttnCrlllr" \talr\ that %c"crlttlY Irvck c1u +xti 
t han}. r in a way thztl M: ltr> thr tulr\ ut a}. tvrn won ity Ind ky 
All-Ihct nltrlltrctatiun u1 the ttanynllliy I1nnc11tir i. th: lt tlu"v huth apply unly iu thr 
Ix-tltxt +4 turlr ttutittf. Milt It an tltx"ttttlcnl trlvttlvltl}. an tlblrt. lut lltllLrt'I I\ occutfilly. That 
i%, the ýtrun}. ttansltrlitty Iºt11ºclltlr ttlrau% that an uhlrt: I'> urt'ntity Irvrl/ lalx"l Wlll 111.11 
tll: ul}. c tiutltl}', all utºrtatlun (such a\ trail ill vk 1114'l, 111r wrak 11: uº1lllLlity lttitn-t}, Ic" tnran, 
that to tltilrct \ct'nr11y trvrl/ l; ll>t"i 111: 1Y ch; ull""c" ul a Way that tluc-. nºt vtulalt` ttir \ri lnih" 
lxýliý ý durýn} . ui tllx"tatlºlu 
u1 tilt% tntxtrlc 
"I:, -', 1110Cdtu iunlitlCnt1i1111y 
" ti,: 1xlh4lc. tilt l°han}1l1}. : ICCrS, tl}. ht\; it rtºtnplc'tc }. rnc Lal 11uNn}. ta11r IS \rs'l1 r. 
t:, t("utic'tl lilt \y'\tCltº+ with %t. ºttt +. rcllttiv Ic"vrI\ 
" i-tllanlti 1Jtºvrtt chalnlrl. ;1 low , uhlrc t c: 1i1 tlrlrt l till' idlIck, 1% 
licit 11 1% tlcntctl at cr.. \ 
" Itllrlitllr%, It 1% not %1i111clrtlt lt1 1111ir 1)tll)' ihr 1`tºlltr111r ill 11h1rt 1% I hrlt Cll\Irilcr 
tn: 1ý have it) 1i'c Inthlrn, : 1% Nrll 
:::. 2. lüha MtHlrlatt Itihu It114"ktity 11oNh"1 
tütm 111, hid , IrSCI, yh-d [IN h('llll, 'til l. litli, t ni I'I )it.. t I-+utai. rl , t. itr }t. in . üluti .ý . trtli t 
ti)tnputrt friUttlý Ik, Ittythat drýýtil. ic",, a ü"tul atýtrý, tuttl. tt, l tulr. ý.. tlrýt}ýttral ltý t'tt:. u: lr 
data itair}'tih Data atttt %uhlrcl+ : atr P. tinilsrtl tllto agtlrtrtl Ir%rl> td ttatrý. t tiy Ihr ttuxlrl t% 
dr+iytird , 31 that. athlr4"t. ttt: ay 1101 tautitht ttata III Irc. r) 144rtl laly. Itri that Ihr . tthlrrl, of 
t+rti. trutatrd h,, 
data 1141111 it- Ii, ýýrt icvrl tlaait thr htahIrt't ha F. rtari. al tilt- tttt. tlrl wtv. 
tlcs t1e±t citutly. r 
ýirvc1ýº1>'cý. I it) iººý u, rtvctat thc ýrat`ttr» nt titc Itrll I; tl'; Nllll; t tnýýctrl ýýht 
data cuntittctttt; tltty 
fit }'rttrtal. ptc. rrvatuttt of d; tta intr}. rity has tht-rc ku; dti: 
0 i'tcvcnt data tut slit it . dit ft 
by unauthmtcrd p: utirti 
. 1'torttt tttt: urihontrcytl d: lt; t tttaºditu'atiollby autluoriird pntic"C, 
" M; u511.11n Intcrnal and cxtctnal iutinJ+tcncy ll- . of In, t; nu. c. clul; l trllrcts thc real 
%16 011d) 
'1111. wiutlty ttttxlrl ts ditrctrcl tuw; uth data intr}! tity only (lathc"t th; ul r)III tdriltSalltyl 
41141 i% i4t: u; 'tct5rcd 11y tllr flh+. 1*r' "114) writr tit), 114) trau) down", T111% I% In C4)lltt; i%l to 111C 
licit l.: tl'41-1u1. t rticKfcl whtilt I% t'It4l4itctl7c'd by the pIllatir "n11 wtttc down, no Icad up". 
h1Ht'vrt tlat. t Itltrrtity Is 514_)1 rtltlq}! lt lilt (v)11il)Irlrrtt.: i\c ly *rt'utlh " Iel>tr; rütatiull 
lic%tttr", two +ccuttty runicl)h atc tnrsartl fit thr Itlha mt, tld, %%, lilt it ; tic Availability and 
It 'tnlltlrni1: 1I1ty 
hi-low tliru own Itltr}! tity lrvel 1; 1 In hic Itth4 II11K1rl u%rt; run r)nly cteiltc cunletil ; ºt of 
MOIL m; 1y wnir ;t l)Iayrt hook 111; 11 tatt 1x' tc': ul l, t Ow iutimtliurlS, but 111)1 4)tir to 1lc trad 
hy 111r hi}! h pttcat I('onYrt+cly, u, ct. ran only ý irct cculn"111% at of ; 1h1uvc thclt ttwn 
Irttc}! ttty Irtcl 14 nwtlk tllay trail a book tktlttrn by Ihr hly. h 111ir-st, 1)111 may mit trad a 
ll; tathlllci Httttrll hv .t ltlwly it)tnmtttlrtº 
I"hr 13111.1 ttuxlrl drlttlr> .1 +c. t ul \rrn, ty tul. r+ +ttlnl; tt to thc licit I al'athtla r11c+dc"l I'hrw 
iilr. Iic tttr trvrt%c, l ihr licit I . tl'. utttla tt11r"ý. 
"I hr Slnllüc lntcy! tity fltiitml statc!. I1611 It %uhtr\+i al it }avc"n lrvcl lit I51tr}! ttty nt. 1y 
11, t It: atl an uhjc. I . it it 
I1tt\i'a it11C}llity icvc"I ("it) tr; 141 tlC)\\: nº 
"1 ttr ;I \tS11 ) Inlc}! t Il1' tý, \541511 ýlitlCý t11at ;l ýt1111r{ ( : 11 :1ý; t\'t'11 le1'r) ill 1111c'}alI) IItt11t 
nill t, %titc- tu. tn> uhlctt ak a hll! lu"I lr\-rl ist Intc"ý: Itly Ow w151r up) 
I hr t: i ultiýtn ItscttwitlL N ItKICt 
Ilu ( itah. utl I runstsý: It1041rI a., :1 'Wt t11 11Y 1114)tirI ºIl, tt %h41µ, "% IH)W . ulsIrt t% aatil z+111rt t%. 
, ttouit! IV t ir. ttrtl mltt t#cirtrtf It it. Ia. l it4ltllt'r, ht. ºw ttt i1?. 1}'t1 sItcclttt' itt'oc"% I Ij-. 
11t. 'I 11i,, 
fill xtrl clttdtr++ch the . ctttttty' 1.. t1rý a+. tst'sltictl HIth htsw Its tlrliur u -. Cl ul Isuott rt}: lti'. lit) 
htt* . Itcrlt. It Nuhtr, ttS call cWt'tttr +ralit ltl III lltttotl3 t1tl it 11 Itlsjrtt As cttrtI lit t; l: dtittu'; 
apptfl4$lt, ilic uuxlrl lt. t4 ct}: ht 1ý: t, tt piutrt t1i, n tttlrý ih: >#-iýutlirtt-. 
1lilw to %d"k: `UrCIyI`CC: tIC: 11111h1t"e`1 
flow to wLttrrly Ovate .$ sttlljrk t 
I iuw to src"uºrly ltrlrtr all object 
"I tow to %rrutrly tlrlrtc it uullirrt 
" llenv to _Wcurcly httyvittlr thr Ir: 
d ac"t"css riy. ht 
"1 luK" ttt +c4: Urcly hTUVkIc tlº(- F. r. Mit ; u'tctis rl}'. ht 
"I lcºvv tt) , rctttrly ItrtlvHtc thc cIclclc itCl'rs% t iyht 
*E iIAc" to +rc-ttrrly pruvidc thc u: ºttstcr ; ic crs. i right 
F. ºicttp ttlttzr cuttliticr: ºtiott tltc ahovc ttuºdcl, %cintrily ituxk"In havr to ; ihi, ly to . ºmu" it not 
: a11 ( ºlaltarlt I>ritttNtp' rulrv %ittkc it htgItGgItt+ si}'. rtiltcattt Iºvittt. tw . tssi}', [titt}; aUtiitºt iiy 
atut pttvavy, thrrrtotr u»ttc of tlw ; it1ºirt: iicl tttlr, will br ;, pI, ttrct to thc" 
%ltrtittcatltm languat, c. 
rtv srcttl 
l'lurts"Withf, u httt"l; ritr M, xl4-1 
litt'. tn, ýtlcl pttýýitlt, .1 tc, atuLitiii 1i "1! t s tiýtus : uul : ui. rlýýtrti ; ut iul, t'lltl L>+ýitcý l, n .1 
t: 0110pülttll; . y+stettl ttltti ttttxlrl rti ptttilslidy c"t>tic'c"iurtl with Itntitaittitijý tile IVA11K)II ill 
iufNrtttutitnt inttagrity I111t)IlnallUlt intryttly ('. maitttatttrtl fly inrvc nttu}ý t"uttttpttfttt ut 
data Itrtm III a . ystrttl cluc to rtthr. t rttttt (lt uºaltct, ttºti itºtrtºt Ali tntryItt, y pttltry 
cl"¬ýtthrx how t1tr d4tu ttcnrx ill [tic tystcin , hi, ttlcl l, c" l, rpt v; thtl 1141111 mic %11110. of the 
.. yarnt to tite ttrx t and ý. Itrvlltcs the c'apal1lltttc"a t, 
f v: utt, u. ptinc tpalý tu thr %ystrtu.. 
I lºt" ttuxlt'1 4lrlitlt{a Ctttilrt'r>Irmttt rule, ; uttt cr(-rttttt attun till(-, '1"Itr inuclrl'* cuhnrcntrnt 
attit c rit11i4 atitºlt Itticl clclttt(- dat, t tlctus and ptlx r+sc"ti that lºtr, vºtlr tltrfl; ttitti fill all 
tue 11141410 1" Ir, t. rtl tat Ihr nutum t>l a ttutº. uc tttut 
" '! %4r11 lutturfl trau+at'11411 1+ it %rttr% (it tltk tattoth th; lt tt; tnýtttr, n ý%Y-, trnt 1 r1t11 
4,11c tfntstýtrtil %t; ltc to ; Itltitlirt l'ltil111tCltl r+latt". 
" lhr uurkttty lic, ltry utlthr.. r. ihc Ittt(-y. ttty of thc" tt; ltrartUnt%. 
*I br prut4`1pk of scpitt; ttton Ill duty trtlttitrs that the c ctttttc"t Ill; t tr, tit+actaºnt attll 
thc trttýºIrtttrttlcý,, t++ - 41t1tc1 rWt r#ttºt lr±:. 
t2iC t11041cI sM11ilUt1 ii IIIIItilVt Of i1iYsit l: ttlwt4H'k 1-lull Irpicw11t 1u+111 41itttt ! it'1: tiY itti. t+ 
hi+xr. %c. th. 1t i Fo: ltr wt th"+c data ttctti+ lltr krN -19.1ia typr III l1tl+ tthKlcl tý tt 
t'{itt: atitrtunl Micta ltctii LC'Dh. An lntrr. 11ty Vrýitirati+nº hilt r(lurr 1IVI') ritaitr% that all 
i'1*, III tltr . y%tc-t» ; u'c v311d atrrttaul , t; cic-. 'I'ian": crtauiiti that rtft3o! `Cr ihr tntry. titt policy 
ttciin une valid titatc" to antºthci valid statc. l11)Is tcprrsrl, t systc; tn (tiUi h; n that I, iu\uk(l 
hy a u. cr or atlvcn; ºry). A 'I'I' ntu%t P. u; uiuttcc (vi; t ('c`rtilirati(M) Ihal It U; inStiitn) all 
llttttýttýttattteýl Data Iacttt (l_II)1) atltl htt)tlttl'esa CI)I. A'1'I': tttti±. t tt. uasilion the %yaeni 
atr trl)tr+ctttrcl by Tr; fls1tºtlrl; ttltnl I'icnrclurey ('t*I'ti). A "17'takrs ;n input It 
f1)1 ut 
At Me hem ttI tltc tHtttk'l ts the notion u1 a rcaatutttslttlt between an aarihrntic"atct) Itlaneahlr 
fttt instanCr usrrl amt ;r srt ui Ittoy; rants (t-ot instance '11's) that ttI>ri;. ttr on ;t %ct of data 
Hcttls if, . ttr utstaurr 111s1% ; uul (MY I'hr citntl)tttaratts trl surlt a trhttittu, taken tt>p. rthrt, 
air trirttrtl it) as ('lark Wtlsqtt '1't tltlr The ntl)tlrl ntust also rrtatur that lltitrtrnt rutittrs 
: tic tritxTfii, thlr jot tn; u tlxrlatiaay. tlrr trlattottshrlts Itt. 'ttit't"t"tt Inructltals. tt; rttsat tions. and 
data Orin,,, As shtttt example. a ttsrt capable (If c-rtttfyitty. t>r t"tratut}: it rrlatiun should not 
tic able it) rxrt: utr the ptuy. tant slteCifirtl ill that trlation. 
t`hr tnlxIrl consists tit tL+r'tT srts oi aatlrs ('ratttoattun Rtltt-s ((') ut)tI 1: ttlotirtnrni Iltllrs 
an Ill: utnr au s r. n+tur Air rltrtnal awl tntt tna tntrriity ttf taar data ltk, 11)\ To 
It: u, lpht asr thew 
Ixrti. iGtr vscitte, ot :t (fDI it) ö"ý; t14 ('i)I. 
I'tic tttlr'. 
: ºc'cel> fite ('Iri uta hrlt; tll All tltr uu"t it it v, 
't1u; te(lit. itr. krri)tuY. tt; tc k t)l Itil, lc"s (tt%c"t, 'I'l', (('i )1%) )c : cllrcl ", tlluctirci trhtiuclt. ", 
t'1 N%'hrtt III IVI' t, rwrtºIrcl, ºt tttºtSt rtttºtr tltr ('1_)I-s atr t: ºlic} 
r Vol , t, rttr; t»tºtºairc! sCt% III E'111, " a'I"L' iut1t ttutt, 
tc, un thor f"1)1, Itir, n (, nr 
Valid , tatr tI, I crtlºrt . 
Sn>tr "c t. txt, i tti. cE+(' , titc" ttwt lhi`sc'II', e' t''I 1111441 Ic, l>c'tctic t, Jº; t IMttttNlat 0 )1. 't<+c` 
lutist havr to l am! W 
!. 1 tiy%trnt nttt>t ttr; uttt: rut a lt, t "I ivtttttc"t! tt-l; itit nt, tt., c'ttsttic" , ml ti 1'º', c vtn twtl 
1+º itºn on a i"1)1 e lrcti}'c" tliai t"1)1 
I. ý tiy. trnº tºtlht aVs(N'iatr a tt, rt «tllr roch _11, antl %rt,, ul CI )IN ihr '1`! ' nt; ty 
C' ý allýI«e-tl trtctttiui. rntt\t nH rt Ilü tý rlunc iurnt' tut "1Ctl: tttilt4)tt tit ttttty°'. 
Wc l>cctt . 1ullirnttc. 1tiutº 1+) kt-cl> 11: 1c 1,4)1 111º', 
1':; tiy>tcººt Iºau; a uutltcýuiºk . ttr rvrty ººsrý ºttrºiº; rtºtº}`. :º 'i`I 
1`º'trýµýr. t, a(. t I+rr 
Ni1tc that this r, pra 
I'ot srk-ttººty (tutlxý, r--ý, : ºlu}; Should hc kr-l)t, 
('"3 All 'I'I', ntu, t : llu"nd tu a lug cnuuy. Lt iniurntatiun IU+ rccuntitrurt 
ul>t tatlutl, 
Ihr 
«'hcn lnlutinatihn c"ntets thc" , v, tcnl it nc"c"d flat tt) I)t" ttustrd ut t1111titt; litlyd (I'ot Instance. 
Vl )11 «'r tttua clca) with till, ; lppttºpt`iatcly. 
("5 Any WIN takrsa UD! as input "my only pt"tfutnt vahd tt; utsactiuns km all 
1x)ssiblc" c`alucs ul thc" ( II )I 'HIC TI, will t"ilhct atrt"pt (runvrrt tu ("I )I º of rc"It"rt 
tltr (11)I. 
I"tnally, to ptrvcnt prupit" hum }ýairuu}ý arc°rxs by ch: uty. inr. tlualihr: uunts of a'I1'. 
I: "t Only litt' rcºtillct of a"i"1' may rlºarl}'. c TV Ilst ol c'utitic"s assoriatc"d «ith that 
"I"I' 
(; cnt'tally, Scruºtty Mtxh's icit"º lo lnlottnalion syslt"nts struttty nlotlc"s of opclalloll used 
in *1: 1(' system Ottrn, tbesc svstcrns ctºnt: uu utltntu; tttott at vatºou!, levc"I: of security 
I. t,. itº.. tttt, tl 'Iht" tnotlc" of tipt"1alHttt is tlc"tc"fnitntd by 
"I hr lypc of tnc"t \tiho %t tit 1tc" tltlit'tty on uttlttc"rtly arre ssin}' iht" systc"tn 
" lhcy typt of data tilt. Iutltup, rlasstllratfon Ic"vrIs. tvtfnpaftutc"nts, and ralr}ýuºtcs 
111.11 utr ptt>4rs%cc1 ()11 lilt' 
"Navin 
"I hic Iyl. lc of lrvcls of usc"ta, tltt"it ttrctl it) know. and 1()Illl; tl that 
thc" n+ct% will havr. 
1)rclic: 1t4"d tircut'ilº NIrtdr 
III tilt. nto, lc "t o uo; att! it, . tll trt. rt .' 11tu .1 
11avr 
" 1ýtý'nrd NDA tilt . \1.1. ttttt, trn. ºlrtuº , it thr %yatrJn. 
" I'r1t11rr clcatan4"c Im 1\I: 1. tnlutºnanun utt thr *v%trnº 
" fýrnºal itt'CCs% a1ºIttuval hir : \I I. uºluºrtt. tnutt ()It thc" . y, irtn 
". 1 vahd nrrci n) know tut Al I utit+ºnwUtttº nit Ihr %ymrnº 
lit %unuuaty. al1'tt+ct. can 
ttc4c» Al I, tl; ºt. t 
tir. tt"ttl lliy; h tit"i"ttritr Moth. 
In th, r. itr'nle of ohatatwnl. . cll u%(-, l liiiiNt It: ºvr 
" tiýýýttrýl Nl)A Itýt , ýl, l. utlýýtui, ittcnt ccn 11u-., ýy+trbtt. 
.tI 
" Proper cle; ur; uwc fur ALL infurnratiun on the systenr 
" Forntai access approval fot Al. l, inl'Orriratimi on the Nysteni 
" :\ valid üced to know fur ti( )MI{ irrlurrnatiun on the sytitcnr 
hr . urtrmary, all users Call access S( )MI'. data, hau"d on their nerd to know. 
Compartment Security Mode 
In this mode ul ulu"tatitm. all users must have: 
" Signed N1)A ltw AI. I. information uti the system. 
" I'it. ºlxr Clearance tur , \I .I. 
information Un the system 
" I-orntal access approval fur S( )MI? inlorntation they will on the system 
" :\ valid need (4) know liar S( )Ml irtturitiaitun on the system 
III %tttntn; iry. all users can ac"ce' S( WE data. Lased on their need to know and formal 
ac i ca alº1ºt oval 
Multillo. rl Security N110fir 
In tlli,, ntucle oI oI, rº: ºtic, n, ; III u"rts nºust Iºavr: 
" 1º}'nrcl NDA lot AI I . ºulot ntatictn utº tite systritº. 
" I'iulxt c'Iratant`C tut S( )N11? lilt( nnatiun oll the sytitrºn 
" t"c, tnºal : ºccc., uI1Imoval tut S( )MI., inlutinafiun Iltey will on tltr systeaºt 
" :1%; ºluI nt: ccl tu know Ion S( )M1- inluºtuahtýn on 11u" , ystenº 
I, º . µnlaºº; at v, all uset% c: nº acce",. S()1111. (lata, Itau"cl on tlºeu nectl It) I`ºº4w, dc"atanc e and 
It . 1111.11 at ir» a11ptoval 
2,3 tic"rurit) Polit. ) I. +uºy; cutl; (% 
To tc"1u("wlºt ;1 r()tº('tri(" policy t"tillt"Cially lot alltOntatt"(I c"nitact"tttriºt of it. a l; tlºpuayc" 
trlurwntatiun i% uc"t"(Irtl. 
I11("1(" ("\itit :1 lot ol apptit"alion ýhrrttl( I; ulyuayt"s Ih: tl ; 11(" 
4". Iu. rly cuttlºIr(I wlih Olt- )r( ullty ºut cIº; utnntý ilºat c"tllult. (" Ihr policy in 111a1 appliratlun 
I>tntlalnTwc" I"aºIutirtlieut II, ºytº; tpr, at(- ilatlrprutlc"iºt lit Ih("rulºcl("Ir 1ººrdºani. ºtt, 
tirctºttiy lx, li( y I: uºyu; tya+ ; ttc" I: uly. tI; ºyr% that t"Ie: tti"t) lul teluc"sc"ntin}ý. Il1e I1ult('tr5, 
Iircau±r ut Ih(" ('ttttnnutl11Oht"irs atc" wtitlc"n u, iilp naltt}al Fnyli"h wiltilly 1,111% is 
fwcaa. r thr politics rIr'atrtl by In; ut atUl they wºutc" III 1h(" I; ltºynayc" that Ih("y un(lrtauu(I 
32 
'I'bis Iangu ºgc raniu, t be umlcmtuud by the cunºIniters which only understand digits I and 
0, so, there is a need Cor the develulmu"nt oC security language which ran turn the policies 
iººtº> :ºI: uºguage that cunºIºuter can ºuºderstand Cur autunºated execution. 
%1tilt i-urg: uºization Services Environment and Collaboration Issue 
Despite some Curºn of cross-org; uºii. ation access control such as Principle 4 that requires 
intornºing the patient about ally addition to his record access contnol list or those 
concerning the auditing aspect (For instance, I'rincil)Ie (, ). In general, the issue oI' sharing 
Clinical information including collahuration activities with other agencies such as police, 
. Social services or the educaliou authority were not clearly considered (( Y('onor 15 May 
1999). One possible reason could he that these principles derived f onº centralized system 
idea at least Ironº reslunisihilities and ownership point of' view. Below are sºrrunuuries of 
Security Specification I. arºguages which air generally assisting inilrlenieutin)'. policy fur 
distrihuted nºanagemernt. 
2.3.1 Task Based Access Control ('17iA(') nuºdel 
tiatttlltn and 1"Iwiºº. n c"x1ºlaint"(1 In (ti; ttldliºt : \lwtitit III;, 1997) how (-; ill 
be restrictcci usintý the aclivc . cruiily nrtºtlt'l cunccIºt. 'HIC activc" st'cuiity nuº(Ict Iºcrc 
nºc"ans the sc"curity cnturccnu"nl Iiun( the activity ur tasks lnrfurnu(I. I>illt'r Irunt the 
t(atlitiunat Iºa1ºc"r Iºast'tl ; uilhuriiatiun lnuccss, 'I'lil\(' 1ºruvitlc tilýhtc"r 1111,1 in tinºc ncc(I tu 
(lu 1x"rnus. iuns in alºlºlicatiun c"nviruniucnt. 'I'Itn(' has ability tu y. rantin)", usage trackinp. 
and rcvukiºººr Iºrrnussºun in atituntatrtl way. 
2. i. 2 I'he 1'undý"t 1'olic} specification I. an}; unl; c" 
I'twlclrl t" .1 cIc"cl. tl. lttvc, ol)lcct oltc"n1cc1 I111p11: t},. c for slºcciIyilp sccllIt y and rttctttat ctucttl 
polic} tot tlntlthulc"tl uhlc"cl . y. trnl. ( Ntc(tlrltt)s I)atniantºu '1)t)1 ) til)rcifyinp, srcurily 
lu)Ltctc., that 111.11) onto v: utols accc. s conlro I111l)Ic"11c1t: Illou u c'cllarlisnts li_tt' lrrcwalls. 
olx"Ial11! ": tlat: th: tx"s ancl 
Iavct. It sul)lunts ohtip,: ttiol 1ºulicic", that arc event 
Uty. F'cre"el condition acliott rtlle"s lot polity h; l. rtl nlanapcttx nt (if nc"Iwork. and elisltihlletl 
. yslc"11. I'ontlc"t cal a1. ) hr usrtl lor u"cttttty 111anap, cntc"nt activilirs such as rc"gistralion 
oll uu"I. uI h)py'I1p, and authtnt}. rVclls tý)r tlc"alinp, wilh accc".. lo ctilical resourccs in 
. cruttty viol: Uiun.. Key culcepl. ol the I: tlpuap. e inclutlc rolrs to p. roll) I)olirir. rrl. 1lin}, 
tU a ptt! uttt»t III all ttt}: atn/atu, n, tcl. tthon%tul Hº tlcitttr ttNctat'tJtiit Ixciwccn talr% und 
ttturtul; ctttrttt , tructutrw it, drtlttc it tt, nltpur: tttt, n of tt, irs and trl. ttttºnshlp i"tamm}: it, all 
t>rguntýAtttmal unit *urh a+ tlcpattntrnt `I1te"c tcw. ahtc ttºtttlxºmtC policy al, ct tltt atttmý 
csttrt fut the t, mtlºlcuUy ill latkc entctl, tt. c tnit, tmattt, n . y. Icnt+ 1'onulrt t. tfrcluruttýc, 
attmgly=typcd and nhlcit uttrntrtt whtth malºr. thr Itutpua}: c Ik-%thlr, ct, tcn. thlc and 
adaplat, le it) a wttk tangr ý, i tttanapemrnt mluacntents 1 Ntctxlrmtº% I)amtattu ? IKII ) 
1 . 3.3 limplit)inp Nivt. oork Admini. truliun tt"In{t t'tdicý hu. rcl"ltunu`rnlrnl 
`"C8111.1 tiT 1, Q'It11: 1 Man Is : tX). '". t, Hrti that 111C hr: ttt t, i IxlItt % nhnlar. V11U'1t1 11F'. 1ti OW 
Ix. ºIt, cy ttant"tittn lukw how thr Ixpht I1-. t+tIl (1c Iri/lrrtltct! antl m; lnat}! cil_ -111c Ix1ht N 
ttan"ftltnfatt+ln lot, 'iv nltxlulc valttlittc+ the ittfk, rtn: ttiull Iutlvidctl it ttnr t11ý*. h Ir-srl Ix, ltc ie* 
atxl ttanatltnl% thcnn Into thc nsisal ipulattun ill dcvitc% in Ihr ncltýwk 'lhr vulltlatlilt) 
IKtlccw" ntu. t uwutlxaalc . yntartu a1 t'hct k. a% wcII ao, . cnlantir i I1ct k. Thc %rinantit 
1I h1gh Icvrl IxºIlt te. t`rnt+ra. all r: nlc, u. t}-Ir'. t, f c tlcr kv 
" It, utltl 4; hrt; k> vahdatc that v: iluc% takctº by an atttlbutc in the Ixllit, 'y 
; ý"IGt: attln air wi11ni11 . I1rt Ilit Intuit% tlcirtrnlnrt! 11y Ihr ncttrutk iultnitnlýttatut 
" Iý ý-I. Ilil/n/: `hen k% valtd: llc 11141 thc valuc Iakrnn by ttty, ttwo 11414111virli, In 111C 
;, , Itt: y . pr4Nwation satn. fy it trlaiuui. Intl1 drtrtnuncd hy thr . tact-Nit trO hnolilf>" 
"tn. 1"trtlCy 4hct k" vahtlatr that any two Ixºht Ir% dchnrtl by Ihr atlnl1ntUtattlt 
: rn>< ttlnnlt l wlth CM h othct 
" I-nnnarnc t Itc. k. t inrrk. list "'untcat h>Iblc Ix, lit tr, " Ix, lit tc, Orlifird fly ills 
atnlill/atfq#c>f that will ncvrt bccattf/e sittlvr in ihtn+rtwi+tk t#tcy air 
t, etitrtrd inrfirt tivr 11y ihr (101111111011 tit ttthrl IxrliCir% 
"Ic. t%nbthtt Oirt: k% ct. ntr that Ihr -+et tit 41CS1111741 It)' Ills 
.c 11ctwirtk aft Ica. ttilr ill Ihr tll+ct: tttttp ctt'üi'ltunc`tt1 I1u1r 
ttlctl I, r thc tlrtwotk 
I tic I341Ik) rrprr+rttlulimn 
ih, - 1-I14 lr-. (cNultrrl 1-1 nia+i. ýýýrtýu-nt,. r1t 1>r ". Iýrý ýliý'sf tu 111, i1I} 1l1lis-1s-11t 
AttxK1$ the rr. cArncet. Mhu arc ttt»i6rd sit . prt if 'it*) Ix)II. or,, nniIt iplr apptlltuhr. I"a 
ýºýiý; y ý{ýrcºltýMttaý hav. r hrrn qttqx)ºVtt 1 hr-, r i; +; +rrºut hr. taliýc 184,111 alt intcr; +trtatýý'ýn 
+. s 
of IwIlrrCs a5 ptukrums to all intctl>trtatiUn of policies as Simple rntrirs 111 a clnrritºry or 
datahasrs 
harnt a hunt: ut uºhut starnllxmºt, ihr bc"st w"ay it) slx"rily a hip. 11 lc%, cl policy Would IV III 
thc trrms of natura) lun}; uaf; c ºnput Althouph thrsc" Iºhric"s arc vrry c"asy to spc"rºty, Ihr 
rurtcnt statc of natural Iattpuup. r pturrssºng, a stºc"rtal : nra within 111C field of altillcial 
(ntcllºp. cnx, ncccls to ºmtttttvc sºy. nºltrantly hrttºre sttrh Iolºrics can Ix- c"xI)trssc"º1 ºn this 
ntamtct. 
'Ihr nc-ýt approach is tu stxrºfy Ixº1tc'trs in a slx"rial lanyuary that run hr uttrrprrtrc) by a 
<<, ittl, uirt. 1'ht. ntal> :t Ix)lwy it) :t pick-r of . uttýc: uc that r: ttt 1x" cwt-utrd by a ruuthutrt 
ttttrthtrt. tblr hrop. r: utt, it t. Ixý.. thlr tu r. \rrutr Ihrnt ll(ctic"wt, III F. c"urt: t) it t. ctuttr 
difficult It drtrtttuur if thr Ix)Itrir% . Ix-rtitrcl by two dt(ic"trut (moyt: utt. : ur tttutuully 
a; 4lllxl%tcllt 
A. unplct approach 1+ to ltltrlptrt ihr pullry as ;I . rcºurtlrr oI tulc%, III whit-11 Carl tulrs is 
ut thc form of . Illlplc rotulttuorl actuln pall (111 Ihr if thrtl rl%c folmal) The 1111c% Ile 
cvaluatcd 4111 . *11c4alIG . 11ch a, ihr pa, ý; I}r of Itltlr ut Ihr attlval of it new par{crt 
N ttliun [tic ttctwotk 11 tulc''i vtºtttltttott I% ttur, tIirn thr :u Urm 
An altonatavr yirritw: ctum of Ix)lic ir, i% it) irpir. rilt thrm 
I% rxrcutri) 
%ttttplp a% cttLttc% in a tahlc. 
'IIIc I: Ihlc ýuthý"t. of mutUlllc : qItºhutr, tioººir. III ihr. r utttlhutr% cuu, iltutr Ihr 
(ütldNhlla'a P-41tt, Mid t)thrº, 4"4u1%tltººIr Ihr uc tum p: ut I ltlirtrut tylx", 411 I: ºIýIr. urcd tu hr 
, Ix'cºhrd 11 thr c41ndºtU41u itllul>onrut, 41º ltrti41n cvutºpuºtrut, 411 tlºIIrlr1ºt ºuIr, %.. fly. Such 
:º tuhulAt IcpIC. c1U. 1tºuu º, fit-It ruuº1y. h to r', Inr uº41, t III tIºr II41hrºr, th; tt cull tic 
+In'cºhal tilt tuhc h. I, rd tº41t: 1t141n I-tutlºrºlnmr, It l% ru. trl to ulutlytr 1411 cltmººu; ºarr: uut 
Ctttmltrtl4 y 
1'lirý hri. rn ýlunu{; rnrrnt f, ýr 1)i. trihulrrl tiy. tcnºv 22.3.4 
11ottºuu sit t1It nº. uº 1')`M) ~lr. tºthr". tit(, t il 
dritnc what )r illitttugrP v. (ºrtnºtttr~1 tu º1rº tuºü 01I1J-. 311ou i, lºt irii ill-1111t. %ttº: ºt u nºuu: ºy. rt 
mu. I do Noh4tr. . tºrt'º1lr~l tr. uhlrt"I. whºrlº ~lrltfir. u trlaUUO. IoI, hrtwrrtº . uhJrrt. 
Ittt"tt"l; r(+) "fill t"tgrt% Itn"tºa}. rtl uhJr4't) I)4, t11,11n. u. rt) lo J. tool, Ow (1hJrtt% it) whirh" 
lxºLt4y 41+1111r" Policy c, hJrtt. "I, t, Ititvr . ºtttthuir.. l+rt'tlytuJ.. thr iºttwm to IWI14)1111 111)(I 
i. 'tH)+1tattr13 IhfiNittJ: Ihr : º1,1+1ºr: utºlitty of 111r Ju lu y'1'hº. l, ui, rt Am) . how how it fiººttºtwt ol 
jx)t1i. sc+ can bc mýxklcd u, tnk thew ubtc4t% and bttcllv 7tictitnon 1.. ur. tcl:!. ttn}: 
hlctalthy A1k1 cunllttt+ hctwccn avetlapptnk lxlhc tc. 
u Iri)Iil'i' 
«4. S f dice. No" kcurft) 'Manaurnwnt for %'rtlcratrd ilrWlthcarr 1>'tltºIhu. e (tot RNHiMt 
kalac 1lhattº xciQ I11cnd.. In tKafar 11hatti '0k)rº1 addlcars thc prublcni of ltic tirtu111) 
m, lnagctncnt /ctlultt"titcnt In kt11(). Ittittl the prtSlx"cllt-c of datataasc +y. Irtn ptlntlpkl,. 
WC tlatcd cacM tltganltatuºn Iln. ulC kill()) ha.. lxc: tflr lx, hc 1r. Iclt thc acrr.. it, data and 
tic gicatc>, t cllest ln building a kill() 1" tit c. labll. hinP 1hc lxiht'y Icvcl akrccnlcnl": I111% 
papci ptr. cnl a ctºntro await awatr pxlllcy bawd +Y+lrrn Its n11t1kplc thC . Ct"ntily lxtllry 
unpkencntatnºn Chaiknl"r. 7'11c lwºº 11: ut, air dr. crlbe'. a. unplrrncntcd. ºmc a +ct III 
dl. e lºurc and ptttat y lxºlic'ict Itrt I IiK+ uanp a irelultrrtrcuts slºcc 1114a1tºm bawd 1ºn a 
. ot (if urcr ca+r11 lug t11c 111,1 ('11n1c 41 1k uulcnl Atehllci tutc U 'l )A )"landatd ptealx). cd 
hy healthcarc tnlewtttatl. oi cüllanunlty 1'weº, thl% palvt ptr. rnt% a eclntr%l awatr policy 
*lucellýtatltýtl (anguakc that alluwt crlcexllnk III ('DA bawd tcquurltirntt u. c ta. r. Onto 
IV I% at y and d, t, hrutc lx)l1t`y iulr.. 111i m. latlkuakc cnalllc+ tpct°I Iic at wt) arid cnltºtt tttlcnt 
of ptitacy-awarr atcc*. tutitttº) 11ºt ICdrtalyd hCalthtalr IntlºftilailºN1 a4101k. ttadllu1i1a1 
trganltatlun Ncw policy . hlºuld ic. tiit t tllc actct. to paitl4ul4u tccutd. (ºx: allun 
cont11t1cN1, and wile candil, ºen 111c l1rºlºc y mutt addtr.. 111c t. hK lntnrc tuºn III ihr u. ci Itt)tti 
Iie aCklb t1g111 whcn IIiC tutlt1tt11'1i1 t. r1º) It. ºilgrI tatl. ItCtl 
ihlt pwpct Wt pciml"mon ieºlc 14 ttºIc tl,: lt tllltºN' to llll what i14114111 111 what 111111k1 Ilirtl It 
hat a +ci r'i pcrtnl%"uºn cit1: agcd wlth thr 1,11ciallun 11ic. c t%11 dillrlcla putts dn latcd 
. f, llcrcntl> 
ý1, w11cn emc 0s)et. I put tti. hlr eºilr ink ººt pcifill . -riitn '111Cn, 
Ihat ººtI1c. t still 
hatc thc pctm11ottn it, pct14e11n A4Ilut1 rrlr1t1nl" tit 111r lsritni**il+n i010 maiclt stlth 11tr 
pctml»icln elpcialltln 
;, 1,6 K2k Na. cd Ac&ca. ('unttul titltA( t 
Iht+ pcýlik ) jn1i6ºI1kct 41tr n41Urm u, f tn)lr% rn, iwxls ttt} k 44ýIlrc I+rtttji+>j+at+. "li41, tiJAt 
uwtctr g>l+lasn pcttnt". t«tt hy E±c1ng )º.. týttrxJ tu the ttýký in. lrýtýl ý71 Iýrittk. chtr. tl> avv[ýttr+l 
t1wi-. c pctmt+. s, m. t 1-ui%,; tatxlhu 1'x3(+: 1. ulSu 11t4)/) ftliAt' witahlr 1+n authtstuattotr in 
itltýt `, u. rtý atc a""týttcý) t,, r ýIc,; atul rulc+ atc a"*«K kttr4J a ttlt I1ttVtfcl"o" that tan he 
cWtt. cn1 hy aºttvattm a t+, ir Iltºwcvct, k11A1' aicºttc t% to) . ulflclctttl> c><ptr"+wr Irit 
tntýýttttatttm guºctnancc vn tile tipittc tllrºI, rt ; fxx, ) 111r tramnt titatrtl iºº u, ti thc 
I111t, cca. t, l tolr tticntt)cawhtp . rtºil In1ºt1r}'. c : t. tiºy. nntcttt% air %ulatcct to niuItttusIfi of tulrº 
Itic+c tulr+ conir tn tIt(ictrnt º. ui. uttoo, awl m it tiuilrt rrnt cn«u}'. lt to rttrtºtl Itli; 1(" hti +t Ut 
tuliltt*cl l; t built In otn, tlaltJta -Sint-t' Ite11111%, 11yt1 IN tl+, t 0111-t lly. i1l}: nalilc lt): lntltý°Jtfuat 
uut, +. it 1, Ittlpu., lhIc its u, c ItIiAt' fu tlJtictclttl. Jtc inct, with ptatfit; It1) 1111%JCIII 
t; alsabihtic, ill the , }, trn1. Antlihct itt, utllt ictlt y sit thc ItlYAt' ifltxtcl t, Ihr lat k of iºt t`t ,ý 
ttnttetf flunk-Islip :, ciCº3 t ttJlr. af ca11 totl, ft. tltlt , Ix. 1JJt" ttttJtllllltil, that ltlll, t bt- illef 
hcltxc Ow atcc. + hinally, fit) cxphtit 4itnstclºl tit tugalilYatitlll ilnll ncratrvc I+cinltItttl 
i11Akc% It Inýt1t1YCt11et1t to Plant Ilcitill 1tN1% to it I! ttýup fit u, t"tY Ctt cpl paltlttllat 
uuh, ulual+ ituttl file ptttup it lattr i tito 'Wh, 
:.. 1.2 Infi+tnuttionº l: ýt. ýt»auýs ill titt%', tit'ft 1; a t'ttýs" frºt i'tait's tit, ct'int"tall+ºn 
11c' Art , =. i i 11r, lrc . damit tL 1ý. ý ýiu attýý+t 
I: 111F. n, igr t. tlirtl i`., ". ".. uu1t., 
whtt: tt u. cd in tttipictttentiatk Ilnttrd iýuiýalt+ttt 4k1Kt's. Natl+qt. tl lLcalih lrtvttc tNIIS) 
tiatnntat Illoglam fill 
.:,, tr, l". ttc tit Spttic 41c 
" 1i, utc Ntl! IV crttrinct>` I: ugr, h"itttat}. Ittr 1+, ttý. I Illts. 411 SO 11111114111 ImIlenk, 
" 1,., syaetn 1" wulcls dtatlbulyd tt. et of ihr +>, trtn h; tvc the intctattN+n wttit In 
t1NHtsatxlt ++I hx. º1 t ttniial itttntnatttitt . ý, trtit% 
" i?.. 1111c. guicrnln}i ti, 1,3t1rnt 111flittlualtill %-. 1114 It 11111"t 
: Ill file . y. tcm The talc. tnt little P. Itºhal antl IrKa) polst te. 
"! . talc tit thr *y, tcttt. 1k4httc* and uwt cif ihr , YOtrtu our 1+tt+ne its thankr Such 
1: +gv. tnua tic uttpictnctttrcl quit Us t+) ptr\rhl I41tf1tC ttttt"ttit++tti+itv 
« Air it1,11+1 ; u++or III frill) isj 
11ýi;, }. ýý.: +ýtý}ýr. t. a+lýy+tiýýýg +ýt titt' itt#±t iuýitt+týrtttrtit . tý+ý, tn: t+li ýýht+lt ! t>vý: bws`+l 
tritt. ioukcd br 11141c at ai tu 194N+ 111111e ri al dr+a tIl>r ; t+ k r+, : ntilr, +ttt At It III h. t. c+1 t)tt 
. 1igitall> +tgtx"ti titc. kttttal+ ýA, titctºtte+r}. III its, tlºa1ý' wltttt'tttrs. t, attc-t 111au nlrtr tlattic 
hýtxlýný., tltctchý t'n: ýfi+IJnk ttiutuul ýttýrpkiýt. 1+, Ah: ttr tr+A"uttcr. ttt I. urr' tit. irtlýutrý1' 
. kart". this ha(tct auggcae Ow u+t u! rnt(ºIt+)tnp (")Itt ti_ +(+rt lltt ; titt1tt tit thr tlorlc+(ºittrni 
A, tAt1)' tt4tjot1 twi,. lc I til: tt , cr,  r IIt+, I+al)rt llrt#ttt\ttMCI, tltrtttl+, t. ttI'll tAOtt }A, N t't31+ttt4r 
tuk. % u+tttg t'ataw114ta; a I"ttnal 'Iln-+tli, ait+ait I: Ut}ttitr't' 
:.. 1. S An Adaptifr Sccurit7 \1+KlrI I'm \lulti=ALrnt ti`strats und Appliculinn in is ( -lhtirul 
I rial. E: nvtratuncnt 
x1a) and lttcod+ 1u (1-14111! tlitia MM dC+cttiC+ thr urC Of rri`utity px)ht y t111r u hrutC tt. 1 
c%ptrt" . ttutlty rrNuitrntcnf. In trluttotº Ill uifrA: tivc rolcs Itu'. tcchnitluc usrtl to 
ovcicufitC The %caknc: sscs of Kulc Ila+cd AcK. cms C'tmttul tftt3A('1, C'utitplc>< 
ei, utsºdrratti>tt, air trlutcd wtth thc nºunagrtnCnt of dilIrrCnt lrvcls of ; uarc+s light" to 
multlpic Iyrcº of rcwtutcrs by usc1, t+uihutCd unºong untl tnutial; rd fly ntulttpk 
otganmtºs)t1s Ihc. c (Kgamratiom ncctl Ill usC tcsuutccs from uthcts and Ulu) nccd to 
plrscnt thou own tr+out%; Cs 1it)m unuuthtittucd usc On unc hcuºd, if n systrnt t% m"cr 
tc, 0110tvc 1n rruxttt; r a44: css cqnttu) thrtt thr syýitCm cannot hr luify use t-)i On thc t111trr 
ttantl. It a. yrtcttl 1s triN sultic. tctttty tcsirºcttvc thcn thc 44gtinl11lt1un'" pliv. 11C data 1% In 
tlartgrt of bring cxp+. t. cd 1141111 Iihattuch: uyu 21(NKy; 
t-tang iluo ? (M)lt 111csC 4ottstl4lnt 
Cntatl 1Ic%thlr >outtty l>ritik y niunagctncnt and utguntlatlon nrrtt to IV u1)Ic 141 t (mftgutr 
I)1)I14tci IltcdilwlvF'% In 101C4t 014711 tk'ttlul l hi11º}'itt} nrCds WC ttr. cºl All utfalllivr , Ctutny 
1111nlCI that It cunlºgutahk : i1ltl tCtºNat)IC ik JOSS 41)141jfilf1cvO. 
In texx, iJtº1iº sctnantics fill sc. utlty-1 (Al VAN III 1"tx)N I990t, ttºCys tnthlctlºcltird 
and dc. sagttcd a vt+ºual Ittttguttgc 1i)1 +1>callyirt}: l)ti, i)cltirs Of lulkc M)ItWulc +ysfcttt±- `I1ºc 
sISUa1 t1t1t+11oit111i4's bc+rll 41p11r4l to thr sc4"4ºt1ty 4"1: 1h': Ihc \'itit> tt)n! +ttustCd itiN11 l+esxt*s 
atxl attUN4. ttlat WKtW iir 4hallked dcpetuhtrg till thr t'la. + . 01 I+roprtttc. '11w0 I. ixr+º 
Hrplr+tr. nt Ow iric11, iduit1 ptt, ir>+rv alit tilr+ sii t t111rrt1tºt1ý tYt ptiwr+ww+ i11nf ltlrh, while flic 
arfww+r t>? ptc. cttt thr f11011-1k ltlr Iunlla1a1r1N. al, all. 4: 11C41,1-, # %1111111c; Okkv-'% 11Y111% it 
Mltctr Ow praiir"+C: mid 1tlr. + f1av1; a. rt III tiklll. 111t1t k`_11vr111 thr ui`i't*, N %fim 110-k Ow 
atiitrt> tit r. 41>rrali c. ttrtslrzºtrts tm the tt; lallsitrºflil, t* %t 1th1n fº. ur+ mill t+rlt. ccll tl1r1r1 cal'lctt 
t: i)blr'k. WoWt'an/a. arr a patt 111 tyllr )lift 1rrttati1111 411 1 ! ><i1 Still, rtlafty ptt>lilom,, 
ix. wrbCt, appf11g it OR utltrt thºn1n t1s t1401 yct tlCril Npl! ttº, rd I lic ! 1tmllIlº111ty 11l w, 111s 
, lstrat oMtrt. ft h'It1 gtvitilý ýtltäntic: itt%I+rial tº1 tlic 0411144111 apptokh Ito not 
Nctrtt o. ipliýril yýt: 
(; u% 14111af1, Altutag J1tflatya; aiid Ytptu ('huudart 1l41y V 411.141h ItNA) ilarc pic+ciltrtl a 
hiytilºr) ha" at4+C#t iiº111t1º) 11lftMi1i11ttt1 that ts Plitt In a , rlrtllYC 1104t11ty to! 111C attr+" 
trttuCat fnatiC 6y a l>t1º9ta11i, thltrattrt uW tlha ! tl54iNy toot Our ! ºurptsso iº1 Imptsº, tno l11c. 
ýý 
atlfrtrill atttitl t)rtWcrtt . ale wtd 1xýtrtlUally 
ak4flail I. f» h; º> thc Ix)lCntictl it, cmp. mnd u 
Mutt}: ctow. tctltrest+ '\ti tttrtttionrtl, the 
, $r ot' ýrt'cý}ýr: rtrrti without wniaýýlottyt. c thr 
Ow ca+c of cº, c liýatýºty b: ýticd aA: 4: c"" coiitioI %tntt"ila% .l cult; thle mcclrt; nt, tit 
los ttwdraltttg ^lca%c, ftwtt ttr+ytirlc 4}(Ntr lsirtattty r)t tlwy. r. Urr, rttarrtri ttr. utºirºurtrcr ( 1 
trtlur, t=ht+týStlra, pcf%t+trncr of lkolti ics and 111%tcrtic%, f_rimprrll! and 
4, otilllº1"tttun and 1a1) taic tirt+ttdt., : ttc file Ittstuty R>a4rd arcc44 i tittit+ll l"+ur+: '171c Orcdc 
K4r: tt ttltittUl lit)itry 4týn414tf of º1: ºt: t , t1110°ttlrr, fill tututit: untn}ý r4-rtlt 1114tt1t1r4, handlctA 
toi the ttledlatrEi r4r1w., and ihr anwllt; lty° vaºrahlc« to tat111l; 1tr file millusprinclif Ill 
111ulttplc 1>+lllt: ir. +t tbwr the +rc'ttutr' o-cili tK't111*. tonUtº1 i4 tt; ºll+trtlrtl tu fhc Ik"ctls 
4ccutlty tnana)! rt tt/tlrtrtntinr thr vla+-. Itº. ºtirt, 4uh4r41uritfly. fhr I)rrtl.. rt . CC-11111Y tnanafct 
Itt4t11tr4 tlic event tnan; l"Prt K°1f1ch tfr: ttllI: ltn% file %rt tit hGºtltllrlh Ill f11r miles ihre rar 
atta. hcd t. ti fh: r rvcni Iýrcds h: 14 Rºrctl ailiºitli'rd Cttnlll. llint# wit nlauy tlthri it-1 htlniitrl. 
ht1wc4ct. tflc l>'rttultnall4r t11 (V(111 4rr1114 h'. 14 not beefs applovc(I 
I)avrd flatrl wºnlir a pallet riNlllrtl "On Yt4tttil 1-utinal14n1s" tlfatrl 1\1: ºy IIJXK) that 
rsllfaitlitip alxtul the Iltgtalih lllp, taph tan hr assilnir its }'tailhºt ai iau}". nitpt` etc it u+. c 
j! laph I1º 4tusalite itntlº: th-. 1i1 tit ihi4 Iº: ºIi(i, lic tfr4r111ºc< how hlptaltlt trIºic4cttttnl' tli+r 
rilttty trlatitºntflill tha}; ranls, a(nlanttt' 411111 ii44tx i'. tttvr nrlwtttlS, : itid datatltiw, di: tPttlnis 
li: tirl %lated lisp 
41tuAUºHt lialrl h(ltc4rs th; it 1n lutulr hl}: t. 1i111 tlflrls . tstii4tan(r It's 41ttiiy 1rth111441 and' 
". t lsntal t thtýlr. + 
lhltici W l.: ittllrºun WMtc M Il.: unfisun 1914) tlrst tlhlnp thritulftv; itiun III ptutrttlnpt1? 
lnputcl A)+tirtft its file fitvt lliatr fir shell rtltR.: ºIn1 . 11141111 Ihr iltiitCý1 u1' 111411rtilt111 
hctNrrtl t1.1111at11s 111.41 41( fhat/11% 411111 rtitl#: 114}; lttp ds11: i tit intiitillatl+i71 lit- thr 
SAW Of idrt/tittct t1: 1tit4" fill hilili tlt. itit: lltts whw ash Itº itltriasI ltctiiilc4 ibid.. 11r alMt 
". tlgkrtfw a, >>itCttlaUt way to tlrtrllnltºr rvliili Ali1t1 of lnit+ttiºatllin it, iir 4hatrd aw +w'rll a" 
thr° t. /nittli pttltcý+ tut +ºh: litng Ntt111t1 Ihr rtlt it1itttttctlf IIIt1>ºrsýtyt+1,111' tntlrriiiili''º flir 
">.. c+4 utatrlºc+ vtritctr donºattt tall 11a4r : µtrs+ it, Ihr Iihlrtt drllrntlill}'. on file akI. C%% 
itº. 11ti1 i)ºº* palict akt/ ptrwttit %41,111C Ill icklillupso, Ill Illy 11111111411t. Om 
polirr R-i: ir, t1º1 lnllNtllAtit'll trgatdulf; thr 4rtulliv (atyttapr hut it 11nY. ht tic u, rllll all tclltr 
1 Ihr {NIAra tHvt1 lei, tauotiur" 
zýº 
Autllotl. -atlon Spccllicutiun 1..: u1puu}: e (ASI. ) (1: 110x14 4-7 May I'1'17 ) is u Iuklcul 
languagc that dc. il; ncd to supJ11ºtt vutious urress cuntti+l ixollclrs 'I hr Ixllcics nlrludc 
dcttvapon tit autho; uutlott., conflict rewlutlun, , lcccss ctnlitul, and ttllcy. tity ronsttulnt 
chccking In t11c palx: t, they Itstrtl two coilstitnnts III ASI.. A 1".,, trnd the m(Arl it) file 
consldcratltltl fit a. bnultstlutlve Ix011Irr tckulatlny. file 111Lrttlun of dllfrrcnt tubs fly file 
user and It how the nltxIel call he applied III file Irpirsrntutuin and cnltttc"enlent if 
complex otlrtanlraUon'. . rriltity txtlt ar, . \ddinp. it) that, we found AS1. is not stº 
conlplcte to 4ovct varlous polclrs In JIIti srt 1lttty It is hupr flat tills study will he 
t»-ctcilnling the sccond lunlfatlun of ASI. as mrnttoned hut-thrt dlscussutns atxlut Atil. 
will be in ('haptrr 4 
l: iti(`t) Il1otlg1and 1u11- I'19R) is a}: lupJli. 'ul upptoach ful sJK'C'Ilyltt}'.. e. 'utºty consttaints 
till tolllcct+. In Which a Jx11cy consl+as of two puns: rile donltlin (ussºltnptton Axitil file 
*ystcrn) and the rottultCtnctlt twhtit 1! t "Howell assnlntilp the tllnliult ts satlsltrd). I'tyllcics 
dclincd tn l<i1-ti('() have file uliprat. ltlir of co; lditiiu)u1 ac"crss ctlnntll *t; ltrtncrlts '111c 
sciºpc of thls Appn>ACh is scty 1tn11cd (u safi. fy the trtluitrmrnt% of tec'utrty Imillage 11 trill 
11qictotfcnKt+º flutntunou : tºtºI) 1.41ti('(y Is it Iotm: til pt+1t'y lunptlal; e lused till J<t. Iplis. 
lletng 1,4M"), Inc can s1 , cc ty c'1m, tl: tlnt+ tx+llclrs whil`1 ct+trttttttlts thc ttsr tit trsotltces 
on a. ystrtn untie; givcn 41r. 11111ýtalllrý I. t1s(1) als) spevlly 1x111tirs it) all ofolrct 
t+tlentcd program 1hr syocut it, wtt11 is tile fxtllc l" Is . 111111ical ltlnslsts of srttcs of rsvrtlts, 
tic. urring hctwctln a 11411 Ill I'llIctis 
As cited /n 1('x1» Itil+rnu 1(>t)I º Sill , \xº act-r%% cunuol lungu4yr lot srtutlty Jx+littc. 
%ttll Ctinlplrx ron. sitalnt+ Iren tclcrtc'11,1111% pal+rt grtlrtitlly dls. ussrd ulxºut 0t srt; Iility 
111+1c y 1411ltuagr that allows orgatlilatll? tt 11+ cxl+Ir+, : 11141 krrp thrir ploh. 11 +rrtll lty iH, llt ics 
in . ingte Ac+criptrtrtl "1111s Iun}ualte 11ti111t1*ed the 1 tirlcrtlfs of IMtnn.. itlll und 11t1ºh1l, ltstill, 
anti stltile tc: iltl4tcd flittn% of ohll}uflotl they tltltrd that this paJx"1 is a lust . tell towatds 
a tºcýurity ltatllrwt+rk. whi. 1.1 aJst1 1tldltdc: file sl1r. Ittttltitill antt etllillcetllent of 
autfltc; ltlcätlon 1xlhtlcs, wok to sclily the cuuslatcnt Y Ill Ix1f1 sl+rt ilit alluns will) otllet 
systcros In the trtganltatittll I its. Lily, fhrV h4sr ihril itxll that vclllic% file 4311M 
willklAtency III Ali Ill Sill 
I'tltsckt 114iciKk. nx Ilatniamiu IS lldy . 1(ll). ', 'VIt 0Klrnlus 11atnl4Utttt 
, 11º1)i 
t is the snob 
toalilul. ar ac#ýutlty 1A11gua0c tl+cd Ill tllc. r disitllntcd systen) cta. Ponder i* an object 
40 
ixrictttccf Iattguagc lot +pct: ºtylttg ±º03111ty' Mid ºýº; uº: º}! rnirnt Iolu y tor c11%tºii»ºtr{1 0111rit 
, ymctn. 
't"hc+c two utut+ +tuuuiari/rtt thr Ittclattºrr ºcvºrvs rc, tº(Iuort) to ºctrntity 111C %1vp% to 
r<Yratc a tottiº: tt "I>rcltW ill it'll Iatº}'. uagr T1ºc. r IItCt. ºlllir% happrººccl kt IV a%tiº. tuºir lot uti 
it) conduct a rottct-t of at Ic. tSt all appirtpºi. ttr wiry to t'ºratr thr %ccüto Ian}: uagr tin 
di*trlhuicd "ylcrri 
2.4 F'urntal %prritlcutirttt l ani: uagra 
1°tumt. tl . pr, 111.. tttun lunguul; r I. a l; cnrt. d t. uspuurr t-tritirtf to . 11h'w onr to dcvcltip and 
uttulylr prw+r titcxirk of 4: 0tnpullnl; . yarns., Ii. Lrd on . in intcrit; tÜººtraily +tatrdutdircd 
nUtataott. hºtntul lateguu}; c i* u+cti. tit fite Carly +turrs of drvclopnsrtºt; such it motirl call 
+ºctvr it* A. y! ºtrnt specltltatlttn, WNiUt ultl ill t'tlctkIli}` titC t'limtarttty. ltld toiplricnr. % tit 
u*Ct trtlutrentrllt.. a+ it hltirptmt fin . y. tetll dr. lp. n tit t'tºdºL1}: (K, º111hutrt NOIN)). A. in 
tt AtnýweCrtir a111U) týºtm. d . ltt'Cllttiºl1+Ha fý lisc rlptr*snon In sonic 1ºrtinal l. ln}'tlal; r . ittd 
At NitnC ICVCt Of ahsttatttun, iºt it tt'lirtlltUi of iltºpethr% some . ystrüa . tlonltl %: MISf1 A 
"itcc(týcatlsttt al. u laust sattay . unlc 111}: 11rt Irvrl +prt ltlt , tln. 'n a1141 hr .. stj. ltrd hy sumc 
iuwct 1cVrl. f+rttltc; ttwtts I11r stalrtf 'lt, tmal' I% nttl 'lttrt (. c' A slarcitr"atiun is 'fýmm. tl' 
it It t" c%lxc.. c<f In a lanl"uil}'r ttl. ufr of thtrr ctýnllhº1lrnls; tnira lot tlrtcitnnun} ihr 
$tiuttnaittaciºl wrll taattnrdtles+Of . rntrntC. (111C %villalk ). 1111c% fill ill 
is ptcct+r, mcaninl*tul way within ihr doll ain tun. ulrtrd tthr and tulcS ! tit 
lnlcttnt; uscful 1111tºttilaiatm iti, tn thr >l>rtttt4lailtýu Ilhr pttx>: f tlarutyl ( )Ihrt llt; tn itittniº1 
14111"*uAgC, tn mittlirt wr havc 111ti11- Nhit! º h: isr the .. nllr putlxosr irn[ Ihr thifrtrntr 0. 
tA111 nt da; agritnt h4, r-tt -111etc atr tnzatly. ºylws of h'1mal tan}nua}; r: Ill In: nilrt and rut h of 
thrtia hnii lt' on "pct t. itlty t'tit tilt% tr. rtnt tl pniptl+r, wr Itn)l. rtl ntt11 two tylar% of hitna. al 
lanlfual; c%: ``I; )NI dttd / 1-an}; uagr 
14.1 % 1m %I; 
VOM '+l ". t. 11141; los Vºctitra i kor1olºmrnt slctlº+'ºº) tilýrýtltt iulýnti t : ýýý}ýýi; ºýr t; cnctýsllý, 
tfitt 1Proitvotitrtt lattýuaýr te able to ýtittýlttt4ý a tltlttthCl +iI tflitartrttt iý1+trtti ttitrtalýtitý. 11 
u+cý! ttx><lri t>itctttrd ntc-tlt4bd wilt. -it t týttýtýºt, º of tttitthrtttFtttt ai ohtrt, t iär NCt+º, %sx}urttt r. 
xutit tittýtr tttaf+ýýýttý it ý1. +ý ftt, s whility ttt ttttxtrl tiit, ºttttýtt tcsiurtt'ttºrttt Itý tc: ttit tittý 
sllc-tllicd data typrs . allc. l data invarram.. VI)A1 tiI, has thc Itrr antl Ix)st . -t)ntllti"rl ahtltty 
W11101 call (Cst(Itit What itlt}ult) tic Ix-IUIC ant) Awl tllrCValnatian. ll syslrnt's t)I)Craü0ti It 
alsu has the ability it) valttlatc Ihr lanpuagr usin}l its own suhsrt Inside VI)M til_ 
't11c wcaknc.. cs that n1akr% this language ntri +ultat)Ir lot rrptrwntinl; the tirtmtlty Ix)Iiry 
lilt 111% IS it dt>r. n't sulrlx)lt Ihr >I)rr111t`aUtln of tlyn: unic systrtns ( K. unhttlrr NW) 
, '., i.. ' 'l. I: anguwuc 
In 11{liýc) 11º92º 1.4111p. uarc u. ctl 1411 %i>c4tlyulF. tnluttuatu, u ýy+tcntý and 
developing tigtiriiusly rhrrkrtl drsl}m / Ian}: ua}: r is ptuýuudrd nt n1ul11rmuUr+: In % 
I anguagr, it ha+ twtI tliattt patu: ihr tltst patt 1s thr drt: liltatllltl . itra I(rtc tile C01111C 
dunlaiu trlutr-d with thr t? lx? tiututt will IV detJatrd Alto that it Will have a +ri of title% 
that . Ivttiy what tnust IV hllllllrtl hrit/tr tile nlirtattull ran IV Ix"tlutnird !t Ittls silcc-tal 
ntathrtnaiwal sytnht>I dcsttiluui}_ what tlh)eris r_'kisi, inltl how. ICIA11011%hill between it 
hr itur<lc 111tu slx-tlfiiatiun homy. all the ix"st ti/ings In 'Y, l. iülgtlal; r, stül, tllx sn't lnakc it 
suttahlc it, ptrscnt the srctltlty Ixihry hrulth 111ttitnlittoon sy. trnl In 14(lifilloll, Ills 1% flow 
in ttrcd for dynainir (unguarr that able it, adapt ifiuu}: rs lii nlýýatlýrltnnl and rtlvlrunmrnt 
quickly with Inlnittlal t111413trs und lntrltupu0tl III t'uttrnt systrm 
This chat+trt stylcly dc. ctihing all the wtttks und trsru101rs thut havr been Ix"rturmrd that 
is related wtih this study. 'Illr Itirtatnlr trvirw rutntnrnie with rstuniluny tile vallou's 
r%isturg srrutrty niixlrl wllit h have (lern tntit><lut rd hy thr IliaaCtpircr tul mrstollic tile 
sc4utity ptuhirttt Attrtw: ud".. ttc still IV ptrsrnun}! sevrt; tl linl}'uukrs that have ttt: cn 
used rsrr sotltr 199K utitll nwst I hr lattl~uugrs arc nett sttlrly srcutlty lallytiorc%. thew we 
satluu% Lind nl languagrs 1n1liatcd list many tcirsuitls amt hitvr 411111e trlittiott with tln% 
study. Ut. t mstatwc lu vlmall/r ttºttil. tlistil and ti, IV-1,1c, -111 Ihr t1mlplralty ul runiputrt 
tystem 1? 31s thatjirr cunitnurs With hurl di+ru, slon alx1ut tuitnul airt 111k. 1114111 Iunpuapr 
stt4h as / I. anguagc and YItRI %I I"hrll, It skill ptrsent tile 04411111147 Of %C4, t111I% 
IAnguagr. s that have hcrtl usrd all Ihrw yrcats I ti1tn 111rsr %tiiillrs, hugºrd 111r trudrrs will 
get 41rai plctutr tile tr. tNrm uil nut u+itlp the lall}'U+i}: r whit hi lhrn (limp ltº the 
saris I't l>rr>silºang Itdtls tirrutuy I. all}'uakr its thr s4uititi1ull tu Ihr ixºhty based 
ttianajgrntctlt lot 111% 
( "I1 11'I I. It 1 II It I. JF. 
Ititil`I-: ti 
I hr. c t+. cptec dr., ir. "., `% thc c", ý. cntf. rl i,. ur+ that tn% k cd and k rrlatc"it %rtth hcallh 
tnttittttatotºn .r Atcttt 'týltc. c t. wrs itic act c. %. u Y anil tc; tic ta4crtt ttth i cunnlct alumn hc1mr 
. atuntctktttý tttttýlrtt)cnt. titiýn ihr hralth iuiotrti., ttmt . yartac rtt anv cotutttN I ach 
inrlctttºtlckl wow tt1. r: u+. c41 III 111%ttty wily c. t, lt III thrill ptuýlilc% it . 1P. ntltt: cnt . e(trc t to 
Ills I tntstctncnt. ttisItt 
t. 1 1, r, tct al It iutwsw nt k 
t.,,,: r,: rtt. in}. hr., Itl. t tnl, ntn; tltMu -as-ut 1s 11+11 ittttlýlt . uttl it d, x^s lint I1.11)Ix-n trt"nr 111F111 
It tcqu. ttrs wr11 hI: nttlitt}, ItWi>rt I17: u11 ill rsrtuttot1 %% till ttt 411W. 1alloll 111V all 
tltýt, tý'rta utganliall+, t1 ýºttltitt IIIti ihr ttttt<till 11tit1}.., in tlti lwitar 1114*rrti 141 huiltl fhr 
hralth t; atc ttctsstttk, wr tlrrtl lil Itlruitly thr prut-t: 11 1t. ullrwolk i1º ttttlrt it) itilltlrturtlt Ihr 
111s 
41 
I igui r14 . cnct al 1I amc+u A tu1 tall tl1utod 1111 
Uigutr I+how! º ail trn atra. that itccd to IV 1a4. Myd 11ciýnc illotibulcd Ills call IV 
uttpirmcntcd in any kººtttttty Itarh ut thcnt Iºlays tltcu ººwn ttºIr that will tutyrly 
drtcrtits ttr the ýuite++. ºn di. ttthutcil I II, ti A+ +tatrd nt iWilluun W tilr; ul 'tll> 31, artaºn iý 
nc%: c%+uty at all Ir. cl., hy tcdctal arnh , laic kuvrtntnrnt, tcysolis 1111d and 
hrul4lt ccurc Into ºdetv 
3.1.1 Kotc of Got rrtttucnt 
(ro%crfltttcttt t. 11c tnutir, lotr"t fill hcaflh lilt, if tuatum w%1ott fuýýlc: tý f"4ýýttry atlonc t+ 
h1ºct}- it) cý tn. utlý: tctrt unlc. > a44ý+tnhattýctf hy , ttaatýn +upfHýtt ttr thc "racitt 
dcýclýýýi»cnt 4; 4)upiccl Willi : 1I14k atisºia III Iii Alsou/ahi 'lM)11. 
(K*vcrtntncnt +thwuld runttttcn4c thc Ii1ti %% lilt titpttitttny. All ihr cIcnIcial% in thc Ilantcwtttit 
of tli"trrhutord lilS V. clul rr"citr4h I411luwril by wr11 hlanrnity cart Irnd in Oral objcolvo 
and tcNuirrntcnt. i'hcu, IilS wlIl IV tlc%rlttptIll! hc4'uu, c wr ltnttw what thr nrctl+ arc. 
vºhat i% unttcvr""aty, what wr tit, not havc antl what wr havc 
i. 1,: (4 ld 88x1 Pulk E. nltn t rnu ot 
ixrw ve i rermcnt (PIP . 
\(h, 1iNun of NIJIS 
III ihr . utol, la, ii ()t (Il%ltlbutrd IIIti, it v, inlpott. illt tu f!; 1111sultpolt twill tIIC s1: fÄCIIohIw., 
Ntthin FIIS Wtthrlut ttlcit %ül+lx)tt : und t"ulla1x1ta1 u'tl, Illti k-atltwt ! x' a sucres%tul NO) of 
ttlCttl ha% itlCit ttw't11G%1111twIl1IttIC% which will lx' llctctnltýlcll by 111C ptivalmirrit 111141 it is 
ctua ial it) Cn+utfa ttt: tt C. 1,11 lu}:: lnit.: nicýtls I)t +wkchtlhkt+ : uc lt)lll)w ittl; the light path 
141wAtd+ itnlllCrtlcntul} t11S tn }'ivCn tltllrltatnC 
I'ris pc. ) and %4vurity IuH h: nturrrtternt 
In tltc ttdi>ptiott ttl thmtihutrtl IIIS, it 17, tittlx'tt. tttt It, }'attt ýttl, ipoit Ittritt lYattetet.. ltrcau. r 
tltcy° atr Ow It>tu% u. ct tst titc Illti \4ttltttut thrii tttt, t, tt', h. utl itt yet ti, cºt apirrntrnt III 
+htatiteg tttrtt prratn; il hcrdttt Init}tlltatit'll thtttuP. h<ºut the syacºtt. In mtlct to paitt thrit 
+ulnUitl and Iru. t, I`: I: tlayiiau pt, vrtuattrnt Should it. tve law ºrr.. utlip}: Ihr %rtUttty and 
I111va4y pttKr4'ttn} thcit IVt"tºllttl Itritlth iniotttitttattit t'utietttly tlte Ilr; tltlt 111"utatt4r 
t'urtaititit. y att, d A4cttunt3kility Act ill' P>t. tt-t' ilitl': \At to the htc7. t+iot Icplstittiatn 
; atklrc.. tng pttvicy ant/ . rcutity of iictmanal hr. tlth iniiattu. itiitu %Y%tcm tile 
I111'AA 1'ttvacy and Sccutity Itulr+ tit, not italttir. + +I>rt tut lttiv. ºty ttnd +cetutty i+writ, of 
a ttt. #ttlxttctl II14 IStttltr. '1nº', tI III': \. \ t+ widely uwd to l lttitctl titutri tit Atnrºtt, t '11tc 
putlxº++c of JAW tti to prtitcs. I tile paticnt'ti ptivacy mill c"it1nk-nti. rltty tt+ well . t+ ,t icitatuilrt 
Fw t><hot±º it, alway+ Uphold thr Iattvucy cun4cl, tt tithriwtir ptini+lttnrtit will hr ra4ta4utctl. 
Iirtidrt 14w ettltrtt'ctttrttt itn ttrcutity and ptiýat y, uuc intri. icw°rc ýukýcýtrd 
r+tatýlt*htetcnt tºt all rt4cl+titrttal Ixxly that t+ ir. l++tn. tl+lr its 4att y (litt 14110 lophold tile 
w*uhty and l+tivoi, y ptiliFto. undliºw. thttttiý. h titr little 
f'rtaary and 'wtur#ty 
lhc 1'atlrifl r1ifm'-wi1 thr11 t mu rill : tlHjt11 %ct"i)1111' 1t11tt I111Y; Ik v 11'}! K'm¬4111 and l1: 1. 
t+c. "'I/IC A hvr t++alv Lt1 a nuttncwt ul fu111titlc'% Phr+c tuu. l Ik u114lrt'. 14NKi 4Icutly 
pt><l diýttlNutrcl tlt: ý itiw+t ýti+utr tltut +Ntr}! ilcUii. ; itr : titýý"ýtt: ttr tý'i ý/tutt"1t ttýitu CltfillllýC 
and thsulns 
. Is 
.. lhr Itlrriltu>r pnt! ºtltrrihtlrs . Utggrx! 
Nrnl lººtº"itl'i, gifts/ : +rrurýlv pºrwh! 181h. +hinhWl 
rhollrngr-s and rvrn lHirrtrr. x fin nust ºIrvr1upinv or uprºrrrirurrºI I! lS": (tihrrta Kuwtn(rld 
June 2(X)7) 
t"ultttcr t1f+CUý. Fun utxlut t1ºr+r t. +ur+ t+ in tirrttun 3. 
1'arltlt-ul 1a. ur 
l c. ºdrt., ºxýth -Althin thc n: ltton, ti }: uYCitill cttt a% is wltoIc, and wtiltut hecilth nnttiatv, 
ncc41 in %htrlUr %tron}; +upl>, n1 Ityr Ills, in ottlct to t, ýctrtttttr both c><Irtnnl Wutlot) ttntl 
tnictnAl Waffl tC+tat; inl't 
t: 1. S tilýtturt-qýcnt 11nt) ! fr}ýgnllitltlnttpl 
Il1c*r I»ucr rrl: 1tc. 1 I+c-t1lrcii Ow c11r4ttvrito>; t11 4yltc'111 1ti11llrttlrtltetl 
til 111r hospital 
w rth the ltct+lltuill 111attn1: t-ntent_ 
"%tiltl ry1r11r'lter tll_k'grtit that r//ýul+ ler tnlºeeduer ihnleirl º1r/fýº11tf7/leýl) : 1Y, 11rlit. t 4nlN 
Ielildht r tr111nm well rrull! In Jtitltllr imil tilieliiliri/lalrel t f, rrarrlurºif 4,. % It thell 
Ire llltititl atl! re Si illr rntliJul., it,: re/ and list-it wt its/ title/ ul vtiº4l.; eiUualil /tit lal t eitr 
ervr>"hlilkrt/. . 
1r1'rral Sri etrlr+ off rxlorltrelt r wob 4 eultptelrº bawd t1ý/eýtºnfJlrfýn 
. trslrrrit ntakr it e /rest the iºila eil itlprs. In Ihr lliºplrlnrltLNºeýºt l4 lhrir sº', tlrntti tilr 
ltli 1#1l elntl 00' kti141.: illi0n0 1; lie, / ullrlv ! re-/tue eil .. ( rtinllt"im"a11 I991) 
I1icfelUtC, 11tc "u44cý*ful ul 111`+ . il+u tlelieltll, 4111 tllc At11/11tºit mid %-111 111,111 ttlt- Mall 7111ý 
1% 11111xtt1arlt tee ttlaÄe %tlte skill tlltl iH1l tN. unir It 414 ;i 1111141ril t11 U1('1t dally Will{t kl, k 
A. ý1º! ºttletlt I)4t>a}1, %; ittt 
fie c0pltll Im the tilittiti}'. c1; ttt tlililrt}; ie tltcae willo -. 11e4'litt't111Y 
on t11C %1111c tittle. I11cY t: itl ttcale All I1 lºtktlnfliltlt111i11 cnttlt, iltlJt'nt i11 111r be,. 1111411+ 
.. a1h h lcexl it) +u4%, c., lul 111ti 
1. l ,Ff 
lunwa itc. ourCc 
Jill % 1". ý+c , tý+ t1n "tt 111C ava/lablllty ill cý. IK ilClli'i ti f1; 11f: + 1l1 illilllil}: c lili' 111% l'lltlclllfy 
111 fK»{º040111 41141 1,11100%, W1111.11 itavc CIS ill Iliti, tltc+c , y. icltt+ dcvcfi/ped by Yrttth't 11 
K 1otigýllaiiy (ttHtt ihathºu* t'liy, I11A : 1tui "hol titc ay%lctlt tu/lalcttlctticii, litr 
t+GttiftN Moll gl,. c KrlTv wo ill ltaltlltlE fill i11C %tf111 loll Yll, lll}' aild lilaltltaltitllk 4ht' ")will 
iiw twt. tlictrl. lbal cttill u%uaily WbCtl ctttºl+ ill tltc +y'lcttl, the tlls. tbtill Nlaft tkor'. not (taw 
hic At>~i-AIcdgc tu 11% tn%tciul file)' havr to call thr nntiittrtnincr tu , ulvr ihr lituhlrin 
titxncutnc, % the pttºblcnt Ean tic solved Ihtutilch tiir hlninc and *uttictinir 111c)' havc tti W: nt 
fix ttlc trajxmablc I+ct. 41n ti) conic ilitcitly to thc hu, 111tttl . ulvr it If ihr hu+hital has 
c-0.1xttcttcaf sttttfý. ftte wattinp tinic can be trduccd mid ptuhlrins can be fixed 
tnitpcdtatcly tlrt>4c, enl*rttcnccd aaf f is nrrdrd in iitdet to m: uta}: r the systrni tu cnsutr 
eVety ptublcni sulvcd all fhe +liottcst 1>, ý, sihlr little and tcduce Any (Irlay 01111c. 11 svr)ths 
3.1.7 I'mhtwkv') 
1'r. hm. r1ogy farti, t. r+ýttrtýt (it hardK-atc tttid +ýýftýiatr, titr trlrý'ýýtri»}unrý: ýtiým 
ýnita. +ºtttlctut'r litxl 4lthrt aaºr4't+ that alltyw rununnlu4; itlrm and +)t; uºnýý ; ulltrti} hralihitur 
in+tltutr. ºn+ 
Utta, hatdwatr Anl1 -. ultwatc ao-all<11,111ti tii rll. ulr ihr sy, irin will 1ºriturtu 
+)ct+ýtttitficaUy hut i1104114r, +ultw: ur a1, phtatlutl+ and rtiulptnrnt+ rsix'clully in 
tadiukl. y, lat>rºtatuty, lntrl/+ivr +'utr and iº) rlatiun thcutci+ whrir ihr +>*trm 1% iniritaced 
4litrr<tlY inli> the r4uipinrnl allit wh; itcm 41: It4 Iº1 11114pr ptiºltu4`cd wilt pi, disco tly Unltnr 
111141 The SYMC111. 
tClritltnnlunlt'ali4jil 1ntla+º1tufiute+ (tln+t tihlC it, +ul/ix+tt viºtllnllitn4'auiui and 
1111iMnlalhºn . hating iinliºttg liruttllcair Mstitntnlu, 't-hi, Irad ti) adciptüm of i ix :d ; 'Vira 
NriwtKlt, Witle Alma Nctwuil,, Vldrº('unirtcolt ilip, tiatrillir and VV-urlr. % at, phkatiuu 
ltul iti ciºuttir, ttnr +rcutrt) aiillet't: + tillt, t IV. It' Cilmliv 111C 1% licit 
11tr4hr4 INC ttWutllrliAncr 4141W. 4; 1 ftlu+t take tttttº itc'rrunt tit stiplxnt ihc+r tr411t1Eillikic!. 
. 4ith ihr intratiun Iilti. at: º IV a. ucrr++tul 
L: 1, M ýosk, "}; rm1, l1tC 
IIIti must 4"m. ItIcr lMi. fuKrnt . intr Ilitlfrtll r'tilrir. 111111i dlflrtrttt 111IAk! rtnlnd tit 
c4! #xitlw*C, dlnrlrnt Irvrl 14 ., *llal tatlltttll" a+ wrll o'. 4hlirlrtl{ Ir%-rl of tltttlnlr1rs, t'h III 
tflrJtl ha* diflrtrlN c%pra. latlom i'ot 1lallrilte %% ills hl}! Ilrl ltlt #ytlr, tllrl' tall : 111ttltt tit u 
7111 pttYallc lltptlal Nhrtrttrttrl trtYtt. 'r 11111Y1tlrcl '. tlltr 111' ttulllht'1 tot 11at1'llt IN tltll tt1 
111110 at in puhll4 htrptt:, l,. Ill-! ntust ahlr it, ptE'Ytifr r41144lt hrallll *rlvlcir and Ilrz, iltlrnil 
1+i Cýrl)iN1C 
1.1.4 1 ur 1" ox ta 
fic+hfc huntatt r'C+I)ruq: r a. {ýrý t. ý «hrrit ftx"ur On ihc , tall, user 11>; 1t1cnt ) focus is imlk)rtant 
antc thcy urc thc main u+cr of the +y"Icm, ('tlnatlcrationy ncctt to hc naatlC titncc u+cr 
v. triics tmnl dittcrcttt rucc+ untl ditfcirut Ian}'ua}'c,, tlrftcicnt }'titult of ilkcs und dificrcnt 
htlckgtuunt) of rtluvatrtºn, They urctl to hc ctlta, itin}' at'ctºrdtn}'ly about flow tftcir 
Prt. anAl hcatth Ittlqttttattou will IV u. rcl tº»º+lr Ills %4) that thry will have l>fttrr 
utºclct; tandinl; Without u>r_t undrt%tctttds up, their would lw is pinhlrºn f: atuittF thrºt ttust 
., nd Ihm c. ut drl. ºy' Ihe : uloptutp of lilti 
3. l. 10 Stts4xfnrdfa4tltº11 
111r u+r of trt ht1t11. )}; º ultrlltirtl ttl allow 4t1111111t1tl14alit'll and . h4uul}s, applird W1111111 NIti 
(`uttrtltly-, 111% in s, nc ht, apttal " 4uputlt talk" %%Illt Illti in t1111rt ht11I131" without Wtdriy 
tKhlptctt . tatitlatd4 and pultlrhilc.. ultrt41pc1ahdlty aud 1111rtrtºnurrtltlil isle ntºt 1xt,. ibtr 
dnd 111c gtvat 1xitcnu: li ill NItIti will 11r tlltlitult it, achirvr (May 100 1). 
Iahtucal ýtltndattltitttu+tt Inu. t Ix' 44urlully a1141 t'Irdtly No to c1l"tur 111C Caw of 
inlplrt»rntinl" NillS I'ii,, t, Ilt'i 1llatf4ºru1 , 11t11111I havr tlir aau4la1t1z 1411 ihr tyllr of 
platftºtill tit hr wed 1s ptt14C.. altf itu1111nulu . 1k'rtl, 111rt11ttfY tC411111ci11Ci11., I11tri fat rv : 11141 
11ct11>flct4l". ticttiltt: l, thtlKÜl 11m4rt Nhtºultl 11411`r ihr stalututd% till utl ihr clitut: ll tlrti"ict"s 
it, bc 111ictloccd t+t itEtrgtutrtl %% It)) thr Ills, slit luti111}' 1wtt+ttll. lntr ý1x 41114.1i'It111! 4. 
itnaottlr tlcv-it. c+, and thclt %dirty tr-tluitrmrnt, 1111141, tltlrt, t, 1lfrtrlu 111r. . ht, uld h: 1vr 
Iftr *ti111tiilttl5 1u4h ON (lair tatr, p1ttu1k' ir%tlluhflil,. 11.1u1C lalr tylw of 4. t111r1a, i11141141 
41tritlity cti. l, u3tly, %fatldat4l It's ýatit111. halttWUt4' 11`1rd 14,1 tutrttutitºp. ihr Ills with the 
t4, ttlulunrcalalirl nrtwtºtk, it141ut1111p aIl ty11rk of irttr+ttlal and .. (trlhlr (141. rtt 11rht't11i4 
"I's ttta<lititºn it, trthnh al tt41114l41ý4/º. r liºlit ttl /1ºtytt, rnlt and gaitlrltrirl ttt; r nrrllrtf 
l'lt: tlriirl 1,4-1,10s'rºls lt Ill, ti 1, ºlrkit r Site bode pºrlrinInto s" . t1'I1r4liJu1g IstcH r, r-, l, and 
its tiittl 4 s*tit"/t prof rsltsºr4 lhrºr Si file ºlrr'rl 10 rt"r111"r . t1u104011t untl 4"11111rlinr. l 14f4 
lau slNittr klf, 1s'tl1 r11l, rtu tit r ,, / NIll. y' tlºi/t tit tt, til4º, sº1 irtl4l 14 t+: ytsli4 "(May MO) 
-11- 
It. : prt. 1 
Flgute :t urtrnl Ilcqlltit . uuKO)na 
..! IIrPIH+. . 
I: ollh I "tnw. 0 
fAIIl/1ý. 
tF.... 1tLflM UI 
11... ýýpt 
t'Irllic =, htlltiti the tlºtilCilt l1r: iith tt11111rti1t111 111: 1: t1.1>`N1ii Illt' . llt"N älHow, Ow ilt)t5+ tit 
1t1141it11At1ctil ic414lil' in Cat h ti1}'. ttll1alituil tit . u11111c1 hralth t air IJlt»'itiC't1 III P. alll/ al it'll. 
Ilii+ tlia}'t: Uil I+H. I, i1t1li4lc bot illc iral 1 uit11111t tac'tl 1ltlll)ritit-Is fL"t1ri1 tllrtr : uc it 11i11111W1 oil 
t. rs11'Itllpctit t(lult ., ýt1li r1. tltili"Ili ht; ýIntatý, Itl it . iir Il/ýa11t. 11., I1t ii iltS" t tilili°,, lliý1,1 . 111t c-. 
f+ý111tý. 1111. and 14? IHl 1'. iu 11 tl. IlatlA+t' ill the 41i. 1}l. I. iiii l>E'It, 11}'. " it, thr ht'aRh t: tlr 11111vI11c1 Ill 
ut}, aiplA144tq tlr+14147 it 
1111" Amp 111rA111 lh; lt ihrs : 1iC 111.14I1t It1}' tI1ltCirllt kind td S!? tC111 
aillt 4i111['iclit it; ºt: lt+: l*C I hi? 
h4 tC1tt}; ritt Il )4 uiitl? Iu ; lit-41 111t' '. rtlalil y (it; ll1t1111}! : /1141 
1i1111ICiilCtit: ltlt't# In tlitlrt Its hüvr it fAtr , h, tilll}', ltlllilit tll'. tilittltt"tl Iil; ti, %YAr111At1t and 
WS't'11Ir itsll: _itº. 
1ic rstittiCttiitll clittttii} iht'\r hr+lttll tmc lauritlri in iIf P.: 1111lcltlt111N t1 111't'tlC-41, 
i.: f'rusHº. cd i)atubtt+c ('uu1arr4i+1n witltiaf di+triüutrd tilti 
1i. »i4. r 
re t+aun, ynvns 
, ýM . ý! 
ºldutc / 1't1KK,. a1 I! a141046C 4 mUtciIiun ithip 1111 
1'tgutc i uihr%c is the }lto}k»ct1 clQtalra, c . mlpct Uwuj ýýhtc'h %cill Itt"%IIla c. t. c týf "I1. tt1u}' : I+ 
«cll a" tltc 011ana4tdurc +cý utlti` })Iatti1111}; and u1lplcnlcniýttýlºtt 
. 
4.: 4 lNus+ 
It will tt, c tlltc#%lr% . Aýrndu. tcal, t1tCy rt}ýtr+, rý! that eý>rnrrti : ýIwýtýt thr ptt%ui! ' oral 
+cr'utit} t. ºus UAcD thouglt v+nttlttct tia+cil clct, "ttt, rºik" trt"ºndc vYºit ill Malls, WON". IV Illour 
"ccutc than Pai'ct haacd tct4114,, thc , alttr tcrlut, 'lo}'. Y ttuNc% tic{iitl'atlint . tt>, ntt ihcºt 
lwrt; txý týr4au+c týi tt, cýl>, ahtlttýc, u! Ixtttý" ý, yýºcº1., . týnct! ýuul ýIt... rutýtr. ttcil 1+y ttlc: ut+ rrt 
4otllputrta qut. kl! 1 r%hctt ct)tttpatctl UP lºal>t-s bu+rd ittt,, tttiatac, u tcý+rtýl. it'lt; uitttttlit Jul 
"#t1lN t 
.;, 
1,1 ta0"prtnnrnl ( finit, 'Intl I14npitutll 
At cath . t. ºtc, nt-', t ,, t j'. LtlcJJt Ilcalth 1(-% old'. ltcl+t tIt»dc thr, c tuu llcilhlt ctltc Itt±t%ttlct+ 
I. +cry da), thc> atr IxExr""ýtl} .t latgc auiulºcl ut ntc«liº al at it% Illcr tIntt 1111VIIII). N141%1 III 
ttw+c IrnI"tal% arc lco"tc" h, º, Ittt'd and Owls ntrtht+tt º+) Itrrlttttk tltc luºtlcnt tltcdtcaI 
-0 
a 
staN NMM DopmoMO 
am 




call tsc : uldcd, tcYUmcd i+t niuilittctl H ithuut MI auilit ttttil (('11.111111141: 1 Jul 'M--i 1I tuVIrtk 
dtsttºhutcd Illti will assºst thcm 13--tel tlr4`tSktn nlitiiitl}', Ill ca. c of shatui}, lilt( sttnsittuºi 
a, l, ttt}y (tit ctttc p; uttt--ulat hl(xxl t) . lx" tttlºn ºrtltct hltspttal`t blood banti) 
"('hn1eºan have loo nilUty wt)tti nmy trsult it, htunatt Gttui 1l'Ut ººiStütt4e 
Inistulicti ctttcttnq. thc ttttC4Ca1 tnh>tºltsttiutt ol t±nc pattcnt to auuth. ct 
"( "Ituti: tttttR atr tim) hu-4y may ºc, tttt taºpttil. >sº patºrttt hr; tlth trtttids ºucsuitt. tt 
11 -r ett. t. aucr iuiuutlºulºietl at'tvss tnayh; tltix-ti w. tthutlt t'Initc,, iu aw. tteiicss_t:. 
" \1w: t tit the tltuttt; itis t* turdic'al c., tl+cit, tltry would ncrtl r%ti: i ttatnm}_ It, 
uuilrtstantl ýttid usc the system when NI I IS ºs ºtttplrittrtitetl tut tit hi}jh tt'tst 
" Ii.. aitr: r 4tsrv All' VrIr ttli. v ta"i1l1 lilt-ill. Al Uti, ii Il. -. c: 'i: lr't tu- trhüt: ifvt i., 
trvutt1,1bc who1c trrýýttl ýti1 :t Iyutt tit it t; lII Ix. Iwo, , toIrtl in (I; irnoyctl, and lt11m 111.41 loll 
[r4. trtt! 1+ ýýrx"r lýit. ccl lxý ý'al'f`r huýcil . yýts`uiý, "lucr thrtr is only ucol'y of tlic l): iticnt'+ 
0 
. -, , .... ý. _ .... , ,,,. ,...,.,,:,, ...... .... .... ....... ,..,. 
ý, 
. Ini 1lrw , yatrul tt lýl 111º1: 1nrr ttlr> wtlt º,. tilrlr 
NIIIti u-, u bultlrlli- 
N; -ctl to aý"i}ýn ploprt %ccuºl. t}. Ix, Iicy III Irs 11ýn+iNlr t 1i1Uttd11 110 luost have 
li, iJ. lArl : 111If1otltalllnn it tl11r 11 1111I UvUII: 1111t" i i" 1t1 11Ix1i111t F' in t wor of 
CIHrtgGl14 y) 
. t. 
/:: i"rlrutr t'linkmo witl i1Iº+ilitut5 
t'kit lc+itl): 1, i1º. ltr I,,,, lrlt. t I , tt111 , llltlt : tlt' tliclclxlltlill! '1`hcp ililt)° (C. tllillrtt 1i11itiliItliti"`- lt 
tt: lt, llthlv rc1><, 111 ! At bc; ºlttt Ililhi+tll We 11: 1Vr to Itnttrl, t: tlül Oc: ilt> ttllc thiil}`. ütxttlt piivltr 
. honk 41x1 htrcpit'; t, Itself 1114111 tºhjroivc i's 4. olit}: htl+litc%a tlnit tiictNt : lt t oiilr" Wirt 1tº: +t- 
t'lýlt tti>vita týtt 4tttttttttiltic: ilr~ : itlltlitk' 111r111 in tllr Sitw }'-loop 1trS1t1r. - tllllt. It OIry well it) 
trýitliittt#tirc, cil4 wall tuttlt'J t1o; +{u1: 11 lUot +it. 1iltl4c FlIY-Ct11n1rtlt ht, +pit: 111. Ole mrtltsxt ; itr- 
uýtli , t:, :, t. tý ititühiltc, cittýl' 1tl: lliuallp itliillrtt 11r, 11t11 Irý 1a11% 
" ti, rw hrAtltr tutc pt4! 1itlrl illili` firlilt14111 It1 htl{ItC i11t011611t011+t% 11it, iul%rlt by 
ImOicOtc) 
ItlN +Itwcttlry touct'ti1: 11%, ut ttlelt "rtýiir+ fl+, i itlst. ltlt[' till irilt N": lut to sItzttc 
itarlt c>, l+rtttw) 
1tºc'j . 1l11il1 tac teltlct. itlt I+c4k'ttuýtý ttlrl' tit) u04 ++a111 t1º cAikAr Ihrjt hti<ittr"> 
ltlttNillAtlsýll ttý itn11 "1'I"t}lrllt-. ii'ýýI IFlýitlfl4C týýN'tý) ttl. tt'tiltltýllý tltttt ttlýt ýýI 
i, l, i I. It>rutw % 
('ucirtrtl%, (ticrr : ur pomnnunt l. riHýr. ºlýyrý artil lrrtvalc hri, 4rlulory. A'r Nvtll nrtrl tlirsrl: ah 
r,, 1,, - lhi, - t,, talk" w-tthtlt clwtthutctl HIS c. pc-ciall} duttt?  E'. clºttirtrtit 
0 tc, t tr. ult nertl it, hr ruhtrttt it, DI It ) n% +(><)q u+ Ix)%%ihle I l"ut IlWal {'c curb 
tra lot dtscaw trtlultc it tiulnhrt of t1; ty+ to ontir out aftcl tno tttttlart tlrlay can 
IV alltittl Ili nttlct it) ritvc It%`cs 
1,3.4 Mitd. tr) of Ncalth (Moll) 
(°itnrntfy, Mittl+lty of IIcA4ii Im'. runncrIioti will) tJtr f: oscintrtctrl t`lttºu aru! Iuºtihtt: rl 
tmly 'I`t)c trtxºib Wild by Ihr Iowr. t Ic%-Cl (rlitºit, antl htý. ýitalx) ttý I)i, %ttit t IIr: ºJth ( )Ilºtr 
t i)Ii( )) 1": av h 1)Idt ) wtll 4tyfisulltl: Ur uII lür trlttºlt Irt'etYrfl Ito)n tlir. r htt%Itttitl% and wild 
tlw frptxt to thr `+t. ºlr Ilrallli l. kitutltttctit (tilll)) F. teh Sill) will t"un. ulitlatr thr try+rºtt* 
: ilül wild it lti the Moll Moll wiII tl: )rtl ºrirtvr. all thrw trltt+ti itittti C401 %fair A% well IN 
piivatr i Iirlie. atitt ho., t, it. il. lir br eotistºIitlairtl 
With the ptolxt+ct) tidtaba+c rutnirt. tit ýit ý%itliiit Ni1Iti, I, rivalr thnºt+ Mid htýautulý %ttll br 
uusfcf VK 11 1A 1t) l'hc hlutlctt lot IN11,11 t;, t t, ttmilul: ltc tciNYtt tlttcr'tlY lttittt PttVutc chnh: -% 
nexl lorlltt: tl* wlll tcduCr Moll will i, r+r41 In t'o11u11H1: 1tr tlir 1rlxttt t)tttc lrrc1vr41 hott) 
r; k11 tilII? 
t hic 14 Ihr will tJi%ltlr *11,11 1, I hr, ra. rs t'Iylltlt+l 1111 is)1111 1 ml il it'1'tt Ir411111r 11c't'lltittr 
au4l C41iti'111rrc 1111tyltllAtltill ! 11 ta%r of ttlttlilr., t, ll't+t 111? l: ulC"r 111C 11", IlICl1t 1441411c%, s. tim-cl 
Itt ,tt;. ! 
tt hlmitTl. d 11411cYll t< 11Ctq ltFatrd, . iiltl ihr Iýhy. it't1111 >, 11; 11Itr) 
" %t1t1.4"m *Itulyd alHovr 11iuht h; 1p1x-1I En IsO, 41t'411. t, ltr : 11141 . rtutr 1)tlxr"" lu 
;, tlkr lot IX 'D llatl it, alllr iºirvrt1l 
the 
tnil111rak. 1rtº1u+1/1ratltlip, 
"I uvc 4+t ttlrgl1l1,1l14k`, the t)utl, trA %sºth114 NI Ilti and bettet drti i*Hiu 111tdtilll! (I `41t 
t1104lhr ICulltll)11a1 way 1% u, lnF. 11IItI11r) 
%%itl, l)Ir l+rcºlxiwtl dal; iha+c- 4uttlºrt; thlu w ittutl Nlllti, ut}', 111ai, 1ý. it, tl. vuch 1+ In. ut: lcc 
t I)Ittl). )n}, I': 111itIt1)rl a1i41 
PItll4t"' and AI(Itillr}' will 11avr lu tl'tlurNt 1111t11111.1I14111 111)111 
11, ,iI 
" thr put 1141,4C i* (i'ºt ti110 I Iiº it! 11C t III it It !1 111r 11t IK" III 1111+i1tilU1lt Ili lIC"4CtwtI M) 
tllc-. c 1. +IýAIUI11I1iHtý 
" \11 al; trrtncnt of ttºcntw: uuluuº ul undct+t. uulnºp, tttu+t be 3p. terd by . 111 
i+. uhr+ about %+hat udtrttiuitttnt allintcd (ot Siº; uºnY., «Iºu º+ alhowrd, und 
ht, k thr httx: r"+ +ýºII hr rlrcuýrd It ifI iii týýºttt ýýº }; r. rnt niic++l 
" l,., nF tht% way, ihr 11: 4tºcnt'+ I111cary will hr I1cllt and only thr ncrdrd 
rrctuttltattcstl t, isctttp ta. ril Itt Quit ttt}", lýtrx r, ý 
thc tnltºlttulttim crc'hatl}ýrd at1t1 thr +rxýtrr+ ptovttlrd atr srn+itiýr trt thr . rt1sr tºt 
pctultial pttý ýy of paticttt 
utt, cmattud t EilO)cl ?. f)ll II 
Of . 1311 tuvtslvrd a% %ºcll ati cc»rfi+lcnti. ility ()I 11u%itic%s 
. 
4.4 I'tirx-ipk. 
"Ihctc . ur lout 
key tlur, tkºin that NIIIti tmtst : uliltr» II1 Ni'Iit, %%tll huvr tucr., to 
11.111rtll tttlcºtltlttiurtt"' (2) ttºirntnmr otº «ºII I+c- ai Ccsslt>Ir '1 tº What a1c tu't ri+tahlc 
lttltl]lNºC% tº1 tttltýtttlAlJtN. t. C. >>'iº; t11}, r 
ý : It14i(4) Ulf/lt"'I N'IRa1 tllt 11111tt; tº1tC!. %l1ºl{11d t1ýC1ýtýI' 
atllc it) arrc%% tttlýýJiJº. tUý>+t`; ' If' At, ucc /Mil i1ü}: . 'tN), 1 
Who ºtt// btror do l rst lu /ittI rllf 111/I, illnl, lllNll ,I hC ; 111\tSi'1' I'll Ulr Iii \t tlarNttuti ts 
aYallahlC Nbril N'r IIx11t at Nh" 1, Ihr I>rtaº11, rtltlllri, of IN}+. atlll. Il11.1t1. %111411 ImI. Ir. the 
Il; tttc"rll Ilc. alrll trtitril. `I'hry : ur thr Il: ttartit tbcitt. rl}r,, 'ýlllzr; ttz iýt IlrItIth I! ºI1,1I1; 
ýn+utattýr «ýn1l+any, rrtll+luyrt. Ilhyslritut+, Inucrs, Itlrttltr; uit""., III III- Ir"rtttI, hrt+, ItttK.. 
lalxýtalrNlrý, (xilit<r atul . t[totllcY uittt I+ri<tal % 11I1 had lntrtumil , itw. «sN1hl %% . 1111 it) 
pcramal hralth rrvitttl In 4; hr ui r1llrtk! rtI0r", Iilr patamrthr, ýtmild nrr l ICl arrr.. thr 
Itatlcnt rr"t, rll. al+tl 
It /is. h ou/l, rta. ftio,, ºº-11l tºr , t,, es lltrlr lctnt, }t: º1ýhýi 11; 11; 1" incslil al (taatil> , A01111-mh'tl 
At1/1 
d1K11Y1iý'r 111t, tt1/1. ltllýit, 11111111t11111ritt d; 1tC, dlkti? 1ýý n4ý11', 1º111'In}!, ttitltt'ttt11,1: 11º ttº111i 
4tºIIx>ll Iýýt-, X 1.1s): 111c+111 ltlr . 1t111 414; u1ttt} 1: IAct1, +utpr! > 1º4'ttuttil4'41 t14>0.11 iti k1i: ii}c. 
442411 410 ", Itlr I, f 111c 1t1fo11n. 1tit1111ºr1ºt ilordrt11r 1afltiriN Ilc; tltll 14-4I41 ltillrrili Itoýr111r1d 
lult+r Ntb71 f?:: x11 ci111ty dc+. llt>r tscfltitr tltcy 11avr 4111trtrttt tlül'nt1+s11 III Iltlirtrilt IiGNu It 14 
1111111I114tlt I't/ d1-%411. v ani1de ilnc+l ttlc rlitatY . 144 t' 1b , 1I IV 
Ina dwtlbutrdAt141 C"11rn11c41 r11%; 1t1111it1rnt. It «mild tic dI1ll4ult 111 Nsýt1_n . iGta11º11/. N141N 
at14i' akrtt%s fight' N'tt111t1 c4trlta: lcll 111ltn. 1111 11+ 11t1y 11ttt11/11µ11 y3cc1lu1111y; 1ºt1n1liºNk wtc 
g-tOrj)ral . u: 4.01tlrirp. It) thr rulr }ýrr, ul, jýtr ptuailttnp i+ : rý-r}'. irha. ccl ml tfirtu . 11111111111r% All 
cflat : tctrii+tic tquahlwatu+n utnl '1'hcir cmulºI be barral on pnoic%%ion. Ir}! alty 
ar#trwa +uuj Ir, pul, rtum or 1xºItcy IIellrtr+1 ( lilOx"I : tNlry ) 
Whist are , r, ( rptkrlrlr pttrpt rºri ul ttilt  trt, ttun rt( lt, tngr: ' '17tc uuUuºt ill (I Xtau 
20117) siatc(I tttctc's ncc41 lot t1rxtl+lr +rcutytv 1'irry ni: ttiEº}: rmrnt 111141 litpatluMitill to 
cn+utc thett Vhanptnp nfc, l Is tiºIttllrtf (yvcttnnr It uttr º, t}ýamratnýn nnlxý. r a., cry . tritt 
all tkrc. a Vuttttul, tltc rowutVC, º, t utfill nºati(ºn mtPht it I+r usclul. (h) tile wilvi 11.11141, if 
ttt+r rKýanttutttýtt t. s ntrt sutllttrntly tr+ttºt tºt'r, Ihrtº Ihr data ºs ºit (Ian}ter (tit unauthººtticºf 
uscf 
t'. ath rntttj Itas tntcrc"t at ºhfirtcnt pilot of hatrrrºt Itealtlt tct(ºt(is his ttsst. uu'r, hculth 
tcscatchet. wººuhl arCO (frtaticd tnlºn mattoll . tixºut thr ! ltsea. e Silt 11 .: 1% ayr, (Iºa}: nusl.. and 
t11C411CAI htst. ºty 1, ºt tc. +catch l+utlxrw (? nly Itrn'r, ti(r name it tltc I+utºcttt an Ix" 
ca#, chttt)n ltwn thc tcuratch Ill-stra(t (it will n. ºntc, they Vatt as-fiºr. n spettat II) tc, Ihr 
pattent rc4artt tt. )ang Xtata'(ll)7; hluh: untn; u) Slict '(N)7). 
l'q4lrr whirr, trt ton, _, anHrs Eltt, itld lt, trt. l, r rtl, lr if, fit º rr+ fill( so iNlllw'ft" 
AmwNttttg Ow tuutih tluc. ttºut tclct t+) thr l>, 4tk y ilºr4 sly by tlu' ºa}". utty/alºmº 11hr txºltcy 
Will kktinc b01A , c4,0111y (»rflaUrc% will 1110tctt tltc 1111V; tk'y. 
4.11 ilccr". " ( rttr111 
111 4ýý111puirl ýrt u, ºtt); t1º+11ctJ+Uta1 ) as i cti. t trºtltlsl (It: 1t'i i, i1 httlil lº1 µt, t t'» iUntltid 
1lclitlr. hy tllr IYuoril f't, 1t1p1ttrl tiyrtrttl I'. x°aluatºttin 4% ": t ttlcatlS ttl rr%ttl41itt}! a1: `Vc. % tiy 
uhjft1t I+awtl till ttrr idrnt. ity t11 "ut+trt Is ut p11up t41 Whit lt thry l>rho11p 1111' (lHtilitl+ air 
di. ctctýýýllaty in Ow- wow tt1: 1t is , 1r. lj. c41 "11h i'cttitlll At t rIt* }? rttnlý*liin 1. ri1}tNl"Ir of 
l+a"i+t1g that porttttl+. lun tltrth: lp. º, ulttc. tly tºn1 tt, any tlthcl ++11111ri t tNttloo tr., ltutnrtl by 
ttltlt111AtiMi- :M tC++ tiltttttll t" 
111 tont}>~ltct %Ctorliy, 111i11111. ttitty ca t c+, ttalttr, l (N1"tt') trlwaty- t1J il t1`Itr tº1 acc°r"mw coitttol 
h> vºhtcil t. 11c ! tluctatlttg . y+ºtc111 %. 1tlriti, tlJlt+ t11r a1t111t$ t11 a*ultlrt t 411 111o(1211411 Its at't"c%% ot 
octtctallº {wIltitltl i411tlC viotl til t>itir-14114111 4111 All +l+tt'G 1 tºi 1ýttp4'I 113 l+t uý ttt r, p#tthýrý F. 
a+swtt> aIu thtcmt; oA; oc1% air trtftMulitts %oc-h a, tilr,, dtlcvtortie*, 01iucd 
rtunlt, ty %rgntrnh, and etc tiublrct. will 44hIit'I. rach have a. rt of . rcurity : gttlbrºlrx, 
Whrttr. °rtr a. ublrtt altrttnph to atcr.. and object. .: III authi4tlYtttt4ºtt tulr rntutcrd Ily tile 
uprtattng +y%tcni krtnrl c%: unllnr% t1ºr. +r . rcutity iºlttibutc+ And tkc111r, % whrthrr tile accr%% 
call t: tkr place Any ultrratlral by any , uhJr4t on ally object will by tr+trd tikain+t the . et 
of authnrtt: ltwýn tule. (pt, Ilcy) to drtrtnlulr 11 tile olvialloll 1% allowed 
With nnantlatoty acce", corlttol t%lA('1, thi. +rcutity Iollltc'y 1% ernttally cuuutlllrcl by a 
. rtuttty policy altiniur. ttatl+r; u. rt> tit, not have the ability to ttvrtt141r Ilolit-Y . 111d, 
flit 
r. atttplr, gtuttl actC%% to tile. ih: ttt would by tothrtw-t. r by tr. ttlctr(l BY contttº, tt 
dl+ctrttt)naty tKtr*, 4tftnltt)1 11tA('), which Am) 1; 4º1'rin% Ihr ability of +uhJrit% to ill`cr! º1 
t)bfrch, Alhw'S 11! [<t! º t11r ability it1 tlºakr lkýIdcy dre1.1441l% and of aw\llal wt llrlly atltlbulr%. 
MA(' cttitblrtl "otrttl. ütlt', w lx4llcy uctlltinlatutot+ it, Ilul+lrllºctlt týr}: anl/itltt, tl w'ºdr 
uccutnty l><ollclr; I'nhkc Willi DA(', owls catunllt o%r11141r Ill modify this lxthcy, rithru 
Atcºdctitally or intcntuºnally 'I111, allow,. cc'tlltly tutmnu. tlatºlt% it) ºfrtinr a 4rnual lxºlt4y 
that t, guatattlrcd tin pttnctplrl to tic rtltrºtt°rtl tilt all lowl'. 
Ilti* pCtako" rnu. t 1V atn authl)tl/rd and ha> Intory°idrd tlirti'rSc: ntN ºt1Vltttlltalttorn licltltr 
atlttwrd to pttocrcd with thr aplx, rlltrtl tavk, Within Illti, a++. 1}±ntn}* tlnlhutt1; l1iun Is vrty 
couttplrx- 'lhttouglt the u. c of Atil: t 1at411ht1 4 l%l. iy I9'11 1, Is 114t1 ti1111)4: irtll t4) paw 
tlitr". Willi . object 41111 object Ito tllti backprtyunll , incr ºt ttlvolved ltnyr nutnltrt of 
. tatl Mcºtro"ru, it Will take, tl 14tI 411 11111r III tirt thr tt4'4r*. 4igitttd 111111% illuall/ whrtc most 
of t1n'1tl . 11.11c thr . uml; 11 ta%k-. li. tcºu}: %ai1t tltal, 12i, Ir lt. r. rd Atic.. ('ctuturd tl(ltA(') 
Ia. Jang X&: nº _'tll)! ) 
t+cctý titttýKltý. rýt +. hýC1ý +u}: ý: r++t : ýýCrýK ýº! 1Hi, r1 lýr tic }'1vC11' Itl u 1111C 
ha. i" tatltct tltatt ut. hýºduatl> liºt . h. tttl+utrtl. yacnº Nut inaattcr, 1111C 11111%v% have thril 
twti twsi.. attd 1.144344% will have thrir owu ta. k. 1'rcrylic 111 hc plant a. kr"+cd by lx+ltttetl 
at the rttxtp ho/ %he itcltmk%, to tit thr ptut+Irººt di41 11401 *toll tltrtr 1,11C pf. llllcitº tt. c in 
thc taw Mhctr nut. c" III title ho, ptt:. I hc. ". Itilrtrnt ;. 111I1ty ict. k. (+rºItanir. l 1111111 lltlt%c,. In 
utl}lrt h4mp+tal" tl. iang ! 11do "Wh l tonn the `ºtuotum ai>, »"r, . +r . -; u. º a. +utttr that sib 
ºntt+"al1: toºtt ttew tc4la»ulýrky, ºt gcn(mttrs tlr% 11º. +1, Irtn* ih:. t nrr. i tiY he solved tttkritil) 
rt, 4:: %#illinlunl '1ttt"++ 
1?. 111üklnVllt 
1"'cj v. culiilccl l+! :1 tli1t11111N111 . 1+r0{ 11'411 III11a111c. 1111111t'41 tt, Ic. 111111f cltl4i/! VIrV1111g 
tt111y ) rlutltt>rttýItlllý 1ý 1rNuttrd It, rllahlc u*r1 III 41ralr, sN1r, IlI>411, {r and I 1111111tc tK 
ý's 
dclctc +Ix"lttº4 ºnturnºuUun Ar4e.. rnutlrmrnt t. Ix'ºuxlt4ully trvirHrýl 1.1killy Into 
"count thc u. ct'% tule. : md tc. Ixºiº, ihiliUr+ (. «ºIx" of work). (Au}: uM '(14)7) Minimum 
a4rc.. entttlctncnt ºti dccply cn4cnna}: cd to Innlt thr nunilx"t tot Ix"uple at rrsouºy .tI: ugc 
data tlavºng tºx) many pci+plc uc4cs+itth thc %; unc and 1.11}c dutu w"(ntld tt. k the data in 
tcrttt of privawy It I(X) many Ix"oplc run «'v. + tlºe ctttt4u) diºtu, then it w-rnºidn't conKidcr 
a . ntct alrrady 
l, q,; l Accountability 
All u. rº% ur ,a %ººurºtahlc fcºi tlºrit tu'ttºººº. ýaith ir}ýarºf tº, thr ot f! umýtºtýoil's 
it. +ct% tAugu. t ýtx17, This i% vrty ciucº; ºI . ºnrc hulflan aur Iººour tºº rttoi 1=Ah prt. ott 
.. h" atc iwcc+"ºtº): tu the +y. trttº of umnp ihr . y. iriii must hu. r Ihr illrn011c: ditºn rcxlc 
that unique to lunt*clt, rvrn thiºu10h ºn some dº. ti1hutc . yarnt. Ihry 1114rtirr dimºaºn 
pimp rottccpt t'iit ttt'stuucc, º1 a dºx tººº h: º% pvcn a wiony turihrul 11tr. i trption Isº hls 
patºcnt, he Cannol dcuy hi+ ritttott llrrau. c c. iIh Ihr +ulrºlotiºmrd thw. Nil Iti, cach ir. ult º, f 
tc'. t, mwtºnk, dtagno'41% atc cnirrcd Nttu Ihr +yaciu All thr inltanºation in+iilr Ihr . ýartn 
act. s<+ pttxºf ol actttn that has bcen pcifotlnrd by ra4 I) donºaºin Pitºu11 
14 4 ticutcutithm 
11: r t. º=. ]4 4. k tcatc, dclctr, ulxlatc, A. h: u1}: r antl i: 115daic data rllust IV %cp1cp -old 
utiautfli>fttcd acýr, ý týý ptutctl thr uikanlýatit>u', aý+rts 1tu11i cttutt, klasallyd 
mIt>rtnattun tr4ktlgc, 4 tit tllitns pulatum 111r +c}: Ir}'atittit alms rtitastill +a++rf at llunt takrn to 
. cl><itatc 4>i1rtatamal gttlup. ItutlJ thr urtHVUk IAupu+t _'tMll) In rqpl: nihllp. this +1lnatiull 
lutihrl, 4unrtldrt uni \Ituattutl 11 :i dortttl A as ptupttsrly tti`ilnt lu h: utu his patlrllt, fir 
wt, uld g1Yr the wtlyltf; tncdltal ptrNtllplNol1 ttl 115: 11 piltlrnl at111 hl' ca/1 rtitrtrd ii thllrtrtll 
ptr. 4ttpltlm In"ltlc the . y%icitl In iht+ taw, ihr d11t u# rain Mimic ihr I'll al tnm, ir% wrungly 
omr tncdi4Al ptr. tttpitt)tl tu thr It: lliclll 11 %w Itavr . rktrkutrd thr ta%k ulid , lttitttl, rl'% 
ra: uct liK ihr phatillactrn is drlcud Ilrt. cIl by . ht'wtnp ihr pir, 4rSpülin ltiitr" so Vrn hy ihr 
di><at>y h 
3.4.5 Audiling 
Aucht t% an ; º. tton un<lcttzlkcn tu ulrnttty incttlcnt. rck;: u)! En}; scrurity of to I(ICIIIIIY Issues 
utrtch ttttcatt: n . rrurtty lt it1ýulýcý (llrartý'iltitýil uI all rcýurd. l>rrtairainf; to 
. C4Uf)ty act)"n IF ur tna. utic ºutn(nttrr,, . ctvctN, tittucr., tura"all antlltctwutk mum hc 
pnrt; ranuttrd to grncratc and . avc thr . crurtty logs. or audit uail") (Aupua 2tXY7) 
3A6 ('ontpUatwr 
Ihc vr. iltlty pt-)Ilk y tllu. t fir IC41d, undctst(x><I uttd adhctr it) In otdrt it) avoid ally hicadl 
V. III ttlay cuntp(ontl. c ICI" lrcutlty (Auj! ua rt11111 1 111\ t lltlk'C(It can only Iv, achirved if 
c4uh pcoplc ulvolvcd in. ulc NIIIti havr thc scllrr of wil>, lnslhtitt, V 'I11cy mu. t Ircl that 
pti, tr. ttng ottr's pt1VilCy 1+ : 1+ U1IIx)It: 1111 as thcy urr pwictllnp tltru on 
, 
1,4.7 ltccot cry 
S)ýirº» tcýºý. rty ºý rýýrttiº. il liºrtt. tüC ilý'tliialºIllty itift) ilCtralhillt. y: IIIC IiriiUl ºýI+irclivC 1. 
a> tttmuttllc ttttcttuptiºttºº of Iýi++ ýIuc t1º hcºnp ualºtrltu1c41 ltcriivcty tau tic tuulcttakcit 
u"ittg b4k-kuFia ttttd by c+tahtº. lirn}ý a pl: au Icºt dý. ct+tct trotvcty Itlupua ? 001'º Tiu. 
Wu: tttettt liº 4citt000t1 (tit all atiliýtttiutic. in , y"tcttt iuui tltrir, cur itiaHy tyitc% r>l ct, tult<tatcv 
41,1tt't Owls {>týxlttct lot t+cktl"ctyF iº1 ilata 
1. J. M inlcrtklýctxktvrc 
Illr : tllafrr pºlººcrl+ºr. I, l; tnlºlrnlcut and . ul+i>. ºti cia"1º ntltrr lirta4`c, tilt , tr1º" tstArn 14º 
tltwtmf)- live Apprtwh A. much a% p, "++lhlr Nhcn +ºttatºY. ttº}: : lud dr. tpnittF. . ccttttl} 
1t1ec1tAltis113 Aft! CwitttAl IcrCttctltc tnattnumt (r%-cl oi %ccutttY 1AuPu+t , 
'tx)7i 
: 1,4.9 1. v1 1o ktww t'oºIlc) 
il>c tctlu "nccd Io knw. ". %%11r11 11. ra1 by }'. alýctultlrul ýtntl tºltlct tºt}'utlli: tti+ºaiý 
Il>Flftttulafly Ihct+r frlaictl 141 lllr ltulttüty 1ºt r"lti+nttlpr1, tlrmtli*c% 111r loolklitsit lot 06414 
Ntiiih t+ ccºtf"itlcccd i'rty wtt, ito-c 
llfitlcf ftccd it, ktf*rºw fr"1tit11t+tt.; cvrti ii tair Itat, At ihr nrtr. %titity to111t fill ultpfuvld'o (sot 11 
its t1 sc4afiiy clrafattt°r1 it, a4cc.. + t'cttatit ittltýtlttalitºll, tulr Wtºt11t1 u1H IV ktvctt at: vc%* tt) 
400 ilift NfflaNtºt1 ut11rýý unr I1it+ u+I>rtilit tirrtl ta, kluºw, 111411 tk, iw4'cfºk In Ihr 1. lift ºtttlplttti) 
ntumot hr nVc""Ary 1ºir Ow 4ut1tlukt of otlr's to11i4º3i) dutlr% 
a1s w1lh mint sccutlty tnCt, "hams tns, the aun 1s tu tlrakc 11 difficult fin unauthtºalrcd arrrss 
In t1t}LUt, wlthuut inctlnvrttirncinp IcPtt1m. Ur atccss 'I`hr ptinctlilc a1st1 . 11111+ tu 
thstouragC "hrawslnl; " of sen+ltivc ttlutctial by 111t11t1111; urrr%s t<i tllc s1na11rst Ix,. %1f, 1e 
nunlher (if Proplr 
It hall hrrn alkgctl that nrctl to know 111kc ttthrt srcuttty rneasutrsl call tic fllmlwd fly 
u1ttlr prt. tnltwf whtl w1+h it, trlusr othrt. . ttcrss it) 1111tyIt11at1tt11 Ifley hohl lit all . Citrlltltt 
it, int: tcac thcit prrºElttul Ixowct, or In prrvrnt tlnwrlctlmc tevlrw tit thclr wtnk, 
Pic ttcsccl to know principle is at odd., with Intim (ultlTtlsrs of lntrthprncr und rrscurrh 
wiltlr tltlC putl of all 1no lntltitNl may have klluwlrtlpr of %4)1110 0141.1.111C IVsI of this 
iMtlttltlQtl at wCll a+ gthrt lnaltuttt, tl, lctnitln 1}altat. tnl. tiiilt'r rtllrtirlK'r shows Ih. it tfata 
. Ituw+ 11% ttRt, t valuahir itlltºttnatn n r»lly wIlrtt Itrrly connrctrtl, Ihr nrctl to know is 111 
lacl pulling a imtlt on Inftºtmatstill that itltrlllyrncc "Pent lr+ call patllet (rvrtl 11 tilclc air 
txt Ii1t1+t+ In Ow amtiunt of Jaw 
( !1 \I'I I. It I. 1i1 It 
I)iIIIS - 11.1 ('It I IN til'I-. (11ý1('; 1, II( )N, IA til; IIAl: h 
In 1111.4hai?  tst. tlac 111,1111 Ioklls i+ to dc-'k Ir bc Ihr %ilii. IN ; 111d Ow %rni. Uiitc itIlc. III I>Ii1I'+ 
ýctutrtý m1rt. , liºIf 
ictn Iatt)!. ua}: r Atltlºnp, 141 11 )M, Iradrt. %ailt iw IV \Ir%+nl}' thr lt)nll4tllscttl 
ill ASI. tJalixha -1 1 11äy I'º) 7 º, l. Itit'tl tI It º; ll'L.; uul Juiý I99111, I'ouclrt {Nic+><lrttlcl. 
04ttltatN'Nt Ii Jul)t(lt)t., Nitc>ilctlu*+ 1 k111u: uu, u >'IN1I º: ltuJ IIIIirlursrnuup a %ccuttty 
nu, 4Jcl hh, 114r+ctlby 1tc)s,. J AtItJ4'tm)tl I: it14lrl'. iui Jim I996, ýýil4lrtmm N`J: 11' I'NIh1 (trhrtr 
4tºnltng to th; tt, Ihr tutltrllt of lust srcitUtl %%tIJ hr º11r It11HRllutu1ii ill t111Jkti nuKIrI 
trýrtý icH Itt tht. +cs Utºu, thr ttºtxlrl I+ rtiitl; lrttrtl atul %rt Ill nttt. ctlt1u that 1>c-rtl It.. rcl it itlun 
Ow ttwthcrttati, 4l nuKtrl I, I+tr+rtllr4) tttr i h, ttstro wrtit tut thaw ºº $11r º1om uwm Mx1111 
11011ktr+ 41u1 hUN DIMS trj)tr-, rttt thrm 111rn, thr% s h: rlstrt htýýrccýh s%Jtli k, nsly; 111s)tI 
attaý"týtý It1I11ti Nall thrrc 4tthct "rkuttt> l: sn}; u: s}. r. mhish : ttr : 1tiI' ,I , sti("(), attýl 
I'imtl. ct 
Thr ir". wit tl . m1h: q1r0lr. Uftºrt10ftMI M :º 13111r mº1) º110º li'+': rº1 : ºt tltr C1141 411 tlºo k 114111rI 
a 111iI I Itinºückl mrr* it"N 
ttiltT'. 1. ft1t,. Iºt-. ttilIutrd 
Iý, t IIr. dtlt If t1olnIM It III 1}+Irt1t ttltltlt it',, it %(. 4 111 it y 
tl+cttlt., tttott IattE'liorr Iciitt. ttrtl u+itt}. t+il I>", II. y I+; t±rtl ttt: ttt>t}ctJtrIII" tiltnt lac: ttltt tArs 
tK-t.. i>"tk 
%%I Ih tttr Ilit It : fShl4lit Ili (t1 ItIItttttlill. llttl Irt'Ilttttltt}. )" III), t+ttt rtrlYilp>1 111c illt> 
hcrtt 1tul1a. trd t+Y thr a! iltitt cttl+ýtt ý,! If . tlýtut. 1 rýa yultrtc I llr }. tr; tl iitlrtrtil ttl +Itatitl}: 
Inft)ttnalkon anit)np cntUtc, , ip: ll; itc hy dt, talnic t, t>rn a neý+ 1), ad fill ncl%%tnk , yxtcin 
Inittatcd WIth thc cnletgenic of Itcallth intt, ain. ttit)n , }, tctti, Ihcy Wt, uGl ; uin fill 0h311nF 
InloftilatilNt %%h10°l) tcacl+ it, , oct; d lxcncitt, such cvi>t i ttttttt}! ; nitl +avc, Ii%-c. 
l k+pitc all th$t hctictti, , till the Int)xt i onirrn hy thr pctiplc i, thc +crttttty` of Ilcatlth 
+y. tcin In lxotrc"ttnl; thctt pm: tt } 1111. Iead tti +rvital pltitilcm% ishrtc t, nc All them i% tlic 
rn4nagcttºcnt taicd wlicn thc nctti, i)rk hiss t>cel, mc widcr lt'. hard and costly to nunla}'. r a 
dititthutcd and latgc muntirt of tyttcni+ Ntiwadaty%, the tir+t «: ty tltaiinpittp. th, lirl)tited 
t1+tcHi it Pit stttplctnctltttif tx, hwy hal, ctl mauia}cincni 1111s thc4ý, : um to ; nil In hitnF. 1titS 
up a tult4hlc ta11ptlal; e to licit) lntlu, tiy iml, Icnicitt thc scCutily tx, ltilc% in then 
(NgaiNtattiin cftci tivcly 
llcix)w 1+ thc l)ililti Ih; i); iant %'fictc this l. ul}'u; tyc , iiy. }'c*t, raih +, r}:: Inl/atit)Ia within thc 
licaltli tict«t)tk to hc rtiiut). t? d au"ittitfiitp it, Ihcti ittttx, ttattic at diflctcnt 1c%-cl, 'ilu'. 
+ºVttciil att; ttttiCt cash cntiiy Iti C"01 Icccl . is 1)tilcit auul t, lilrit , ht, ttltl havc a, it (if , utilro 
l'hctc alu) a t; Ctlcial that 1111i, t tic adhctri, l by all riI)fcii in fill', +icfti anld thcir 
4114) lx)lio untilttc Iii thc lcicl t, nli; I'lir tliagtarti hrlt, tt the 1), I11ý I)r1}a: wf1 winilº 
liýtrifc . , i.: t t. tz, tl>; c .it,. "ý. t Itý l, 
I. tt C tttt- ttttý: ititlatltan 1t11t, ilillctrtni it-ý rl 
firuss: 11N111ti 1N»gtom. 
(A) 
I°1}: utc 4 alxrvr dcsctthes Umall it ihr ttuxlrl I)Ittrtrut I>hlcci ; uul suhjrrt ssrtr hlurcd at 
d/tlrrcrlt Icvcis Thc I: nM I, : 1, drnt, tcs lrvrl w"Iºilr , drnotrs a natuiai ttuºnlx"r antt It. 
gtcatct than Of equal to une and Its inlºnºty_ 'I, fºc countluy. 1s it) 11"We11diny. oldcl. DIMS 
alhx: atcd thc Ics-cl nutnhct unc lo trptcscnt ihr h1ghrst Icvrl As ihr Icvcl nutnlx-t 
1nt: rcasing, of tncatls the Iowct Irvrl tflcy : nc h: ach Irvrl will he aplwintcd its owl) sub- 
IxoIlt y(nüt shown in thc diagtllm) Still Ix)lit. y is unlqur tin cach Irvrl Ihr sub-pllºcy 
rrpicscntcd in ihr systcnt as : rý- Ihr ohIrt-t rcptrscnts ihr nlultl of gam /at loll% III 111C 
systetn (: )1+1ct't kxatrd in ihr systcm acconding tu t1111rtrnt IVs-r) ihry hrlrnl}! Ot1r cih)rci 
ran be at unr Icvcl only at unc t1111c tih: ulny. ubIrri Ix°tsvrrn isst 41111rtrnt lrvcls at thc 
satilc Ilnlr 1s not allowed slnt'r it will Iratl tu cc+nihrt l>+1hcy 'Iilr tl. t)rcl in ihr syslrin 
tclnrscnt as C'y As lot the suhlcc t, it tclnrsruird : 1s 'a tiuhirt t hclunp. to ihr 1lhtrc't 1". ach 
tdllcst s%111 havc a sct ol suhtrt t in cilslct m: ultlct, suh)rct's tolr ºs as drpattnlcni sshlrh 
hrlunp undct its (. )tganiraltf ill (Ili this rN: alll, lr. ihr mpanitainon 1s ihr uhlrci) Not it, 
Im )! cttlnj!, tllcrr also Ihr grncntl Ixºhcy wlilt ll st: ºnd% ihr I14 1Iicy 111.11 is uhltP. atrd to all 
t, hlcci atxl sublcct in ihr %1 --trill 
Otxc tllc ohlrt; ts Iakcnt) havc hccn placcd In thc Irvrl art ttdiny. ly, 11 uhllp. atcs to t umply 
%% till ihr Iiollc y that ºnt't, tlxn: ºtr. in Ihr tcsprc tivr Irvrl A lxolit y 1s It tr11c that 
drimcs a 
chuºcc In ilw hchavitt tit it svstcm tirpatatnl} ihr lx, ln"y Itum ihr nllhicmrnttllli º11 of a 
+ºystcnl pcttnlts t11c Ix, li4y lit lx: tntxliflyd in utlirl tu tfynatnit; llly rhau}: r ihr sttalcgy fill 
nlarlaýlný thr syacm and hcnrr mtxlily ihr Ix hýlvlýn ot it svstrtn. wºIlllnlt t'hatll; ltlg its 
urxktlying lrnplctncntaUunlNlctxlctmts I). unº. uun1 : 'IN)I 1 
ý.: N'a+iº Ikýfltutlýtttý 
Ial"trlbulr. t IIc. ºIttt In1ºýIn1: ºnttn Sy. trul iIIIIIISº. rc III it y Iapyuilyr 1% orutrlf bawd Inn thr 
%cl 11r. ºr) IhC putlk+. r ul Illla liltl}: tl: l}! r 1. Its Irlnr\rtºi ihr 1x111t y wlut It 1% umually In 
f n}ýll. h Iatn}uu}ýr IIu. Ilingutrýýr Ilrchtatrtt Iýýt uulllrnlrlliltl}ý "ra uflty l+uht tr+ w tilun 
tllarlt+utrº) H1ý- brh+ý, thr h/Lýý f+Iýhllr, tl\Cli I11 4111tJII? tlt. r4l ýyartu tllr tlatu. ýrll itl klý"c 
the rcattrr" All mrivlew Atx+ut I hl IIti wt utlty luttputlge, 
(1 1 
41.3 Accc" ('wttrni I'rºIkic. 
Aº. c.. tontto1 Ixºfiv) t. thr IxºItcy that Itrtilts tytte'+ ability tu Ix"rfurnt ta+k tuwun) crrtatn 
4ºhIc'ct r>f target (I: )amtantºu Iýchtuary . tX)') 111ctc atc u nunihct ºº1 Ixºhcle% tc"ale, hr)uw 
the Accc. % corttrcºI IxºItctc+ 'I11crc are authutlcatlott, ohltpatlun, reltaut arnl º, thrr IxºItcte. +, 
Iiclow tf the Ittm eletttcttt of ucrcxt, cotttttº1 Ixºltt lrº 
4.3.1 Authorisation Policy 
Autl)wtttat i, )fl jw. ht 1c% dclstir whist at'to t'1llr.: n1 t, hlrtt tan ties lof Ill oll tlte +cl of muhictI Itl 
the systerh. 7llrsc we cNwntial a4Cc tu111i1ºI 111tlltlc%, to plulrt1 tc. ulltcr. : Inl) . rtt'lt-c% 
loom uf131uthtNllctl at't"c%. tNlttKletittº. ! ): utliaftuu "(N)I º In di"ttlhulyd Illti, 11 111111111ro of 
pcfmnl need all at'tr.. it) Crtlaltl l'11I1Ir: 1) Irt'utd Of 41at: 1 Iiclttlr :I sun (tllllltlüfl All 
tlufe) f% aulhofltctl tu get tKt'c%% to lhr jt. ttlcnl lrctntl, tic Intl. t IV Added to t11r . rt llf I. U. 
dcflt><rd Authttrucd I". ntity I-. " ran tic indttulu: l) alltl also ;If! 114up hut rvrtY pcl. tln 111uN 
belong lo a pttup 11 trnr prf. ttn Who allratly : Ithlrtl I11tu Ihc V httt h: I. tltt1 klvcn uny 
attc"+, mill be Canllul (trftofill any to ally Impel of utt)ct l I' t utm%t" ot "ct'rfal 
+ct" "ut: h a. Ixx' ithnltlan. ), NIIkSI-. Ixx'k (IClcttulj< thnwIan+º. KI". tiI-Ak('II 
(tc. rattllrfý), alld clt: 
('Ilnlta) fcc{ºn1. al+tayt a"+tltl; ttc ttlth p{illctlt 111r +ct (it tlinnal Irvoll1% 1% denoted 4% 
('k and the wt of paucnt 1. drnotrd : I% I'I 111. frlallt»Iaup till) IV trpfr+rlltrd io a 
futt4tloI1 f('K Vi'1 tt>c wt ("K 1141. it. own . uhcri whlth lupitally, trtrtal dillrlrtlt 
fr4420. ttratcd at dillr. fcnt unit% cvcfl ill tine +. ttttlc htt. llilal. 111r %1111%sil lot call) CR. 
lrl>*c. cnlcd as t'k, , whrfc tllc *yfttl+t'l z dcnlºic, - tllr unttlilc 11) t1I stir t hint 411 ftytl/td. 
belt-gig In a pAt)rfll tt a114t y Irpfr. rtlN llle dlflrtrJll trtufdk Y Irptrwtllyd ll%lilf: I11IIlltlt'eo 
felt . ofllplct till frrrntiatttal af1111f1j; tltlutal irk tnd, ful cat If ptltirnt ('K. , 1(, H. t. ('K. ,. 
CR. , Cit. .) hcK 
drtxNC. a" ti 
Y1 %1111iblCF `ItCýt't1i11111g1 Itlt 1101tA11a1 ul thv- lum 114 tt, Il'1t -1'1 
j'hc 1. ciM. : g{c%+ kÄp lViu1 tu a t1U1111Vt 1-11 CheJlcV% 11 wnlld 1x- ot)1'l,. N. *Ai'l'l N1. ), 
"t"KI". AII. tKlA1k rOhal II<. 0 %'ll'. W , t: \#tt), 441141 r14 I li++ mcrli* . an ! ic 1111h tow 
i"1 the Ou»e'c" utril i an Alm, IV all M il 
Within dh%ItlhuleR) MS, a1IUwtltk' ackrml% irolttlllrt) 141 +rYrta) wn11111º, 1º% oI tUlr% º11 
. ºm. tlatnt. Ihr1r 1110111 hc . 141r41 thr iyIºr º11 itlr ur irtºUtl, thr lºxaltUll ul tlir 11Ir 4n41 111r 
itcfraln Policy 
'"Kclrarn (x, hk rc% dcftnc the 44: 11u11. that . uh1r4"t. nur. t trlr; un Irunl px; rhºrnunk, III uthct 
wo(d+ tnu+t not lrcrt0rnt, on tar}xt objects even though they nuty actually be pelInItted to 
pctturni the Aktrun Kcfratn lx)li%; re% art us rr. tr: 11nt. oll the a4titHt% that +uhtc4. i. pcrturm 
and atc iniplcnicntcd by suh)e4t. ": tNr4'cx1crno, Durruunuu 2ttt)1) 
Iýº ý! t. u F jýtuup. ý I(ýtoup. ) , I. 
I tsar ýct ) X 
ýC'unýtratnt. " 
t'ýýn". tº. unt. - 
4.4 1ran. ACtlan Nalky 
It. It1%. Niltltt i' 'Ii ! llcIlnr" 
t1i)w itºc 11: 11.; 11114111 1111'r.. I>t'iNrrll CA 11 t11r: Illl/: 11Ion wltIII It 
111ti tnu"t t, r llrtl41tinri) tn tltxlrt ti) rtº. tur d)r . rt ut11p ýd` 11ºr i111ot1nutum ttcltl. Ictlcd 1ýhr 
04nwtum 4411 11aIy tie o4et utrd Own )wa) v: lhil i>rf. iltt 41t u1nt, % tr{ i, ptliiril rlii h iithci 
thetc mu+i bc unit 11141 tctlur. l anti ihr öltief trt'rtvrd and i/11' r.. ihr trilur. I Ili ihr in. t 
placr, Ow rrNur"titr riium Wild u"et i+i triluc. i ºt. well ii. ºi. 11) tt1 talc trcrtvrt '111r 
trtrlvrt Will whlth tkflulr1, a. ITS ill Ihrn ihrck 111C ViIIIIIIIN' 11) Ill 111C 117411147%1111 W1114,11 
dctx, tra ai t°: i>i brliºtr uc4rpt% the trtlueN tilt ptllir. %int"` Allrt ihr tr4r)vrt Iºnl. hrd 
11ft, irl. c., ti "cttt: l : ttic tc. illl which rcpºr. rtio. to k' it, ihr trilur. itn An uckn41wlydytnrnt 
ut 11ir tc"ult aitcptantr mu"I IV ý. "uc" by Ole trqucsIln utiºt% which drtº41tc. : i. At try/t. 
Outing the inns ptucr"" tl4cut., both tctluraut und frt'rivrt : ur in ihr it: lu. attti, n 
rt, nc i'tan. actiiln rune will imly c1141 whcn Ihr trcr. Ivct hu. Irk-mcd file 
ac ktniwlrtll: rtincnt 11t ac4cptunt cA wt of tt t1n": a liun trptr"rntrd u. 7, 
:&7,1,1; 4kiº ýP tlmtaýn. "rvrlal "rº" whit h atr trtlur. ttit 11), tcrrivrt 11); titvk. te. ult. 
accrptant r ackni, w kdgcnlcnt ntul liter *tNti lt l) atttl 11111C IrIld 111 4, IA 
1.11t11)ýI: s 
ýr.... - tt'4N11). Uci11). 
Rº 
%, 
ltis t. 11F 
4.5 Obligatioll Policy 
.. 01,11}.: Ihºº I*)Ilcic+ '-pcc ily the i4t'llt>ný that muýt he 1>rt ft, ttttrd by manaltrrx withrtt the 
+y. tctn whcn crttant cVrlºtc twcut and pttn u1r ihr : ºhtItty to trrl>. )tid it) ch: ut}! mg 
ctfcuttt+tancc% Uot cxatnl*tc, . ccuttty m; uta}: rnºrnt Ix, lºi tcs , Ix-t ºty w! º. ºt . 1t°tº, ms tuua Ix- 
. pttctircd when . rcutºty vtulaUun cxrut : uul %+h() must r%. crutr tho. r actiº, u.; w"hut 
auditing mid h, ggm} activities nnt+t tic prfl«tntrd, whrn and by whom" (Nw(xIcmo% 
Danuantiu ý()()1) 
+1111w Ix, lºty drprndin}: oll cVrttt ttº}: 
'rrtcd :\ wt of 
rvcut utu"t hr driwed aud trptc. cnt. 
: º, I: - VT: NI ,Ih. Vl: N-I ,, U. VU. NT :, h. VTN I 1". V1,: N'1') whrtr k t% nunu: º1 numhrt 
Mote III rdu; d to inc tuttll tt, tR(ººnty Izaclt rVCttt h: º. brctt a+"ºY. 11rd tt. acttutfi% 'Cht% 
phxr++ lýnuwn aý Uhlº}: I hr tct 1 Ohlº}: trptr. rnl ; ºa Ohlº}', (( )blº}: i. Oh! º}:, , 
Oblºp Otth}iwl4tfC t sit natut: º1 nundtrt nººýtr th: ut ºýt rtlu; º1 ttý 1 uud ýtý inlýnity 17ºc 
trlaüunchtp call hc fhtºwn by is lun4 tiº, n I RA'hN I , Ohhy. l"on C401 CAI11%1%t III 
. cVrtal . c1% 'Atilt It or (hr. rt. of attºtnt (al, the r\riuU'H (1; 4 ), the tatrct ºrt t+h)rtt (I'-oh)l,. 
timt (t), and 41011Vt 
I"V. -1 
( Ntlrg#, I. t, 1' t, I'. t. tit+l, t, atc'luý°r 1 
4.6 : rvd its K114i'A 1,4111t. ) 
1hc I, CCiI it, I. rno. % t. alxlut gi%ltif: thr tircilyd 11i14HtttAtiott at it spr4ili4 ttttir 1r (7ttirtkrnr) 
talwc* tit thc tfu+trd trqurýfiýt. Ihr traluc, h)t %+111 tx- }; rltitt}: ai'res. It ? What hr Is allow-rd 
ut#Iy- utxkt ttrcd ät, itnt, W 114111t y In uý rti ütntit}ý this I+t, ihtatu, Ihr . y. trtu ov-tillic that 
thrtc mu: 1 hr i1n aktrrnicttt hrlwCrtt 111c tniorttii#tºuti ptt, v14lrt with 111r tr411tra#1t utxºut 
What tnf+, ttt#attt, tt atr htgiGalty 14º hr '4114-t«rtl li+i at tr+s , Ititsrip. , I'r4 11ic41 rs'ratt, 'ihc 
. ý+tctt# a%suttaCi thAt thi: tr will IV a%ct oil ld+f, ttt c%rnt tltat It. Ird ititur thr aptr. ctncnt 
Ihr. c iiril4i wtll t+c trl+trWCtttt'd by- Ä K! t (t.,, 1%,, is, ts; ) lshrtr is is Ifir 1; 1%k Its IV 
pctt#ittncd and tt t, u natutat nttto, hrt A1110 1 ittua 1ir Ptrutrt ttiatt tit rtpiul ti, I imil 1111111 
tt#Itl#Ily I TIC tCllüClti)f wtt1 rtttrt tltr +pri aa1 taa, itUttahrt ttl 4`lrilr 11114 1 ihr , y. tct#t> Ihr 
a), tctt# wt11 tt'ir-otrn cr (tttnciplr it t: utird ant) 1114xca thr ttitrýim; ttºtm all, . ltcviltrtl 
(11 
Ilºctl, the . ystetu wtll trtuºn ttºr utttº{nºatºiºn ur data welled to the IC(Illcilol. Tills 
, ºtuatºun wtll cuntc* wtth +lWitt1Cil tr. Ulitntn Midi . 1% 
111111t [tic who allo%scd it) 
rcclweu anif the . Ixe of the 1171oºnlaiirnt anut the lx-tnxl of iimf to know will last, The 
example of tht% . ltualUun c: an IV ºead at ('h: yºteº 1 
4.7 *crtitit,. I. aagtutt; r% ti, Itrptr, ctºt tirt"tºt-it) Pool R% 1Ic»Icl in ('liuir. ºI IJiro N'tººiºtign S. % %I rill 
tlu+ x. tc n tti ill Ix cliý týlc il uitit lutu tiulc +rc'tiim . cc lu rc raCh u"t tticn dc"aittlx`% in cirt: ul 
ttttc %ciuttty htnyualc to trptrwnt 111C 1) Itnnitplr. cci tirruttty hrltt N Alcn)rl in ('Inºnni 
lttl4, tnt. ºtºun System I3clow air %rttnr ititiwtt: nit ticfutUitm% nrrtlr(l to be . tutrtl IK-lotr %tr 
.t Ian}uap. r to trptr. cnl . c411111y Ixthcir. 
"t Io. c. l Politics II'u%ltvc Authutiiututn) Ail uttr. % is }tiunirtl if tltrtr is nn 
. ttithot i/: ºliun +tat14t}c that thr u. ct t: uti utrrsv thr ohlrct 
" 3, >g>, rn I'tili4ir. INc}: ativr Authotvutºoni. A tt. ct ru14 itt'rrs+ uny ohtcct U14Ir1. it 
II, t', hcrit rliýlit illy tlrnirtl 
" \a A4t; r*% f°ontrtti I'ollt y is u. rt of 1111c, tlrfti1114}: Miat is atithtttrrrtl 
:n , tccr.. ('onttol Mr, 1º: uu. tºº f. a IHllit > iiºº1, Iciiºcrºt; ºtivºº tºº rtº+uir th, ºt u11 
l1 krc%C% air ºn ac'cottlatºsc ý%ºth thr nnilctlynº}: IH, IIcy 
i^ Ii tic ºuthorllaüttil %I1cr1[1t, utltus I. atii; llu{; r ( 11I -) 
'. t:. t Llttt'tt. ICr tu lrltlr'. rtlt thr wt its its Iilullt'I 1> AtiI : 1S I tlcllixliA 
II%I)t) 11. it 
latl}'uaýc ll`tl C. +tllfcýýit1}' Ihr : Illlhtt11J: 1111iiF A110Nllltº}: 10 atsi'". "; ttlilltul Ixtlllii'V. /1tiI 
+upp4º1vk a tutnlrl 114--r4l t, t) Iwlº rlrrtlrtlls, al) i 111v4f (o) %%liit If rtttiltt Ix- a i)Ir tg ilitr(t11ty 
its all sglctatttig W+tCttl tot t. ºMlc III tcIatlt'tl. tl tlat. ihilw, alul all . 11itlltt(Ixcll riltity s41ii1 could 
i1c u. ct 1t! ), }atxili (G) ot tulc. (R) Ail ; IlIt1N1I11-; IUuil llilliCy fit Atii i% it ulaltltlil}; that 
mal" 4-1uplc. lrl, l1. k. uº it, tlic . ct It, l, %+hrtr is 1, an ttlac, t, $4 oa u>rt, Ii 1+ it ttalc tºtul 
t1 1% an at flott, %1111V # iticalt+ atltlllq ürd ailil - iitcatlS slrtucd 
A, til: 4k. ij; ti, rd ptltt4iltally tu cxlºtr: % Ihc IttIIt s, inl.: tiilr", 
-'iiltlle IIiýIfilºp 
kulcs u. c41i1s tiy. lclll 1rt, us it y (tlIIt rl 1\M ll lti: III1ý\ý of dc-fly 44tc+%c% tu 
4111)rt 11 ca11141t1y 111 thc Iºtllusýinr. Is'llll 
(: ', JI14ltp 114.1. " ii,; Ii: "tt) cI i'4 A /. il 
'1111. ptrdtcutc +ytnhtlt ýfatrti that a subject .r t'a11 
1h,., ºtiºr u14111(, ri; ulttt st. Vn 1"º ut 
ian11ot Inr. t, uttvr uHtatt, rt; titrurl st. tivl Ix'111)1111 titr artlutt it oil tile object 1) untlet 111C 
Condition that : ur alrrttictl by l. 1 t4 41. n whrtr /, / l. n r1)ultl be 1)ilc ()I tile fidlowslig 
Ittctal" III, dinn, of tyllrot t'tini iplc I to the tull1)wi11p. +c011)n t+ : 111 r%., ºnlltir of fill-. title 
Dritºwltt, n of rtt/rs u+cd it) drttrr 1111111w it auth+ýttrattun< it1)t11 cypltt It auth1)ttiutlun. 
and dcictmutc tttc authotti; ltttm pul it y Indretl it is tut cx In r+. utt: ptupafýatnm 1)( 
authtltirat1ttn Along +ublcit'.. 111rtiu4'hir., 111 : uldttu. m drtlvatto11 tulc% t'an cxptrý+ sutnc 
k111d+ of 1t11plwation trtattonsttipt. urh . IS ihr 
drtiVatltm of un auihutt/attutl 1n file 1). &%C of 
Ow 1>rcwtltr of thc 4t>l. ctx'e of tltttrr authulti<tuuttx '111r ttettYatumn tulr his file lul14-1r+"tn1; 
totttt- 
I)rll antlt, ln. l. Siomit ý"a) 
f" I. /tfc it I. l1 
'tlx light hand mac of this tuk dcttvc% ii Itu%intc Of ncpative autlnltiritaon ltktctntutctl 
hy º ltgn: -1 fill a+uhlcct 1 tu Ix-tltanl tllc at inºn a tin Ihn uhlctt it arrtin1i11I_' Ill) tU1ti111nt 
authutitatuºn m ihc rtpht hand +iilc (/. IA t41.10 whrin /. / /, t tuuld ix tinc ul Ihc 
Iltctal. ýatltlti. dctcandtº, dunc, tit), Its, 011111 of tyllrof 
/crlnlultu, I Hole. u. cd tu tc}, nlatc hum tt, tnNtiltn ally t'titllhtt tti11h1 asrtuc I"ctNCCn 
uutht, luatt0n. . Itcrtftcd fly lilr autht+ilraUun title. +ttnt/t+ antl t/r, ttiºº+I+, a. its Ihn 
lulltivº-Inp lt, ttn 
/h+týr s, - týalt -ul f /"ItýC +ý/tt 
(lu. ItNtn "tatcý thc cnhºttcntcnl of cxcltmn}: III ºiytt I"i of tuihttldinp: (it tt, i; rt 
I an atcC"* till an uhlett h} a+ultlcct , In t a. c til a tunllft t oil ihn AiithutmatR tsn itulr- 
(t a, tdt, os tlrit ant +, i its life ttghl hand +ldc 
At t rt, ('t, n/rnl Rulr+ tit hc U. cd it, tepulittc actca ttllitfttl dntlmtºtt* till thin 114%1% (If 
autli(glr. atltltl +I>ct: ificd by ihn authtitltatttºll tulrý /lccxyý t ttntitºI tidct; lutvc Ihr IoHt: ºw-mg 
ftattl 
(iºunl- I 1gp, -a1 /. /. 4 . c/t, 
Iht. ItKtil %tatc% that a tr4lur. t ubulsttrd !, } a u. rl 11 1%1111 ^10r i,, lr. It t I, riltttt thc 
a11, t1n a'AIIl be aliuwcd t%I}n "0" i1 I1, t11Jd, lrtl Imp I bawd kill ; III 
6,42whttun %'#I Ow toýýht 1141141 , ý=Ic I I. \ .ýIn ý+ rtthrt 4'att, lu, drýý. utd, +, , 1ur, d,,, in, , luttt. 
of t)mc. ýl 
01 
/11IrL. "ft1i Kulr+ usrd t cNptra thifrtrrtt kind oI t oil 111C 
use of authuttxatluns Cntc}atty 1111c IN .1 1111c of thr 1111111 
lirrnºt 1F1.1A Al il 
Whctc 1. /A Alit IS ctthct iandcº, drriatuh,, d, ºnc, ttu, it). ttirtn. ,n tylxul 'Tlus tulr 
, lctlvc% all cttut c%cry titttc thc 4ua(litt, rn+ in the tif! ht hat)(l side of the utlcs iUC satisltcd 
I'tuntpIc I 
A. uhlcrt . ran rc: ul ht, nt and wtttc im it rlnural trrutd rlºnu aJ ºrt r, ºtl if . miy. . tic t. In 
t1tc arrc+" "1ntn>I 11 %t ('hnº. al h'rt., nl , A('/- Ihctr . Itrrtltrd a% it ttdr) uf Ihitt tc. ttttt 
I hr 
lulluwlng 1% lua an tluthow; ttttttt tulr '1 fir Irlt hand adr p; ut (ruºt. Ao(hntt oil lo-1 % 
sºra. Uºvr"tlr)) s+ the authuttrata. "n that 1+ ttr hr PtYrn ittut Ihr tt}: hi harnt %i. 1r patt (Ig(s. 
E`lrniritl Net , III A(Y. )) %prt. 'tl)'lisp Ci, nditttHtt, that tnuN Ix- %cttitcil Im Ihr : uttlumuraltun 
itº IV Iwld 
tajkL)lehntjIII rrt"rjItl. t : t<jra4UttvIle) 
F tA(. t: ('IuuCal krtYºrt1 A ('1. ) 
Yt 11x 1p1C 4 atld 4 
111c 14/114wºink ,, tidC %tatc+ t1141 a ulhtrta 11atIr111 11111\t mad hl% Nr4'C%\ 41, t1t1111 II. -t 
t"1aý1+" aal. pre a, ºal A('/. of it 11,1. hrrn +1111+rnd041 by 41 -uhtrit t litts, waa aht+ i% authl'l»"rd it, 
dt, to 
E- t taldaN('hru, al Sri uºd M T. I 11n1t 8,811.6 uppraall 
d", + 'luua 4r1 Sri 1,111 A( '1 . lNlitrral. 6 fr, st11 
4' a ueulaM('11. u, u) I(r, 101 . 4( 
`I.. /Nthrru, + tr, lall 
4- dtN1r(('ltnia Nl. Itr, ,; r11 A ('I.. t /lift, tests, aspprtsd) 
4- 4 1ttula, (('I1rua°gsl He, . ua/ At 'I ., 
little still, s alpprrtal) 
1 N+. c t-, al aItr" 
Ac visa wv 4Icatly that Atil can tcptrartni I'ttncil+lc 1, t and "1 cads Iltr Itut1ratnm it 
wraºne". e% of AxI t% that tht% wcutsty IaitYuaI! r can +'itl> ril+tc. ý litt authcýttýutac: +n ltt 
twu Way'k, 411aW atk) ºkny I1411 riamhir in I'rutctplr h oalvd, All ; 4114111 he 
1IcrlI411ccl alter autluºrlxecl a44c+. ,a arcrtc A±º1. lutird to tcptr. cttt ally cttn. cquctn'" 
08 
aCtüºn that must hc dunc allct unc access is ttunr Auuthri limitation of A. M. 1% olijibIc it) 
rantrºº1 thc numtwcr of . u"4"css to cxit. un triurci. 7,11r nrctl of' ap}ary. aticºn runttul i% statc(f 
ilcarly In l'ttnriplr 8 I'hu., tills I. ui}: ua}'. r is utl; ihlr tu trlatcscnt thr othrt six l, tinrihics ut 
ticiuritý I'olir) %tcxlcl in ('Iinic. il lnlotnt. iUon tiy. trin 
4.7.2 Ak 14Inruugr fur S4.4"urit) ('orntruhttti on l )hJtý"ty Il, uti('(1) 
'111c ncat cal, tul}: Billy Ianpuaj!. r whit h \+r u%cd It) lrptrscnt Ow ') I'nntlplr+ is 
t ItiiupIand July 1998O la tad un it nuxlrl wltrlr i1 tiystrtrº c°atlaatý til 
t, ttjrct% and rVýrnt% Chr atttºhutr% oll an rvcni drnutr Ihc , 11rt IIIr+ tll the rvcnl's. 
rarcuntin. I'uhtirý In ! -: I.. S('l) : ur %tatrd . is i+ilüry }aaph% whit Ii 
dc-wtilir i1 %lirclhc +tatr 
of thr . yrtcttt ldtitltalil) atld %pt'c ltit' iºt \ rv% CulUtlatut'. ttc(ttlilrlttrtlt) ! 'trtllt`: Itc.. arc 
Annotation, t14`At thr tlýttlc* Itnhlrct". 1 artl the rýl}. t"", tl Ic"\rnll I r\ttlhr thr (lt, rn; utt Ittt. Ihc 
ptahh ttllttrtl u% Ix)ld trat, Ic ty)rr -'"n1t"t'" untl nºrihotl "access" .. as ttl hl}. tnr ti 
and rrNuitrnlcnt+ fill lhr Ptapll wttttrn : 11i uttltu, ll trtitl I ati( '( ) n, r, vsutalilr called /it'lit 
ºYr. arh//-t A Ixiltt y Yutrahlc trptr+rnt+ it i"itltlr ut all antlhutr antl trlatrN altlºhutr +: Iluc4 
ua+t>4'latrtl +tttl: !: ttý. ýc , t, iC, Is and rvct)1ý Vattahlr. tuay appcat AS t, pct. ltth in, lc, tli. nº1 
I1 r in hlýýutý I I) ft I I) . tnd trdlntrrncut ptrdlt atc (I r (u 
htyui cS l1111) ý : \( 'I 
I'hcy AM tiFnt, tc, l hr .1s l+tctix 
1'11nKil>, le I 
I ltr r4º1tc ypa! 'h to Hvu. re ý itnli+ str. tlsat ;t usrtlsuhlr. t nrrsls týý h; tvc hi. /11crl1t 11) Obst 
IrlNC"ontrd by The I><dtý yVal tahlr 'S1JIlt ttt, Ittdrd sit tS1111 s# . 1t 'I º tlic tk i ess t Cnsttll isst 
If the 411111441 Ir: iuI l in ýndrt t, i h: wr : ui it, it 
!! r 3! "!! ') 
h4alhuýl- "wý I abib" 
IV *8 of IN IlitUq- 60404 
Nnslla "Iliuit nl 
tpýýn al". \b. ý1 
Ai't, A4 'l. 
iiiil.. - r As'l. 
ºtirts 4A . os utttf {«-ik f at *ph tbptd. eni. i4itw ip+Is I irr tVw I IG1i4 al .q utU> podk i 
E'litx lhlc 2 
1ý ysh ua/ -"1 i qs i si " 
sin. N t Ml, 
I'iatuc 6A Kautii) IN-111 ) ataph trryHRKtII% 1'rhuiplc 2 u11 11r c111111u1wt III it ) IN/114 ) 
sattºe a+ I%tatcat by ttir cvcut trquurmrnt 'Sl}L. J$1.1,1 thc clitucul trcoad's %ccufrty Icvcl 
trCptcactttckt by attutltct policy va11ahlc'SI. 1. º u clrurciuu may ctratr a nrw C'hulCa trcutd 
with flew jicct'., L ImUiUl It". t : te Iii hy. rrir 0 
11 thc u. ct'.. ccunty lrvrl/ rlc: u; uire liclucsrnicd by thr policy v; ýl l; illlc' til! 1.1`ts nut 111C 
I xp. r"aseet"A do I Ypar-"I of in drfiid' J64111 
hianse-"qUpl. bb". $. 9 Nam er"I It its I al ra yd". 1hY 
t 1aslingrr; t: 1". ltWutltY 1. bY44-'ir1. 
1'1111K11)ir ; 
1tic lx, licy paph in hlguir 7 statr% that a uwt tlclltcwntrd as an 11h1rct, whuh Is aatrd 
Ilya ut ut tüttrhutc% hy/r atit$ pu. trnlln ui at It lit i11u t1º IN1hc y s: ul; lhlr $I/))( all lmly al/lend 
tnrprc+rntcc) in the Ixmy stall, as. an mind caltcll nirthlºd wlih v. thtr "aplwttd"º tlir 
atcr. % clunttol list lot is clitlltal tr4`I1ttl ttclltc, rutrd AN an iihjrct, which i.. t; itrd h) awl 
ill atttihutc% hyºr atid rttunrl it +hc 1+ ut: ukrd as tcsIxºuS1h1r chtncº: ui tttll", coudttum 
tchtr+cntrcl a. i a trNuitrnicnt . aY" that Ow IIi ill that tl. rt has 14, lx- ihr valuc 1+t atttlhutr 
'allr=l rrý/; rººiý)/, /r 1 /! ºtlq 141n1_ 
t 'IV p 4s-- ""u *. m " ir. * 
Pavia im. . ..... 
ü1. in sil". SI. K 
1'4p-tltp 
fº1. wh. 6a-- ... -. -1.. 
IYpt-"#ptlet filer . 1b. 0 
tiWttºn '"lltraoo t'ttt111a11"1*t 
iwpb. ýýýnat 1! I0 t 141bu ýw4 - 111 , 
iirlºen 7 1mosalily pnikY gºahh ºi'Nialplc 1 ul 11w 4 htlhn) toº-sUNly INº11º1 
I't1iK Iplr 4 
ti1I14C IRttl, lplr 4 lqrlutk. 1wts cYt'IH. tllldCl tllllrlrllt !t ýlllt'l)1H1ý, WC will thvltlr tt 1111a 
twtv Ixh>4opico, i'tltºtiplc 44 illwltlrl% Ihr 11+111 that . ay'. thr Ioi>, 111-. 1h1c t lrluc litt). lnusi 
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. uMc4ucnt Ac1d'1100., atuf ptutctplr 41) cwtsnirts the I*: ut that tay% whcttrvcr 
rc+pýýn+tbtlity tý trun+tcttc4t tttc puºtrnº', rtm. cnt nut itlm) hc oht: uucd, caccpt in 
crnrrgcr><y t>< ut thc caw 0l, >tatuturyrxrntptWnlt, 
Pr inks pic 4a 
Thc Policy 1jr1<ph in the U1}; urc K . prctitrti thc Itra putt ol I'rtn4iplc 4 by rc+tllrtin}; the 
ttlcttlttd add it) hc omutrd Attrt thC 111etlNx. l atrs. utKr (wl)rlc add ttnd atrs: cu, t; r, tlr CVCnt-. 
And the tcattctlrm on+urra by u%ct"ullty rctLuJlrlnrnl 111111 rtltaMt'CN thc tttdrr ut ihrsr two 
cvcnt% t1nw>$, SI") 14t Addlnp a nrw u. rr to thr u1"eca 4 unttul list well not hc ulluwcd 
hrttxe . cndlng n1C*%Agr to thr puttrnt tonlN1tttn}', thc 11: 1t11C of the utiCt Who 
it 1+ pt()l><1. c4j 
to tx- atltkd In ttlc at, -. c%t t{lnttut lust of Ills t"I1t114', 11 1rCold 
1*pr"ir-W"A R 
t". MNahý'M rpWrMN"NJi 
.. 1. r-- ýrýa+. r rs 
tYpa-.. Mý.. A. 1ý 
N . 94et r-^ pw uwa" 
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º( 
'W. Wheý %W 
_1». 
v-"\w0 M nleW, " 
"'rA Mr r-" Mr rýý aM/ t a/ (-IM 
º{ } 
I laws   . Rwu) p'°Ik) stýph rsprworaý the lr. i port of l*tineipk 4d Iho s. bnk wi am #fll pubs, 
1'rttF aptc -th, 
thc Ixº1u ygta{th in Vigurr y*pcvtfir. IN, +rcsºnd patt ººi 1ºtttwip1c 4 as hºIIuwittk: the 
ocnl 4hangsx tr+lxºn. ýt+tflty 1". rrittt4tcsl Ily rNhrt thr i'tt. c in till cmrtyrnvy ºn thr uthrr 
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ty+rt 9A wwMti pir f 6**0 toplwealotbo wcund part u( pNtwlpk 4 of tbo : ItnkMI %muºtiV pulk ) 
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I'tuwtplc s 
ihc ! xºlit: y gtaph that is down in IAriur I0 statr, 111.11 rvrni tlrlrlr ran Ix- rallctl by a 
ýu1, ýrt t to tlrIctc a clintt it! rr, rr: l (an ohlrt°t I if and only it the systrtrt tlatr $. ºv. uhttr 
(Ix)ll. s. utable) i. Ftcatct than tºt cilnui it) thc ctpnrd ttalr of that rltniial tcc°uttl $! ": rlutt 
iIxºIu} suttal1Icl 
Iýris v--"au bjPC t" 
(2 
I Yllf' .. 4 IN 114 11'lilr". l'. ti 
IVnriºs* ý linfi al I vi u1 
I. Yp Is r+ 41.114" 40 1 I1a la 
Nls+tlaud "ttA 44 a 
} 
tyYttidiR .ýý. ý. 11. c11 R 
I iFuic 10 Y ict urliI prrlN r yt rrih r cpr mcttll him iplc S ut tho 4111114 al . ci in it Iwdiº 
I'l III, wir t' 
file Ixalieý 1! 1+111h that t. atsivrtl iii hpntr II ax-, k tlirs him iplr h fly crilultAlly. that :4 top 
ic4vla ti) tic t)catcd r1>ttWrtt* u+uhlro III I. SSWl, llir irI r date : iiiil 11111r I xSDI't, thc 
oil 1! C-f/)//)t, awl Ihc a4's<o*r11 I, huii tiI tr{ old fill . ms acrr%% tti Ilir I, Itnm : il 
,,.. ! r.. t. vi. , 
nu,.. r"r U.. ý. 41 r. ý.. rd"Maº 
f. ý id-"t=1.1. 
t1º- .. 41.:.; i "f. ýA... S-.,.,,. a. 'JS: s 
14inte. 0.0.1&". W-40. l. i. As 
A.. . aal i1A h1 1.. 
ýý ýý. r.. "w ý"". 11. Y 
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0. 
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.. 1". d11... 1 1:. 11'i" 
a. 
I igurc II1 Krusil1 {M. IIr )gl wph r cpr rilchla 1'tiru lpk b of 11ss r lirrN at Kr "lift 1M414 1 
I'i e? I '. Ii , Ir 
11ºc 11441c) 1! taph fl/at Im+ +hfili ý1 ui I ýLºuc I. ' tcl+ic+rlltý t11r ýul, ý/atlcltu, li I1ýý ýýnlta, ýl' hý 
eTYt: l, ttor Ihi1l lllc vlNll. ttit Is-0 Im llir mtlt, r mtºtll 1% il Mllowt 11I 1110 Y14'4'r+a tl7tlttt, l 
ha i the /k"hrtattsnl leA'onlt t"t a It , t-1( '/ =1 
V, 4c that. 1111+ Ittp14 shlr Is al.,, inllýtý, 111r +h, ýwls III I'l III, II, Ic I irittr"clll:, lioal 
1 Yp ýr " I11a i e. 'w d" AA 
! tas. r"t6ultgi seýotd"a. f 
At 1, -tAt; 1. A 
l Yi'c-**Rlwi prtud^iY. Y 
koroý"rUnlral lertad"J1N 
At I. -iAt I. II 
imuts I -1 +nurilI puIky ygrnph rcprsscne. Prirx1plr 7 ail Ihr rliniral %"U 10) pdk I 
I'tuxlpic X 
Ibc (x, lrcy graph that t.. htwn In hputr Ii . t; ltr+ that adding :1 nrw a. ct t1t the i1C't'cs% 
ttmtnºI II. t t71 a patlcnt'. ttlydlt"al tcrtttll 1% null allowed Ilcitllr . rndiny. a tuc.., lyc itº Ihr 
paltrttt. Inlnttnln}', thctn ihat ihr u. ct who Is ptulxl., ctl 111 Ix- adtlcll to 111r1t at; t'c. % ttlnttul 
Isst Amid) ha% awCC. % tti l1clsot1: 11 I1calU1 11111i1111a11tt11 tni a lat}c tltlitllIt't of l/cttplr 
Nf-+. 4 'it 
t>s tlctc : VIA t. Ow nunlhct tlt arrc.. cx 117t ihr- ptullil. ril u. ct atltl to 1. att, li, tant º Now 
that Ihr trtdrt of 111r 1%%1l +C111% 1% cult cd IN cn+ulc 11141i illc htMc Ill the add tllcihtxt v. 
}; tcatct th: in tltc trnlc 1it Ittr.. a}, c'- nlcthtxI Jrarlr -. 5, ti! `. 
I yps-"u. w ". Y Y 
fVstq e-"pa Ilhnl" 
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1'. MH... -". 11 . Uw1. M. n"Ai 
ti. *-. . ýr... ýýý. 
ý 
ý'ýý 
7to .c- {'. S. 
1''isws 11 % rssrtlle pofk j YtnpH rrlitc+otN4 1'tltMlpk '1 44 Iltc 1 kuk pl wf üo11e 1nak f 
4.7-1 A ialtguagr fur pct if )tuL Sr. u1 itf ultd ý{uut/ýcnlcut 1'o1lr. lcii fill 111+ttilritirtl 
ti' atcm 11'nlxlcr 1, 
I'ýýtt, lct ý" lhc thtrýl cýi+t111ý eciutrtý I: nl}uýi}! r that u, cil G'ý Iclnc, c»t thc'ý 1'Iýuclhlt"ti r1i 
r. lttIt) 1'014 ý -+. IcIsis 
('htlilA) It11ýHI11: 11itg1 tiVOC111 P, 11111Ct $+ INu4ºllcttlrl, I1.111HatN/t1 
. 
1u1y : t)t): ) .1 4k. ýi41: I11Yr 41111 r>hlcci inictltrll 
I: ulýu: 1}! c t11at lurhulr% i+su. kltlt't, IiN 
: 1: -. 1l, ftt}! thc Iý? IIiýNt11}! 114sii 1>, ýI1c ý' lyi+<* 
" \11t1"U1l. /Atl}j1t 114 1IICiC'4 '-pckily what 31ºtiYllir4i it ! ºtih)rll I+ IIr11t1titrt) tit 
1-1t'I4kktt tiý ý1ýý I1t t+llicl Kiýrý1 +IkýIIýII1}! IMý+ll11'C Illlllhl ý: II111 I1C1! tlltYr 
v 
CA tUb"NA 
so 4'aNN al 1"164 
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lauth- ) . utthi)it/auuu p )hcirs II'nnciplc" I In IIºr lollowing section 1% 
trptr". r, ltrtl ; t% a, pusiltvc" atulhuttvatloll whilr- Principle ti is all rxantplr of the 
ttr}±alivc" authorization): 
" ()ligation Ix. )lic'irs %I)rctly what artivttic"s a subjt'ct nntst du, I11rsrpulicirs 
, tn" triyyrtc"tl 
by rvrnts arttl atr usually nttrrprt'tt'd by u ntanay. rr a}! rnt. An 
cx. uupIc- ul this typt' is found III I'tinoplr ', 
" krltatn Ix)licirs drlinr actiuns that sublrcts ntUSl MAW him" IwOu"ing, 
"I A"Irpatttm Ix)hcirs driirtc" what autlturüatiuns can hc" (11rIrY. atr(I and ti) whont. 
" ('t)tnlx)sr(I Ixtlütr, atr u: rtl tu tirlut(, a syntacrtc st'opr lot spc"rtlytny, a srI oI 
tc lattt'd IxºUru s'I'hrrr auc" luut typc"+ uI rutttptisrd poltc'ic s; }'. eoups. toles. 
trlaliun. htps and sttuclutc" ntanar. c"mc"nt, 
" \irta Ik)hrtc"s ýIx"itt) a prlttllttrd v; tlur Iut a valid pulicy. 
Ihr tratlc"t ill notr Itt thr It)llowttt}: sc"ittun that all Attdc"tstºtt's pttitc'iplr lall intt) two 
typt'' u1 'rcuttty Ix)hcirs; attlihutllatllt)tt I)t)hcic"s and t)bhy. atiit)It pt)lütrs Ix"t'atnsr thirst' 
pt1rlciplr. ; )ttrtllpt tt) trs. tnct IS acrrSs conttt)I auttl/ut c"nhutic" cuttsrtlurnrt' actions, 
I'Iniciplr I 
A ulhyccI Is of tyI>e asrr is aulhmitrtl (Call pc"Itoinl Ilir acliun) lu rratI and/ul appc"nd Ille 
clitlri'aI fccuid rº1 and only ºt c Is in tht" . u"crss coiitºu) lisl of lilt- clilucat Icc"ufi) r A('1. 
ahne IM I 1. Ihr aCcr1, caultlul (it ihr clnlic; d ircoºd º 
yotr 111.1t tyllr I" a tylic drlºnºtºon ºnlºotlticiºIk a nc"w owl drlºnrd pultry typc", ltuul 
which (Int" r, I tnolr Ix11Wy Imlancc, (it 111.1i tylw c; Iiº he cºrairtl, llulh 1 is a Ic"c"rl. rd wulll 
Indic. tt1n}, that Ihr h4lowºny. I% a I1i)siticr . iillhoºüaUon puhcy. l, rrrtt tlrlr/ [tic liallic of 111C 
Ix, lit s tylx-, suhjt"t't" citirt-- º nlr. ms 111at s is a suhIc"ct of the tylV usrr. 
turkrt" c liiuc; llliccold "r 111ra114 th; Il I i. Ow tilrytt"t ohlrcl ul Ow Iypr bun III krrrrrd tu 
Ix- . ºitcs. cd 
by Ihr sul+lret S. ürtinu is aºr", ri%rtt cc-old Iollucc'c"tl fly Ihr ; it'lloll lrr"Nd and 
ul"prrtrll that is tirrtlrtl lo Ix= auiltoºIird, ; uul hrlrml;. 1 is ;I usri dcltnc" luncittan tu chrch 
whrihcr ihr stihlrt: t s 1s it tnriithrr it Ihc" . 1Ccrss t'1t1111tt1 list of Ow iccuºil t if m) 111C 
lx)sºtlsr auihoti,: u, 1>n will hr ulluccrtl result rtüihlcd; 
I, ý pr 
uulhf pf lilt: tpIr I 1titrbjt"rl - u, rt - %, 
7.3 
target <rliniralRrruid>r, ) 
urtirrti rcail, : rlllmtd it hcIrrnp (ti, r. A('I. O 




In tasc of ucw tlttlll, '; tl ntittlnl; Itum list a l+alicnt Nr'n"ht/rnnuuirnt alilic; ns it) Ix' In ;t 
dtttctcnt wcutlty Icvcl t, Ot//rrrntSrrr l. r"rrl. Willi thc cxisl acccs% control IN 
e trºº( itºltr rtlKr, ord. "I rla ttcw act'r» rutlittll II. I ºtr x( YiºtirrrllirrrndArl has ttt hr 
cIralcd 
Now that t, n t; a Icsctvrd word lulltnvctl by the ublt}:; tlltan cuntiltun, alttl 
t+Jýr//rrrnt. lr, L. Irl n ;I uýrt tlrltnr Inltt'ti0n icº ctºmlºarr Ihr new ll, tutmuntIII ay'alnt% the 
t uttcnt scrutttY lcvcl and chcclt whrthrt 11 Is a dtitetrnt u"rnrlly Irvrl III this caw 111C 
(llatldaitýt>arttt, n Iºa> I41 be lsctluttnrtl do ttrateNrw: \('IIºtrn"l'Itºttt rt1lirvnºr/. -1( II 
11}IK' 
ublil; III lilt 1l, tr' tSubjr<"cl " ira, ui»ihlc clttuct; ut " s, 
lurl; i"R tut('Irntcatllc"cotdAcl, 
n("%%1 'Ittllc it Itc"c utilArI 
<('Itlilt ; lll ); tt; i9nrýrIt , IIII tlJ. Uit III) 
t, tý t. LýtllrtctttSct I cYC1 Iý utt<'Iiýurulltcrurtlýlý I, 
ticýtlttltºttnahº, it 1, 




A suhlcct S Of tylx ilºnir1: 411 is authrnº/c"cl (can perlrnm the aItc"r/appc"ncl) to alter and/of 
appcncl thc acccss control list of a clinical rc"ronl rlirºiculRer0rdilr/ If : lud only il* s is 
ºn. +r I, ccl as a retlxmsihle user in the access control list. 
typt 
uutit"+{, >>cu subject , clinii i: pt-- %, 
turUcl <A('1> ýliniralltrýýýEýlArl, ) 
I 
action ; dtcr, ahhcnet 
il Ixý. ýtýýýtt (x, rltttu alkrrcýtcl. lrl) " irs{xm. ihlc, 
rt ýult - cnablC: 
11 
1'1311ti tplc -1 
11115 ptººº. ºi, ic t5 chvº, Iccl 111tc, two p; ltts; the III st pttttc'114c" "1a cVmc'rttº% ºtºIccurUtty. liar 
ic. tticttt ulx, ut arty tlcw achliticm to his clitºicut icrlºtci uýress rcnºtýc, l h5t vr; t thc" trspurwhic 
01110l`lutl 'Ilirs putt is ptrsrntrci as lc, llºýcv%: III c'u5r III uclclitlp. tac"w trciºtc) trtlrlNrºc it) ;º 
paticttt'. ; K'4'r55 rc)Iattlºl list (it his rluuc'ul rc"cvorºi uhttirulh'rrrrrrlArl. crºtt. c"clnc"ritl}' that 
i+at1ctat 11.15 to br uºac, ltqrcl rrr/nrýnr, t/'rtrlral. 
trlrr 
oblig I'1I1H: iI/IC"1: 1 (subject IrýIýrctlýllýIc' l'ItiliCltilir' S. 
list-gel <: \( 'I . >( 'Iltttc: clKrc'ordAt'I, 
rlituc itlu ttrwN: uttr) 
ýºýý . ýdýl'VcwltýrýrtVanýr. t'Iiflü: dKcý't, ýt1Aý I1: 
d+º irilournl`. U, ict1t Ittc+vNanrrl. 
Ihr %Ci11111I pall of this principle II'11nr111It" "111) IIr; tlti wlth Ihr 1.1ti(" 111 t'11anyhtjý. 4hr 
tr. j>ofl"ltlýtittr: it) the arce++ v1ºnt111I It, t of file ('111111 : 1I 1(. ( 4)1l1,. '1111, palt as 1rplrhrntrtl 
ý, 1u111ýº. 1,1rt/1r. t 1 of tyllc tr+lxlnahlr t 11111t. 1.111 w11 Im : 111011N1/r1) it, cItanyr file 
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tc+lx)tt. ºhtlittc. In thc ackcs+ c'uttltul Ii. t u1 a paticnt 0tnical Ircuttl it antt f? ttit" it tic has 
obtaiEtcc) that pulsoll', c uttwitt. 
trjx" 
uuthýIuincihlr th i+ubjcrt " ir, Ixýn, ihlr rlinician: - . r, 
turt; rt <A('I> i limcalltecurtlArl. ) 
action t: h. angcRc, -lxm%tln lily 
if palhrttlt, E>n+cnl 1.0i111riaM, 
nc%%ltc+jx)n+&r Ii ty 1 
{ 




A . ubic4t i cannot dclrtr any citnlctil ic°k°mcl º uaitill this 
rtplI rl hrfrl r1 
Now thät -A licit i, 
i 0m(lIUtm 
týpi- 
irk'Otd rtInirtl w4IavArtryl '' 
i: º11rt1 thr lilt hoai/atUltº 11Itrº atnl Is 11u"º1 141 tr%tºik, aºº at'tum by a}: wrn 
uulh"Iýi u,. iI, Ic"" h+abJi"rl ,. 
turytý"t ýcc'Iýrºýc'; cllýrccýltlflrlýr) 
i 
action 41C1CRc 
++hrn týxla7-1): ºtctº ý cxhnclýaýrlr); 
hitit il+lr h. 
M audit ircuid tuttt; tiu, ihr . uhlrti tdrutilirt t, 1Iatr  U+Ur anrl ttnu" iiirinr ill acüun, 
i)hr lit Acttutt ý11ºý, r. and Ihr tccotd ihai has I+rctl at'c'r>, ril I log- all at cr. +r. on ihr 
t 
lsiiiCiil t+t'auttl l by a mthJrri º 11144%1 tic, ctcutrtl 
77 
t) px" 
ohllt; I, i inc 1111c"t, l auhjt. ct 1, 
target <rlimc: +Ilic"c"Utcl"i, 
ýºn : ýIIA«'rýý (., aI): Ue, :i I'uue, ýi I'yix", t F: 
(to . yraitAuclullri c, rd ti 1'tutr. ; I'yltr, rl: 
i 
I'tutrthlc 7 
`I'IUtl. fcttin}; dUta Iron rGnicUl tcrutil A to cltntcal tccutd It n tint alluwrcl unlc+ý all 
trcottl on thc : k"rC%% cunttul hsl of i) clintcttlllcc"uiclAcl 
coatltul Im ul .t cluttcalltcrutclArl A 
tý (x 
t(ýIr71rl'ituralkrrut tIA, uuth-pt nit 
A('1. t"ltturulkrt uttlAt I A, 
iý('I. ý Itnte: ºIkrt uýtlAt'I Il, 
tur}(ý"t << Itttir: tlkrcuttl "Ii) 
l 
ºu tio»t tt. m"Jcr (a º1. º4; º. h 41: ºt; t) : 
%+Itrtt ltt A('I. 0ltut. º1Kci: )ulAL'I It luº 
Isa( A('I: t him alkci utº1Ad A) 
I 
It atr iºu'ludr(l in Ilu : u'rrz. 
I'tntrtlºlc x 
III tlºc Caw of utltlºnx it ttrw lm-ti tl tY. t nlºt nrw 1ºsrt it) huvr ut rr týý a chnýr; ºI trcottlt ttº it 
Iinltrnt Arr+ýb t: tmtfol It+t, rtttt+rtlnrftlly thr hutirtºt 11n, it) br ittiofmctl nt mntty 
irk ., týf+ tltr ttrw tº,. rt Ito% ni't. C%% to 
t) {x' 
ohliy; lniu ý! !c5 iýuhjtt't firtil)oJt%lhlr t'liuici; tlt> %, 
turýrl . ý: 1c 'I ", luuc tlltrrtutlAt I, rliýýiý ý; ui nrwN: unr1 
un addNca` (ncwN: nttc, i Itntý alKrý ýýrdAý-l): 
do nttorml'attcnt (ncwNamc, 
}. ctNýrA4ýr, "(nrw"N: urn: )Y, 
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4.7.4 1)'t, trihutrd Ih"ulth Infcºrrnuticr, tiy%tcn) ti1K"cific. 1litºn I. unkuugt" (1)1111ti) 
11u" uc\t I. ut}ata}: c" uu°tl to tcplc. r11t thc" i) I'ti11cipIc% of tic"tIII tty Policy Wild III ('11111cal 
111hotttu1ttuft tiy. tct11 h out ptulx)xctl sccutity I)tlliti a"cutity %pc"ctltcattutt 
lan}; ua}: r I )tI Ilti 1111ta; ctctI to ; ulalºt thr . cctrºity policy itºt Ow c1y11; utºic' c11vito11t11e11t of 
hcalth i11lulmaltult +yStcitt 1,111% Iatº}: uaye t% mt11y. Ow so 'I'hc"uty . 1X tltc" 
h; tzn of 
tcptr. cnttttg cat: h cIctttcnt atIht11 the +yac"in It uu11tptIUC" of object which ICI)IC%Cllt Cad) 
ut}'. 1nwatiun III thc Illti . 11141 . uIºIcct which tlr11utc, thc" entity hiphly Ielatctl with tire 
p. uttcul: u uhlcct %uch . is tlcpattnteut., 'l, heu" object divided accuttlitt}ýly to a 41111c"trnt 
Icrcl The ht}atrst object placrtl kt the fit st level and uº lurth In DIMS, pultc'y hawtl 
t11anagcntc11t appltrtt Iu +cct11r the ctl11tlrl"tiuil atttu11y. ut}'a11mattun, ý t11 Iilti Iteluw is 
dr. taihtuon of I)iIIIti , riutity %pri ilwution I: m}'u; +yr to trlnrrttt Ihr Antlri. on'. 
i'tinc ihir. of ('Ittllittl Sc tu it y 1'iuit IIilr% 
1't ittc ipie I 
() 
V el avoUt11c file %'v%tctil 11a%i" ;t \rl ot Alllhot1/t`0 I'Iltlty Irhrr. rtltrd ; t% I'. Ii t111}! hl hr 
Ltl(Ih, 11ua1%, tt, ir< . uiil a. dhxtut., ntu, c*, Irwsucllrr., : uul adnuutat; ttlvr til; iil At the 
. a111r little 1; tuUld tic is p1,1u1) of l)rupIr wcHýltºr. III Et .: tnu ýIrlýultnunl II1t" . rt 1ul 
Autllntl/rd Vnhty triýtr. rtttrtl aý 1. f (1ii, 1.:, 1. ý. . 1.,, 1 1 1, ; 1»tx'1; liri) 
w1t11 thru 
tr. Iw. ttýc IIMtcod tccutd t11at titcy arr allowed tu ark-r. + uutlct ;1 nalur Accr-ý% (-unitul 
I c, I N1114I1dc111/Ic\ N% A, Thc . rt of n 1c1l1c%cui1"41 i11 A, ) ý1i, n:, 1 ý, /11, ) Itu"atiýtillllr 
Ihc ýlinºýal tccnl't) (rlºtr. rtºIc(l a", ) FIºr . cl o1 c 11111c III ºrrc1tcl ºrlºtr. rntrct . ºti ), I ),, 
)) W1ºrtr P., t. . uºcl y º, u tºaluºal nuººtt, rº thal ºti F. ºr. itri 11ºtººº ut rclu, ºl ti) unr 
ancl ºt. tntIntty l1tc -. ct .1 )(1:,,, . ),, )) tcptc%clºt% . º,. ºFºunrtºI of cntºty ºn It) rlºnºca1 
tc%, old ºº 
79 
1. ct ; 1.. umc thcIr i. . tu nnl. nuwn rutty a% E,, and (':,, rc(lurst to acccss chnlcal trctlyd, the 
. >. ten1 will a%k (ur the F"'s identification, Alter the . y. trm received the II) Itom F_ the 
%trttº will chccI whether the rtltrrr(l 11) i. a'lende r of the idr, rtil icittiun heIotºgs in the 
1. It there is a tnatrh with idrnttitr; Uiun 1)1 nlrnlhrr of 1?, the syarn1 will I-ccognirrtl 11% 
.1 111011het of 1.. then the U; L-C%% is }; ranted, unless the acre.. is (Ienied. 
111C figute Wow . haw. that only 1 is alluwrd to have all acccs to ). 
cl 





klgutr 14 Aullu+rltrd rulityac4'vº. 01411, ul rri"'rd 
lt'Cl+I%c IN I10 N%. ý1: ýllt. ti tcl)trsrttti lltr Iittttt itilc'' 
l"ut a te4ittC'. 1 : IEFC1ý 14i u patttrul; tt ), tic. trttursttjt On this ruse. I'_.; 1 tittt+t ttr it ntrtºthet 4, i 
. 'º br. 
torr his uc`ii'tis }t: 4trtrd, 
ttB:,: ý. 1 
l; I+c ! ='. ý .) 
I co trlitrwttt> that l;, hsº. t>z`rtt }ttutttri*t avor..,, III A «-hiIr n 4lrltiý°t, Qtut 1.;; h: t. itt4t tirctt 
giattlyd : 1: 
xiº 
1'tinciplc 2 
fIII tcptescnt this In tttiilºIr, hctc is an example. This I, rinril, Ic is abuut whu c: ur acecss 
what Only 1'. alluwctl tu acirss/ ulx"ils/ rcatl/; ilrlu"tul the ) that niap to thrnt ) rxnis 
unIy attrt paUrnt cutncs to ihr hospitals ur rhnics lur a nu"thcal Itratnicnl Wr will 
trptrsrnt Iºatirnt . is I' and a so ul Itaticnt icprrscnictl ; is I' ( 
Dt, 1',, 1". I',, I whctr 
n is a tiatutal ntintlx-t that is pic; itrt than ur ctlual It, ialr and it's intnrity Nlr; ulwhilr 
thc cliniiutn th. ºt cntcitainetl I1; tiicrºt irlursrntctl ; ts 1: and a srt of clinician tcptcsrntctl 





s. '., ) whrrc fit is ;t natut al rºuinbcr that is gtratcr 111.111 or Cqual 1() 
und and it's intinity, hut ihr tu%t Ihr tnne a 1' ttnºlctpu a mrºhcal itraUncni, his/hct ) 
will 1k Cfd; itcll insnlr that Jim tit ular husliital ut (lrutc '1'Iirn, ihr accrss list is assihnctl 
which 1 that tall .t. c css which ) In t uturc, it that 1' runu s a}ý: un lur nrt"thcal 





Flguir 1'+ \rccat auUolmapping 
III Iltc- Iteutc- IN ahutc, it %h11%%, at t t"\1 ( tmltoI Ittaltlttn}' Wt. nnttit untlt"t'Aantl tltal, ac t týý 
itºntwI t'att»u1 bc t: tcatctl nttlc*% rhtncal trttntl t% cýt. trtl In tlttlt"t thc t ltntrat tcccncl it) 
c>, ta pattcnt mu. t rtqitc itt . cc tNr t lI nIt tatt 111 .t hrlUlc" thc" tktt 101 r: Ul cntc"ttain it pattc"nt 
º( N 
Flgwr le IlrIrI tlllg 4 1104141011 1111 'A 
AV. unlc thc 1ºaUrnt urrýl t+ý Ik trlrltrýl tci : uuothrl 4 11111k 1: u1 '1'hlN (ý1ýn r, ý l: ul ýmlý hal+Ix n 
Nhch tttc outtcttt fItuti ian that tlratlll}: that 11. ItFrllt allowrl) t1ll. IrlrarItº}: o11rt: IttoIt to 
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happcnctI 111c tclcrtnt}; clunccut tc'ptescnlrºI ; ºs ;j and a srt of trirttinf; Clinician will by 
rcprc%cntcrt a+ J. ( ; ji, ; i:, ; {k. . ; j, 
I whctc u is a naltu; ll nutnhr"1 tI1: U is F. traicr Ihan ut 
cNua) to unc ana its ºntmity. Alter the clinician rrter his patir"nt to tc"fc"itirly. i"Iniit"i; in; 
then 111.11 rctcrtºnp. clinician ; tls) aclºIc"d tu patic"nt's clinical Iccutd uccrss cunttul Iºst. 
In uthcr word, that both clitnr1: 111 ; uul tctcltuºY. clinlrtan ; If(- tnslºIr that patic"nl's acCcss 
Control Iia whete 0.1111cº: u1 and tctettºi1F. chnºc1; ºn ; 11e al\11 Inc'rnlx"ts uI I". ºulx'n is uscit 
to allow aut11utºic4t clttlty trr ººpcn the ClinºCUl rccutd nltulnlatiun, MAItIti tcptescnlinl; 
thi, 1x)liCy t1c. Crt11cd 11clow 
It L- : 1A; j,. A 
., tcýý1C11 .ý 
I'tºn4: ipir : 11 
11i1s pitnriplr sttrssrcl aixnit Iss iy. nºtiy. unr trspiºnsthlr ctttuc`i: ut th; it will ntanagr thr 
iw: rN% ct, nttul list Iii utir drp: uttnrnt 'I'hc" %vt tit 41rpattttu'tºt Is it,,, i Iti, li:, It , 1`0 
111r trtttº manages trlcts to arvrss tunttol It4t oltc"tatiuns that ntr uL, cl: ºtr, add, and dolov 
tlir rtitiay tttvolvrd witlitn at: rrss cunttu) Iist 'I'hrw rryx"ºation. r\rcutc" by onr ihnti i, ut 
ºwh., : c,. t}: iºral as trslx, nsiblr chi. ºii i: Ut ; tnºttny It)(- t Itttic t, iºt tt; tnic wtthiºt Ow a4'4'r*s, citttt, 
l 
list, 
Askuttitttk the trsixinsihlr c hnnc`-i, itt trptrsrtºirtl . is 91 anºI ihr ttuttil, rt is sit tc'ily onr and 'x 
nºu+t br a ftirºtºhrt ut Ihr nrrrss conifol tv. t III t a. c" tilt- trspc, tt. rhlc" c htttcº; ºn is a44; ty; hr 
tall alwayr drlrpatr his It, h ttt ; Uiutlart ttnstrrl `: tius tlrlr}catr isatr Is t1r1t ttuiin 
discctssitni stº wr will ptt, 4: rrd with this puhc-y. 
Y 
FI{lutv 17 ('tralc tnutd 
ti' 
'I111. prutctplc cununcncr whrrr a new clinical record havc hrrn crratrcl. In Itpurc 17 
ulx)Vr, it 1, huwS hc+w thc Iluw Of crratinp clinical rcctrrd. Altrr patirnl incrt doctor, 
his clinicul rcccird will hr crcatrd. 
iý 
Figurr IN (Ihi il. ii Inform rryxm. lblc INulrian 
h}'utr Il{ shtxwý thy% optrraliuu. Whrn ihrrr arr ch: ctt}'r, to chntcal trcotd, climWictn tnttst 
rttlattn tltr trsIx_)ttsihlr Clinician altc? Ut this 11rwly addrd chnic: d rectºtd. hrslxºtºsiblr 
chtnClitti wilI thrtt kilt) thr nCwly atldrel clinical rrcotd ihtu thr rAºSUn}' acc'rs% colmol list 
a, wrll as tllc 1°: tnlotntaltt}n. 1"totn tltr scrnatiu in Iºtutriltlr 2 whrtr a clirºici; uº approved 
tclcrttn}' c'lintctan, thr clutiCi3n ºtiust itºliºttu tr,, %hutastltlr clinician about thr nrwly addrtl 
tcicrtca 4linictan u) that hi. º[tfiUinatJCtn call Ix" atlclrcl into that p: uticulat cltttical rcatttl't 
A4CC+R Control list. 
`x. - I%xt. `x:, 
`x,, 
. `x, ) 
if `x, An 
1. '1i, t( ; tltct, a{tlºcntlº A 
I ruttntýctl'X, J ý Iº, I 
Whrrr 'h, trhtc. +c°ºrt, Ir, {xnr, rhlc" rlttlic-i: ºtr ior drpattn)cnf I'1'hr flallrt. al+Itrntll itnplic"'s 
thc tr, l><'ttaljlr 0nUC"ian aalowed 111 pc"IttNn) oltrratitºtr tthrr and apI)rnd whul) thi, 
ol+ctatlorl Apply tot , tt, "c'ctis vttfttri, l 
110, 'L'lic" Irlttr altpIic, trI)lr, c"rrt with the , yn)lxýl And 
I)und><-ij'){, j - {t, I trI)tc%rf)I+ the fturfthc t c, t Irilntu, rltlr rhnirrarr whrrlº lx'Irtt)}ýý ttº ttttc 
tlcl): nttflctlt 4, stilt fly oifc 
I'run4°iplc ý 
'1111+ hr. talA"rhlr. tltri'u,,. r% utxºtit the til+klhilt poltiilitrtl p, v uilthutü-rd etiniviutl it) thr 
4lintrut lritºftl that 110411iE. it) hi+ llece\ý vuutti, l I)-, I 'Ihr 1uý1. ý life 1ºltrtl uiltt 111xllltr 
titc chnic; tl tcct)rd atul Ir, uuIc"t the ilCCCSS conttul to , uuothcr c"Iuucian. 'I'he Ixtlicy 
statcd that tcý(xºu. iblc rlitºiciatº ttutst nutily the patient which Ills/ hcr chnical rccurcl 
has lxrctl ulxlatcd h). the; +ºlliuoti/ed chnirian. hy. tcally, ii hic tcslxm%ihic clinician 
didn't Wow what tits c Iinictan done; he will nut lnlottrl ; lythttny to tile p: Hirnt. That 
«hv «c will aýýtynrd titc" clinician to intxu in resrntnsihle ('11111k. 1,111 ; dic r Ihcy havc 
pcttutn. t %1mte uixlatc cypetatloti to file clinical tccotd. hy. ntc" 11l Shows ihc clinician 
ulxlatc mlotmaht1n in clinical trccstd 
hl{lurr 11t 4 '111114-11411 ullutc ttlnlrtll rmtord 
ltc\lxmhlUtr º"1111111; t11 altrl trt't"t\'rli Ilttitlllt'; Illoll Ilt)ill illt' 01111t'1a11 will Own t(I1t1}'.; II('tI (1) 
tntolnl thr I1c1t1r11t of ºrhlrll hl%/ hrt rtlutr; ll It-told IS uptlatr(I But Ix"Ittlr thi% to 
hupllcnc(l. Ihr tr%pt'1. i111c" c11l1r1a1 tº1t1a Itic"utlty whrthc"t this 1" a1 t 1u't}ýt ncy c1t 
common situatum l1 cutunultt ºttttatiO1, tr. Ilulmhlc rlillrtau III 1111Otlu tilt, p. 111("11 
uixutt tllr ttlx"tatltm h. ºtI ht"("1 tlutir it) hl, / hrI rtillt al irrtnll altl lu' ºº: IiU lot 111(" t alt-rttt 
11uu1 thc patirllt I'i}. u1r 'O %Iu'tºcs this t)lx"r; +tIt11I 
,{º; } . 
Iýigutr 20 1 otNrill 1"10.. 
I 
It it Is an rttlrtprltt >" a+r, tr. Iºtýtt. ýblr ý hill, 1c111 1% ul, lr}: atrd It) itottlv tltr I1a1. ictN abtut Ihr 
ultrtutwtt ha+ I><'rn tlottr it, hi, / thrr tllnºt. t1 trrtad wtilu, ut ttcrtl Its watt 1oI It. uu tt'. 
ýurr. cnt t'htttt:. ºI irk 410% a. %tl; tuurttt it) whit Ii Iralllt. ulztt patºrttt I" 'ntril .i IR ýI 
I', t} 
lirlýtsý t. ý the prtnethlr rrprr%rntctl by Mt1I IIti. 
C 
. 
), Iýýpcn, : uhl, tran+trrtirýlxm. thrlýty) 
1 'X. +(tnturntti) n +Iuht: untK'ýºnsrnt) 
v 
I I: nutýcney 
1 "X *(tntt)rrnt») ^ lýýhl: untK'un+rnl} 
111 . I"x 
It (oprn, add, rt: ut>irtkr+lx>nalýtlýty) tttr: u» ý IuiicaI irk-old will he ulx"ncd, nrw rrrctr(I 
ýý (11 hr uddcd and Ohunpr in rrýixm. tl+(itty will Iýc n(udr. 
11,111k iplr S, 
'I11is pruuiple rttrssrd that cmly authonºn"d user cua drlrtr fit(- 411d clº11ic; d ICL-01(1. % When 
life rcou(th havc reached thr dutr of pits '1'u i)rttutºn this pºitºcºptr. I". must have the 
authutlratrun tu t>rrlc+tm the drlrir cºltc"1; 4tion ; 1s %%-(-If ; fs hiºvr hic ability tºº accc"s, ihr 4)1d 
clinlc. tl rrcutds I'm this lk"rurtt tu know Ihal ihr ()fit ºrcuºcls has'c ºrachrd file OXIIIIC(l 
clay, ºt nº41st br i111c11t11rcl by tile sy, tc"ººº Ii-1r it tnr; nº. Ih; tt ihr pc"tiººd 411 IIVIIIF. Of 111C 
4itt11l: 1l trcurd must IV statrd 111 tlte cutuputrl system at tiu" tusI day it was 'buttº' 
11fr tystrttt lilts-it tndrrd have a ruuuirt lutfc'tuou ihal cvºII cuurºt and ph4)vrtfc" tuo111icartCm 
%hett ihe rxpttrd data Is rcachrtf I41 addltjulº, ii 11141s1 havc". a vrry pttqºrt 11u1111t; 4114)11 
I><cwc. ", the syarnl must krrp uolttyuºp. uº1t11 it Irt-rtvrd a Ir, lx4tut Iselin tluthlulcrd usrt 
intlititfttllk that the tnrssa}'r h: ºvr bcru trcrivrd. Adtliny. to that the syslrnº must 
ltltrlll}rnt rrfuu}; h tu know that the trui1llc: ºtlu1º ý! ºYrIº 141 anal F. rtti11y. life frrdback itºnn 
thr I. unI'º 1111. is it) prevent atuulthcºtlrrd arc rs, 11) ill(- srlisltivr mlullu; uiun. 
Ilrlu-A IN ihr MAlIt-S >l+t"cithc: 11ol4 i; mp. falke trlttr. rnttllg the pn tttc 11/1e 
I D4. -.,., '* t 11_4ra, 4º+. 
1 !; D3( ), u) 
111a _1 
Ia ciCtltrtcs the , y. trm and DO trlttc: wntý that tIrlrtr ac'rr%s has Ixrn ge; 
whrn the %ystctn t1atr is cqual or prratcr Own rxltity d; tir 
tttrtl to entity 
Ftotn tilts prinriplr, the author found that tile piineiplr is tut Compatible with nowadays, 
di%ttihutcd +ystcm i. rotcdutc% kvrrythin}? lllu't be done fast and 1ittto1ilatically. 
SupixUscdly the %ystcm notifies srvrtal days earlier hrforr the exact date of the 
rxptration, file authonrcti prrsun can pl: m to perform dcletiurt task in all arl'allped way. 
Fot lnstantc, of life I knows it) advantc the expired date, hc/shr can set the system to 
automatically i>rrtotnl tile dcictltill process on the expiued (tate. This is the most 
ronvcnicut way it) prevent any mused daictillc or thr atrwiit F. to tc! cl>ond to the 
notification by tile %Y%trill, 
Atict the autht tired user trcrivcd tile notiltcalioil, it will then perform the dclrtion. 'T'his 
dclrtion prtxca' information will he store to the cuiltpcitrr systrln and this history ran be 
the ictervncc in thr future such its lit an audit trail. 
1'111ii iple 0: 
'1111+ 1ºt11ºCtp1e... +ttcsxcd oil titc terdltch11g tile atc"rti's otºctatuon, 'L'Iic Last sc11tr11rc in this 
Ix4hcy "on audit trod rttu. ct also l, r Arltt ü/ all drlrtürrt. º" 11a+ ýt11tilat'ity With tile plCviotj% 
Ix4icy 
In tht% lx. 4hc: y, the auths. u assu11tr+ I11a1 the Lkip. at opctalitkn t% m11rcc»ful attct the tcciucxtor 
Is apptc>ved as valict tttrtttlxa of h., allowed to arrcýs c'11111c"al irccitd that is 111aplxd to 
hini 10cty vLit11cal irci, td t11uxt have Atcluve which c'týttaas of all thc i11lca11t: Ulilt) 
trialed aitb thr act r%% 11kctatyt11 I"u'h iittur; il tcroict acc"c%s will havc Its cºwtt set of 
Atthtvc º1encoCi us it Ihr set of Atc'Luvr tcttirwIttrd : i% Q. (t1t. it., iii, 111( whcte tº A. 
a natut4l nNttºbrt MW ktratct 11)411 ut cclual tºº c, tir and 11. t11til11ty, l". ach t1 Comir. ta of 
. cvrtaJ 11ut11lxt. ºki mit++rt+ 'Iltctr is the set lit tklrtttiittitititt Ill)) of tile V. that accrNws, 
the Oit11c°al trc'kktd trptr. ctttcd it% Iai, 'llic sets tt1 titiu° : ccccvs lopt atul ttntc Ii', Wsut '11tc 
set "I pctiºkd of Ow ttcc"r+si and tite set rd tavtc Ix"tlnt11u"Il fly file Ii tcºwatdk the c"Li11ic"al 
tr4otcl Tile task Ixttc'tiitrºI Could be oi+rn,. lead, wtttr, ti1><tutc. deIclc, cctpy and putttt. 
Iltis intko tttattkktt *avcd two the Awhtvc rvrt y 111ttr c"htttcal tcvc, tcl is uc'4rs+cc1 
tir, 
'file ilCc ra date drnotrs us D.,,.. und tltr set of Da,,, -:, trprr"rntrd as 
D_,..., (1)", i, 1 
.. D,, ,, 1), :1 w-hcrr y i. a n: Uulal uunthrr and prcatc r thau ut r(lual it) onr and its 
infinit) At: CCsti tltrlC t'r(>fc-cm : 11 tý,,.,, . Itld 111tz tiCl of la, cos «'11ic. Cntcd. lS 
L. 
,'I 
ta< 1, ta 
:, I. ,.. t, ,I what: x is it natutal uunlhcr : ultf f*rratrt than ()I c(Itial it) ()tic and 11% 
inlinlt) SIr. uºwhllr Icºgnut tlmr Ir1ºir%Cnt as and Ow u"t u1 rclltr. rntrd 
: IS 
ty ý1 s' I 
tl.. 1, t,,, :, tw, ,,. ., t,,, $I whrtr 11 
i% a natural tº11IUlICr and prralcr dull ot c(luaI tu 
t)tlC atld its Infinity, Al'ecx1 dlltiltltull ir1Y1rmC11t as t, lu, aü,., and 111c %rt ut t, Lpa, t. n, (CI)IC., cilicd 
a% tdwri. ie f' ( t'hn I. C1u, ', tdut 1. "" I Im it) wlIrlr 1 1s il II: IIIU ýll lllllllht't and plivalcl than or 
rtlual In unc and Its inltnity 'I'hr tasks tliat could 1w 1k`t((Itt11ºuy. hy tilt- I.. ; tic wpicwtited 
a- a%Cl of ultictatitlti, T. I+. k =I trad. «Yilc,. ul)tlatr, tlrirtr, copy antl 1, º till. I 
«`c nerd to ündrtNtand that tlitý ulirt: ilºull 1% n11 an ulx'iatlun 1x"11411inrtl by lhr clinician 
of ltruplr, It 1% a. y. trtn ul>rtatlun ItrlClw" is thr Iiy. utr trl/rcSrtlliny. ihr ahuvr, llualtutl, 
Art hive (a) 
Who I 'l, 
l. rtik: itr". rri/ Write/ 
Update/ t)rlrt("/ taopY/ 
Print 
F16utr .1( 'rfalr all 141%4. 
P. When: t)s r: u tat 
Ij"g, t . 1111 
tdw. 
tml, 
ltclrý. ý r+ tlic 1)i1}1'! + . ct cit ity . 1ºrc°tia , ttiorI L+uy. tiap. c trl'rrwn II I IF. t)n" po lti y 
A. t 0 l4. L. a8 t) 
An hoc ntatntamN thr cohilllrtc ulºrtatuns h+>tm'y at . nrv in, ta11t 1 i, I ('+1lesC11[ 
Illr prl 1111) 
'A Ilk) 1>ictf0ttttrd 01)CtatittI f 1.111 the t IitatColl I roA )It I),,;.;, t.;: :;, t,,, p. t, sttrtl 
drtltttc. 
tlic day 41141 little ýr+IýrýGtýely` -Abell tltr i, ltrt, Ntttit is 1ºrtlottttrd 1'11%k drpto% tltc 1414 
ltrtfutttW41 br file #ý 
1'i insip1c 7. 
I"It, tly. %cc arc got1l}' it) taikIc thc tall ()i till', IitIItithlcwhc-tr i% 
t, rth of //'s tlt i r+'% t o/1I1 t, l lot r, t tNt ttllllrtl in A '. 1. 
It t, n<l t, rlly if i. rrp/r*raird by tilt, . yn, hcº} <>. 
(ýý) 
F iyurc .. \Ulqci 
sound lihr this ", / rrrrrl 
'i'ltc Ictm tire rc+ t r, rttrt>J hit It t'r, ntºttttr"rJ in rt just lakt, ;1 %ul»c"t, It call br lutrtlttrtral Iliat 
+ct 11 is .t "ulº+ct ill cclual tu a scl tct 
A Uh ts tic"nit, tlt'r tc"111t, sc"utrtl as Il' A hy. utc 22 
ýItcºH a 1; is it . tthsrt ul t\ 
Ih: ºt 1, liu}: " ux it) ttuý <> II A 
ticGx)lldll, tt) tatrt titc hcatl ill Ow Illrttctlt}r "JroJt)tflog rtn! rt drill-rd fit im rr"rstill :1 rrrttr-J't. 
, tp/, rrttJrtJ to tr, sort/ Jt' Tht< st, utrttt: r tutctptrtrtl as tt, c uttl A can 
hr acltlrtl irl flit, void i11 
trc., tel It fit utltrt ttlratutt}'., A atltIctl ti) 11 Ill mrI this 1t, pic"sctt1rcl as A t; It 
In . uhltUcºl1, «c . uldrd :ºv: 411.011C %. to tc>l+tr-will tilt- wIxtlt` t+pc't. cttt)tl 
11ta1 hlrtt}: * u% lt) 111C Irl1lrýCitlaUtýU xtAt, II t; It _ 
At 
I's im r1)1c ! i: 
10 I1cl1t ilc, <Iihc tt1c I+rJItt ý, tllt% t, ,t st'cu; um vicalcd Im hcltk`I Nlltlt'1>l; mtl1np.. As%+rmr 
ttrat aArnWn Maýr .1 Iº, t 111 . uk'r++rcl ic"c u11i Ilrru'1i1"> . 
ºti i. Ii "1111. It>t I. uhllp'atr III ras'ü 
eIF114vae111 As +Ixº11 . IS 4hI11c 1arº IIi11 Irr" gI. Ultrtl It, : '1c'c'r%1 '. 1 I1.11tl1'111: It cIlflll'a1 It"1 tnti, tll: 'It 
4111114.41 IrttlItl t1111%t 11r adllrctu1t1, thr 41u1ºcý, ýtt', 1º. t_ 
WItrIt c I11J)c 1,111 cctl11r, t, III ac1+-,, arltdhrtc (1nºc al 1rs cltil, 111ri1. it n1t1,1 1ºr, l Irllurýt tt1 
Iralxaº. 1lrlr duº141411 itr, Ixluýýhlr t 11n1t 1.111 %+111 ihm 1 : 1%k 11u111 tlIr c 111iic 1.111 111 Iýtr, rlri IN. 
I k- t'lUlh lall ASYa) tlir list it) ihr 1c, lx't11,1h1r 411111t'aant tt11 r1i11uitt1/111 
We aüI asagtt a vatt; thlr iu trltrrsrnt ihr ttttmhrt ot : ºrc"c"sSr{I rrc'cºtd list as value Y. It 
alscy as+utnn cCrr that the syslrnt h; i% wt ihr ntaxiºtturn ituºuhrt of arcrsu"d lecold list that 
is uccr#ttahlc for rash rhttict; ut, ý. II 1hc' rvaluatit, n }inds th; tt "alttr y of cJnuctatt has 
cwt-rd of rclual to Ihr v; dur x, then the tr', lxmsiitlr clittician will sc"nd notification to thc 
patient stalnt}', thr (luuCiatt who has it lot access list is tr(urstc"tl to access his clinical 
Irk i, 14{. l'mtrntthrn wnt tc-. ccihuckti) ihr ic"slxsusihlc' clintc'tan w1ºc"tltrr give consent or 
1101:. 





11.1 %, r, \ Rrclttrst tNify 
( +Iant ( 'cittsrnt 
IýiNurs :S 1"risK lplrr N c%pluuaUun 
Ilrl"'A 1. + thr 1)IiII'+ crcut1ty . pCt'tlT4-3I1,111 Latºp. ii, t}'. t' ti'pic'wiilitry, thc^ policy. 
vi 
: X. 4I11Fioit1Tl'} +`. ºif41tau 4'0n+r111 
IruntMc't(: ')J ' :\- nartahcrlýl. ýx 
1'týtttthir ýý: 
wIII IV ckm ttt+lat}: thl, In Iilk il)lc" %\I III t 'SVrºt; uItý l. rt : º,. uºººc tht"ºr 1% 1.1 (. 411111m let 
ºlcttt , tttti Wr tcptc, cttlti ti. l[ l h"c +rt: ul totltl+utt! +y% I{ Itt 1i'tI I he t(rpl(*tit'Iºtr/) : t, ti tL, t 
(l;,, t;:, Mv. t4) whrtr is t:. it ttattºtal ttuºtºlwt 111ºt t% }*. lratrt Itt. tn All rilual 11) 4111C mid ti'% 
I f, rmuaý I hrtr º% Also thc +tth. y%tcttt %hich ICI nr%riürsl its ji '1'hr "rt All will bc 
lrhtr"rutrtl : ý+ ýý,,, \I ýi,. ýSý M Hhrtr ººº t, a uýºtliºal niºiººhc º-tl+a1 iý ýýiriºtri 11º; tºt Ui 
K'l 
cclual to anc artd rt's infinity. The irrdcl>rndent cxI>crt III this scc: nario asstrmcd; rti systcnfs 
th; rt cr; duatc thr cffcetrvencs. ()I thc" t111It4'IC\ hc"ctt 1ºer9ornu"d ; lud dcnotr as ü. '1'u' set of 
rrtilcpcndcnt expert rellresented ; rs i*ý whetc k is :rn; rtutal huinlxr th; it 
is g. rruter th:; ta or cclual to one tuicl it's iulntity. 'I'Itc policy ibccn cillo>rcc(i will tx 
rcptc%cntrtl ; ºti I' A. rl of Imliry will br wpir, rntrcl a% P,, (I'i, iP.,. I',. :.. I', ) whrrr tl IS 
a natutal nuntlx"t that º> P. rc: ºtct than ot cºIual to tºtt(" and it's inltnity. llu" srcnatiu staTt 
whcn it want to prtlottn a task that tc(luucs policy rill utccn1cnt. If ti it) ctllorrc thc 
Ixtltcy, it utust know what tyltr of 1ask to hc pctlºtnºctl by (K, so, lustlý, it must wild a 
tctlucst K trptrsctºtºnp. thc task that its }: uin}: to pctlot in tu 11. '1'hc wt of Kºs tcptcscttictl 
as K, (Kº, K;. K K,,, ) whctr I is a natutal tºutnl+ct that is P. tcatct than ut cclual tu oac 
uttcl It's ºnlºntty (l al-so tccluttcd tu wiid ;t rotty of thy same tctluca K Iºº thy 8. Fil; urc 24 
tlc%c: t ttt'cs thc srcnat n) 
F ibutF IN Soot kriluc+1 
: litri ºxotlr sctb>y.; trttt crvrtvril iltr Irilctr%t lt ltuun it, thr Itr\t . tvp r\Iiltittt I>rkou. Icri". ium. 
it h. Iphrta a'cuK'wttcatly 
lu !S ji will ilirrirnturcr thr l>; ilic ý-. I' 
111 6n Kill thrrt clu thr ptxr>. A. At U1.1111111 itiºrtnalLY i4 Iiuclitiy, tltr k'týitrct v-, ilur of what 
Kuphcl. rti" IV 111C trailY IIIºItrIrilttr, tlt. . 
1'Iu, rrlworcI valur ptcK"rýýrilIýs 6 ü`ilitic 
Irl, tr+rtºtrcl r-Alirttrcl vulºir will I+r Icrptrrriitril <tti I'N, I 1'lir. I'p,. 
Yq,, 
., 
I'a, ) where t is a natural rttttnhi"t' Ihal is y, tc. Itcr Ih. ur or equal to one and it's 
ntfinity, 6then Wall lor ralnc resulled of the pet lorntrtl task Iiunta. 
Aftcr {3 cniorced ttte lxolicy . mitd r>` allowed to IK IFUrtlt lhe task it rrquestcd earlier R. After 
cornplclinf; late task, cz will have valuc Ater task lxrfornted trprescntrd as 1". I'Itc set of 
%: tiue attcr task pcr'fortnrd trptcscnlcd as 1'. I ( 1'- I, I'-;, I' 1.... 1' 0, whcrc f is .t natural 
numhcr that is greater than or equal to one and it's infinity. 
u titust send 1' to IS and at the s. une time send a copy of 1'- to 
IS will savc 1' into its tecurd lot fite I+Ioot that task is complete and dic policy is 
cntorcrd it then walts titr. utothci' requcst Ircrfurmin} task. This process descritics in thy 
itt; urr 25 twlow 
lt 




Higurr . 14 Compost violist 
(! It Ow Ulltr. ) Iº. utd, is pcrltirý tit ý c, tn; t: nr 111C vztlur of Iý ' will) I'I1, It Ow v; thtt. " i%. S; itrtc". 
Ow 6cun cut1.4`Iuilr Ih; ºt 11 ºs rntuic-ittg the policy rtic"t ti. cl1 ; cud cctttrctly Bill ºt flit- V-1111C 
i: nut >; itnr. ii will h, tvr to ulxlatr thc" it m) ilt: it Ow wir unmake will not hr trlwulc"d 
u}'atºr 
l-cl 4'N. uutr that ircrtvcºl lt aitcl WauttºY. lut Iitr t' tic)rtt it liut It tivvc"t tr('rlvrcl 
any ºalWr turnt ci 11ý; w houl. '. IS will krrp wattitt}! tun tltr tr%rºlt 11 oil) it Thrtt tltrtr tttttýl be 
itllcxmrd a ttt. i! ºtrnttilº folic 1ºrtitxl fill lk"ttutnttitp. task . ºud titilr w, ºiitny. This titnUr ttut*t 
111r a<'cFptahlr Im it ih. ºt it will hove rtrºr. it tunic tu l, ritutut tltr task ; unl 11111c it) wild flic 
valººr Is) built 6 ; utcl jl "111r tilnr w; untty. trlºtr'+rtitrºl; º% tw tttr: utwlttlr Ihr natttlat1itatt tunic 
pctttxl lot (x: ttuttnin}; task tcprescntcd as Wax. It Ihr 1w in 8 has cxcrrd tMax, ;i irru, t 
ask luatlicattcrtt bunt It. Ali), rttor must br ulxlatrd in jl. 
It 6 rccrtvcd K truttt t>; which is not valid or an ritur, it will ask Iti%tification from It. It 
then must hc ulxtatrd to tu"crcuntc this cl 101 su that the systrin will not tnrrt a dradlc>c k, 
It clUCtal to ctrttcct 1; cvcty tintr thrtr is ill) rrtUr in kill itlcnUtircl valnc trcrivrd by 8, IS is 
reslx)nsiblr to enllNt. 'r tltr cutrrct policy Witt st) it must Ix'havr. ti is tust a rcvirwrt und it 
will t. >ur" a tlucty if sutnrthinp dur, tt't haplx-tu as planned or unrxpr(-tcd rvrnt tx'c'urs. 
An Intlx)ttant trnundct hrtr. this pttx*rss IS UUt pttx"rss pri1ut7tt by Ircts()n ut clituci; nt_ 
I1ºts whulc pruccss will pctt0t111etl by thr cumputrr sy%trnt. 
Ilus situation ptrscntcd by I)LIIIti srctitity slrrcilicanun I: nt}ua}: r brlUw in step by sirp: 
tt scud tI3. K) 
u +crut t6. R' ) 
is rcticlvc (u, K) 
h trtrrvc Ic: c, R') 
val; ulatc Ihr rxlkctrd Ir"ult of lt' 'I'hr rtfx'ctrd Irailt druotrs ; 1% 1'# 
rx . crtil t ýi, I', º 
ýi rc4cýir ltý. I' ) 
ý rrýrrcr Cu. I' 'º 
h c1ýriltºatr II'ý, I,,. I 
It I'u I' 
TIroi OK 
E: I. c ýrt11I Iýi, Ný, hly ulr++u}ýr) 
týi I', ýu I I', ý I' ýIcl, ý, trý lhr . utý, yatrtu ýý cnioICtny. thr Ix, Ilcy I ttº1 oml+utrt . y%trul 
Hhrrc dir Ix, ll4-y I Is a InrIIIl+rt of lx, Ilk y II'I 
4.7,5 °I'hr 11utr. "nr 
. >Ilhtou}It all I ltic AN ý, 'c ., nF. ti. trr". i,. 1": 1, aII> t: 
ýý}: r11n}; %I wk il>'itiký , r, luatý IHýIý"i Ir,, 
liwus till atlfctrnt a+hrca., Icºt Lli+t: ait'r AtiI Itwa"r. Iluolr om Ihr u4"cr%% cunllol Ix, htir. 
yý 
und ! aS('(> attctttltt tu 'express rtntstraints on ultlc"cts, whilc" I'tlntlc"t : tints tu sltrcily 
. ecurity and ntanayc"ntcnl ltoIicic"s Icn dkUthuird systcnis AddiUunally" thcy : trc" r1111crrnt 
Poll) the lanlttay. r's chat: tctct lx>tnt trl vtc'ev. Whc"tc: u AtiI, bawd on luy. ic and I. ati('O 
jx)hties arc epettliccf as lupical cxptcssit)tts and as dttc"c'ic"tl ýgraphs, 1'ttildc'r is a 
drrlarativc I: utl; ual; c inhcrttinr. its syntax It1Nn flit' O('i. "Oi, lcit ('lmsttain I. anyna}; c". 
Att'urdlf)jt; to the tt: ittttc of c"arlt of tllcst I: utýýtt; º}'c's, evc" It: ivc Icnind that unnc of 
Antlctstrn's ptintiltles ; uc not tc"ptcsrutahk". 1'tºt cs; itnplr, pfint'tplcs such as thttsr 
cOttccrrtinl; auditanp. ulkrultt>ns (I. r. I'linttplr (, ) and t, tmtºuf ayylc"p'atit)ri plohlc"tns (i. e. 
Il'tftttiplc ? i) wetc not trptrsctttahlc by i1tiI. and tntluc"t tly c\pv,, %cd by [.. IS('() ()it the 
uthrt hand, I'tºndct was trtutr stºttalllc" lot fht»c Itrtuls uI ptutctplt"s stntc" I'tmtlc't has }; tit 
I0n111% to dcal ecith thc tnanayc mrnt ptlhctcs. ns. Im I)illlti, this Iany. ua}; c ahlc ttr 
reptescttt all the pttntiplcs rxplttitly Sic cunil>atisun of threc 11,01 I: atynaycs prescntcd 
in Table I bcluw. Table I tllusltalr% thc t1>tnp; tt isc, u brtwccrt thrsr loin latiptiagcs 
Aüurtlift}: it, tltett ability to ctpfc"sk Andc'IStnt's tltttic; d srt'ntttl' ptttirtplcs, 
I'rirlcillir"% 
ll. sluguugr 
Pf III, 1111C I 
I'lIlll 11t1c : 
I'i lilt 1vIC 
I'l lilt 11)1(- -1 
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F't toi: ipir 9 
Ialýlc iI b1t11sAthutt Iql/k . MuM% fiat , fai . \% I. I 4Sl'1), 1'outdrt and Iri1I1% Iangugyr can trlttciartH at"surll 
1"414 l nNNIr1 In I link at W4 ut I1º 1111014 ildr" 
I c}; cn, 1 
; ý{'1'liý a1,1c x Not 
U'. 141% JON RcluvwIltrd 
Inu1ltrk1lý kcl+rrsctiicd C'^1 
0i111. ti º. a I; cn}'us1l'r uuuatrd c. IºrciaLly Icu dº'. tºthutrtl Itr: ºlth 5nl()rnialtutº' ýýac rn that 
ct, vctti 411 a. ýlx"ct* ul accra% t1}a11 I? %'rn lhouyit Ihc" lanfniayr ahlc" it) trptr-, rnt all thc" 
pltncipIrt r%plºctlly, hUwrvct lhr inurtº 1r; 1It11c"s ul lhi% Iatºytº; ºy. r% whrrr It covc1% 111C 
chany. cahlc part , till ntit lrmrd 4nd ptUvcd. TIu. part will 1>r di%cussrd ill clrpth in C'haptrt 
5 whrcr Ihr lral hir catir xtutly ºnvcºlvtnf! hlalay%ia Nalumal Ilc"alth 1nlotm: ºlºcºn Systrnº 
i+ ti. cd tu scc Ihr apphc: ºhºltly ol DIMS 
t'11. Ai'I FIt F1VF 
APPLICATMN DOMAIN 
Itl llºIý t hal+it't, .i Iý1cýtýýt1lýr IýictirnM tl ; 1. t a'sr . ttuiý ýI iý)91iu't'Inº11 : ºInttn}' ul}',; 1iºil; ºliltft\ tN 
1º19anº1.1t1rn1, ý actlºuº chalºlºutc"tl Illti %Vr harr cir. urtl an tnui; uittn ttI . hcurtl rltutr; tl 
tri'olcl. hrt«rcn : º}ýrntý withln tilt' nrtwcitk tirtutiiy Ittthrºr. that should Iw 11%'i1 clulinl; 
tln. Itcc>4c+n arc cltwti., rd 7% pocayl><" mailr ul, ,u IIº: ºt it will r: uty ýnº1 
IMincil+Ic, cº1 . rcutiiy na(xlrI ()f ciºnºr; º1 Mic)ttnulnolt , y!, tc-nt (Atuktmm ): ºtº 
: \ndrt»nt May 1996l lilt ludºn}: Ix)lºc'ic% 1114it : ac c'tit º: 1I 1 on :º º11%11ºInt1c"d I IIti 
Ihr l) 
I 90tY 
5.1 I't ut ut ) Itt" I hrt' % IV %% 
Ilic dt+itthutrcl IIIS tt'. rlt , ()tL4La+. ýý1 nº. ttrý ,, tFill it /atIt Itt> %uc'It itro +cIuotýIs, uºatýrt%attr.. 
cs, llc}ic,, tr+catch tiI}'. atuýaUtýuý, ht,, l, tt. tl ., rittuw c, lahý, tu*iit; uirc r(utti,: unrs, rtttl, lnyrt+, 
dl%lttct hcalth c, tttcc%, +latc+ hralth dc"Ilattutrul., iu". tlth nºttu. tt j and ihr publik. 'I"hr 
utýatülailuu. *Aviv pttjtilk'd tttlcF a tititiril Ixl, \ which Ic-1ttt"*c"tti. Ow lutrtttal rtutt1r'. of 1br 
Iilti Ihr it'btttºls, uuirrtitltr\, tollt-}'r>, tc"-w: ºti hc"t lu, ctw%, nt%ttt; tuc'r t t)tnlt. tittrý, 1ýltc'r 
. tttd : Ittilttlry ºtt}'EtttttaU+, rt,, ; t1141 1,4111111.11114-%/ c"IuploYrt) (, III hr trlºtc ýrttic'c) aý rýlrtu: Il 
ctttitir% tltatHhh to ihr iltit, ttat. ºttctu 1t(1llt III'i 
ürlitticat, htl+" Alttoll}: Ntc. 'r ut}'iutt/atü, tt+ aim . howu hrluw 
kueanýe 






I tic uttunc . htºw% duct, t- tclatlººttault that occ"ttt. uttxntlt thc. c ugrttt.. I: uri) agcIll will 
haº°c tt. own clatuha. cs whtrh atiºtr+ thctt%' utgauutill lot) c"unIldcttitul t"Itntc'ul and 
uchntur>ttutlvc tcvutth I'hc +ttUui+lc prutcc"ti+ýt) ttrtt. t hr cuttirtl 11111 by titc itrrnt. In ctitdcr 
It, iºtt+tcct t! >ctt tcClºICI. Itººtn Icing ut"rc... ctl by unuNtttuttictl pct sun. 1,111% Plolvdioll will 
I+c c: atrtca out by titc 1II4+ oIttect+ `I'lc Ills ulltrct. will hc allºcairtl lit Cad) otraill/alloll 
Nhtd) cun'y tcakýn. ththty to eýºnttººl all thr ltuttsürtton ttolttc' within thrsr utlqunilitttutrs 
90 H 
'I11e transaction limit be Conducted with Own acknowledgetttcltt and approval only, The 
11111111WI till authorized petson is limited and the trausartioll call lie rxcCutrd ill Iruaed 
rt)nditlo11s 
'I11c to; nn issue uI health Cale network is to able 1wistmal health inliunlation sharing 
amuHP the agents securely. It 1s ilup(111ant to ensure the integrity and availability of' the 
lilt (3tmatton at the titltr it's needed and tlanslrtted in a very secure, trusted and 
convincing pttx'rdurr. Not to lor}ut ot11y auihutired Iwison can request and received 
curse inlotntaut. )fl A miner tit)n haplx-ns, when thr11' arc: two of 1114)11 agents arc. 
ctrhanging sotticthutg with agiec11lrnl Brun each side. The cntities would 1x ; entity that 
has the inlornla um lptovRlrr) and entity askin} tut the 1u minalion ttrtluc"stor). Huth ()l 
them ran tweome ºrtlucstt)t and pltlvulrl at the same tnie In fart, they must agree to 
piovide sonic Inloinialion below they allowed Irtltiralrl}' 1111o1111.111oti. 'I'hele lutist he 
alst> ex$stin} 11111Ntnation that can be tllulsfcºtetl 'I'hr 11111)1111aiiun lutist be updates always 
tit ounce to ensure only the latest inlutttnaiion ruculatrd within the nrlwolk This is 
cluc'ial I4) uplxltt the ntlegt'ity ctl the lilt m [flat lost 
Wr sug', rsled that, all the ilgrnts ss ltilill the nrtwol k mist mite Io all apfccinvill ()It what 
t111*ºttnation rationale IU lie shalvd To dcu-11I1111r what t\pr of fnlottlu;, ät411, each 
iI}.. nis/stion I% t)hli},; tie it) plovidC Own hst tin needed Illloliliai11tu ; 11111 the Justllleatit11t. 
I1I%lnr. this, it will Ix' dlstiitmtrtl .o that evely ä}r111 wilhln the I11S and acknuwlrtl}'cd 
by otlºrts With thts, they call rotnr to . 111 .l ic'enlrnt of what 1% the art eptable 111111ttlattt)n 
In he %h ucd ant} at the same In11r they must ptovule the 1111ol lalloll needed by uthrr 
Aftrtwatds, thctr'% a Hula Im each agent In the health rate ticiw"ttik it) build then own 
>stt? tn I"hss syýstrtIt "IN dust like all Intrtlnrdlate lilt them to shale %%1111111 the lictwolk 
the s}stein tntplrlnrnteti lutist be rtlulpprtl \vlth suitable rrlnlt, rtlhnrrtllrºtt 11 1s 
1Inc141 it, hale ttu+ird IIIS otfttct Ilt; It will 1rt, ullr and take talc` ill the sysirnl 'l'ilts 
Ow "Ord 111s olhvri lm, will Iv the 111tettitr4liate pc'lstill 111ä1 hand 's Irattsattitttt d11111tg 
sh. u II} 1WIs4+11ä1 I( IS 1% exrk rated 
I )r, i' ctl Isom this Ii}: utr, wir base Iistrd the rttnnrcttun lttt carp ill thrln. 
" Mtmat) of hc. dtll (Nit )II) trhtr", r11ts the 1rlrlrnrr lu1 the whole umis than 
working in nrcdicat Held. 
" Sonic rntltirs havc it ditrct interaCt wiill R1( )Ii M) Ile (411rts must u)lrtact 1111u(1}'11 
nrirtmrdiatr rtn111cs 
" IIraath Stalr I)rpatttlºrnt at cach stair h; º. di1rc'1 trlatiunlhip will) N9( )I I 
" 1. t. ) 1; )Istrict Iicalth (111rir, h; u durrt trlatiutlships With ºI% IIc': Iltlº Statr 
I )cpattitlrnt. 
" 111c Inlrtn; Il cntºttrs in racll ili±. tatit havr ditrct trlaticroship tu limit I)Wttit 
I Icaltl) ( )11Ives 
" 111c Intcttlul ctºitUr% In rarh %I: IIr need tu cumu"ct w)t1) Ow statc Health 
I t, - p; uttttcnt thtuu}'h thril I)nrcl I Ir; º11fi Otiti"rs, 
"1 tic tittrtnul r1ltltics III rauh. %1.11V have tillet-1 to owl) 1.111%. 
"I hr rtictnai rntltirs 1111rl. u t (1nrclly w)th any of the ut}'; uºtiattuns wtihtiº the 
1t1trttr: d rlriti)rs 
" 11 Ir rorr. n. t) ctltttte.. Intrr. lit with State Ilcaltll I)rliatitnrni tlltutl? 'lI 1)I'; ittc t 
I icalth ( )Ilti'r. 
"I hr cNtrtnul cntittrs Intrtart %16101 111( )I I thtuu}'h till. Slate I Ir; ºIth I)rllatttnrnt 
" 111ctr will (>e tttir11t; 11 vculnrctions ; ºnu)tº}' Ihr ºntrinal (rnt)ilr"s It Inrans rach of 
9 c)vrtntnrllt hopn: Il,, }'uvrtn)nc))t chiücs, pttv; ttr hmIntul>, ptlvalr ihnic's. and 
I. tl have intrt; ºi ti41n with r. hiº (Itlºt") 
In tttc nfýl ic. uc)tt, ýýr ýýill }'tcºülº raciý º+I tlºr itt}: anºi. ºtýtýný slatr+I ýn I t}: ntr : 'tý kýlluýýitt}: 
001Iti 414}'ºam t. ('h. 4 LºIrr "I) 111c- Ixº1rors irtvc-º1vccl will Ix- ºliwus, r1 . 11141 DIMS wimith 
*)+c-. ittcatlcºtt latt}aia}v will 1ºr n,, ril to trlºtr. rtli , tII 111r pcºIicºs"a 111at haN r hrrll (ICI tsril 
Iliftl! tht" scc tttºtl. 
4.2 l"ini; I1ilI1S tirrut'it) I, auYUuylr li) t'rpcrwnl lbr upplia"ulilm ii+nnuin 
1ýý. ºtý:, ºº, hci., H , In, N, , ', 1}, º111/. º11ý! º1. , ý, ýºº Ilu^ I, i,, tý, lýl, r : 11,1+11rd t+, I)ý1I1ý dluý, º. un Ni" 
h. l%c x. *! g11cr, 1 file i11111.. t1y 1'1 I Iea1tlº M11º11 ºlriaºttrº1 . r. 11t 1I I to I, r : i1 Ow Id}: hr*t Ir ý rl 
`111c State Health I kjkutltlcllt w 1111 h drtlotrºI . v. ti111) 1, Ill. u rº1 :1 Irvrl below NI()II 
NIcal1. +1111c. file DIP), l)w11f tI lr: ºIIIº l)111(r %%h1, It dr)ºl, ird w. 1)11() r, ; ll ihr 1111141 lc%rl 
1ltnta Nit )II At the I, t. l Irvc1, tlirir 411r Ihr whit 13 fall uullrt lutrtiizil ; mtl 
')K 
4"AtrzN: i1 Fntit#cs. WC pf: lcCel rach o1 thts otyrttttt; ition : k'coirlut}: tu the^il tulictiou; rlaty 4-ux1 
ýttaý+ý, tt: ýlle`r 
".... 4 ...................... i.. 
X" - l0av SOW Ph uA, vI, JI 
fr -- 
...... -"" ----------- ----------------r.................. ý 
/(a'# ur-,, v04 u '44 u. ßO/ IN IIIfN/ll (Xi(tlNf\t 
tN UTIlS kNT1Tlk3 I 
.., 
Fiyutc: 7lNaUram dltttllnttrd fItS appUcilln I)lYIlti dlaytarn 
A+ «c t an scc Ihc J., -i (J +, -ril , -,, - 4, , _tiýJ. 'tlcnutcm tltitl in I : cvrl 1, it ha%an-CIM . uhx't 
sit, a wit of puhlit' Ixºhw), "cl Ill mill Ixº11ry whuth uiutlur it, thr IrspcoUvr- lcvrl, +rl oI tth)rc. º. 
11iat Wong it, tha tr%pcrtlvc lo-cl, . r1 (it "ul+jc0% Ihsit Wilily ill ihr trax tivr lrxcl, sind %ct tº1 
satlthti+mal p. iht: y- that hcltnil; + it, thc 1cvc1'm mul+lrvi 'ilicmr . ul+srt. irmitlr ill VA01 In-cl and 4,4111 tic 
rct: ognrruvl jcpcnthng tilt *hich lcm"c1 Ilicy Itcknik. it, 'I'hr I>fIblit' pohc y I+ Ilic poliey thiit : ilphc. 
141 ai1icmc. i Mhirh tlcnuic at, . 
f: ... 
I'tihlic Polio tilt thc c"ti"r auitv- 
1iWh cnlttv wuültt ncccl lu $u ihniul; li lhr rntIti, ltrltiw" it. Icvrl uttitl it tritdhc+ thr 
rctiuc+tctl cttttly, tttilr: r'. tllr trtlurNrtt rniity I. )list itnc IrvrI hrl+tw, Ilirii. ºt hu. "c 
ýhtccl tKCC.. iitt. tlttr4l uctr.. tttrun rntttý lt+ýýttct! hcItiw" u. ur lr%-Cl Ill 111C 
tcNuc, tut 1m u". +iýnct! the uvc'rs% c"ttiiltt, I 'I III,, , tccr+% rt+nttttl tlrlitºir% a. i1('1. 'I"itc 
tatoct cntlly acntttc. u" 11. 'i-11r ttupct ctitity : 11 iuiolhctIrvcl. [Irn, ttrs u, It , 'Ihim 
piiltvy itatiicil a> A 




I; l.. c 1. trclctcet : «-c ct* I_'. t r 
" P. t'ýý1it y a1x)%c c: ºat (110 ttr rn'ct W 111C ºn ca. ( ýýi rntcº ctºcy lull twin. ' ýItc ncrcl to 
kuºw Ix. º1ºc`y 
1ltc ticccl t4º Krnºw Policy will tic clciulicl, it-, 
-- 1ýatýccl; cncy 
9'. ttl%-ccrºclcº J'i 
ý... t t: 1ncrü11AClIt and pri+xrk 4'Iiiril'+ and 114)ypiIlll9 
ltrl, ýýý i, thc rrr, +. lcl it intý, rinutiýýtr til1aritr} between two 1!! ti syacrrt that -tic located at 
dittcrcirt I«'alr«tr file dºaý. r. 1ºn hchow %ht, w'. how lltr conrtc't'itcºtl, . tic. It also shows 
how 
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AllQÜ 'ýý1ict (s 
Control 
List 
ýýý. N ... 
ý. 
1iy{tuc 31I %hwtin{I & Ilnlvgl tea Ind 1, % tiu püII1lNIliY1live Wtl 
ticJ. ýý+ ý, thc tx, J1º ic, ttrtlvcti l hul tl}r ý'u1t1tC4'tlt+tll ulrnýllý: hItl ýuirlnlllcltt ýuut týI w, tir 
f tltilt: + alut t11npltak and Labs 
kryuuct»ctll. 
1111 u111t tn NMI 1'rtvtrtc and }.! mrmtlrr»t liop}tills : 11111 Oimo. must tic c. tut, li.... 11cil. 
Rcii, td% tttuAt hr vicWtrd 1u1 patlcnt% 111 1»1I11 pltviltc ºiutl }ýtýýrrirturýrt hu. %hituk uta41. 
01111v+ atkl+avccl as tlrr 1lIS trtlit, ý, 
t I11c IIIS upctalur% aasigfl thc IN iu'rr>s cunttcº1 whclctis both 111v chillk-1.111 Who 
tnay open tile lrrutd . dun}: with the liatlrrll 11111"t he iilrltulc tl u1 tit(- acc c"ss ctºnllul 
list 
4. Kctotd±t rttu. %t tic vtrttc/l Ivtwc+ctt the 111ti Ilttitt . () tccutd call be 1wCC%%C, (I 
wherever and whcrlrvct Ihr s. unr p; tucnt is twin}' adlntttrd, uptlatcd Irk-olds tnu, l 
be disttihuled u}'atn to . 111 
l Its I Ittils. 
tllti Units in txiLtt Y. utrtrlnlcnt and ptiv, ltr utlll'. must hr rstahlishrd, u Illti prisun i, thr 
trttty one who L -. 4t) rdu( ihr p. lticnt Icct>rt1 hcsitlcs assi}m111F. Ihe authority lot ucc'r, s c'tºltlac/l 
list I'aucnt uIºtlatrtl ir. 'tºtd, lutist be dtsUlhutc"d lo . 111 IIJti ltnits I'attrnt mtlsl irr aw; ur 
t, t utty tttcxlllscat itln, authrruty tr. ulsirt, amt irrtºId arcrssrtl Ills lx"Isurt in vat 11 unit will 
IV trlxrscntrd as It 
'1'tustrd itlti person in this syNtclil Icptr, rtttrll its It it hroinlr It. tc" lrsputlsiblc lrrlstin 
whtr ill take Ville ul the au'Cr. s c'tºtlttcll Ilst Attc"ss rtnlluil list ruiltaiits intirtm, itiun 
ahxiut tltr- rlttural rritrtds Ilchilt}' to titr putirilt : iltitly' wit11 hint rtiltis'I; ts 111; 11 air 
aulhurl/cd in itrrrs. thr rrrtºtds.. The . ystrrll ; rosurllt" Ltºtit only Ow (iullrLlt, tile w%pollsillic 
rliliiri; itlk ratt 
have Ihr arrra to tltr ril/ttal Irc"utti Ill t: +. c" : Illy rlülnhrs in thin . iccra 
rtinttul list "tit 
11 . 1+ : uklttt}' it trlcililly. ctittlt i. ut it, ;1p. ulitld. u clinic-; d let old tall mily tic 
c rrutcd h} [tic 
It thin rcauºn 1.11, Ilpht, ld tile i111r}. I1ty til Ihr clinu al ict-old'. by 1111111111F. 
tile ttuttttrrt ut Irrt>tin call Arras It 
hl ý. ('K 
i, trtrYr 044tctilrrlt drtµrtCS 111; 1i "Illy ilild t, 111y ifIltti lºc"Ist111 Irtlllr, t att t'".. t'". Ihr tlltnt. 11 
irt(º1d, ttrrc%s is yrantcd. Any trtltlrst liuin tºtlu"I C11111). Illust IV 0111,11r. 11 11 
II ia tit+llgatr It, Ix 11u1n1 ltºitle tºllrt; ltlulº 
tmsrd till tltltrlrut sltuultun. In ta. c til upt"11111}. 
Ic. trrd hy thr rtinititin 
ttºwatd Itlr rltuic; ll trrutd 111,11 tic I% . 1114m, rd Ill ilk-i. V., % 1114w IV 
umki ttrºutclctI}'c t11 
It Itrsidrs It1at, of thctr tilt- atl+ltil}. irtcarlny. c11111tV: In itut, the at't'rsR 
tuntttºl 
Its'. It must tic 1111urrnrd and it is tile u16 . 1u11itu1irtl IX-1--oll who lutist lx"rliº1111 
tttc Itdditlutl uliriannn 
Not Ihr rlintcl; In ilsrll 11º1. Icstllt tiun rar) pic yeni c linic al 
rý'Iº1tl+ 
hci11P at. 'r'cssctt fly tii ttatlly t'hntt. 'ltilis 11 alu, utº11}:. Itrd tu inlultll Jr; lticllt if ally 
ttw-w ca+c, occut., br vutt. cttt uI tbc Irttlrtlt ttrtta br obf.: 1111V41 11111,111 taw (if 
cfttcýýctxy. tttr patrcttl <uti+rnt is t1Ut a ttnuNt 
I`ttr. r IK+Itt ir% tri+tr. rttt tt. Ich>-A. 
ulsJ, t1311. trtlZrýIxºnýtbýltty°1 
i tt., r IttºhýtniPº n#(r)t)t: rit. tP('itn%rºti) 
v 
ýt mcrgcttry 
1 tt (1 1110111111) n-(iºht: ntilK'0ttlrnt) 
I Iý s t'K 
l'it hctc drnotc% that thr st of c'h4ttt: d ºrctitd In brlanp. -N it, liaºirni n. 
('ll ((0,,,, h)) 
Addin}: to that, if ally tlinician is In br ; uldcd into tin cxistinp. tlinü"al Irtiºttl, hr/shr Imi. t 
inltittncd 11 hº. /Itct list of attcs. rit trtold, List of actr. ssril Irruºd. a; nttn}ý a ntuniWr uI 
attca tuttttiil> that altrady l; taittrd to Ihr clinirl; in 11 will Own ntºttfv ihr (tatirtni 
thc thaitian Who altcaily flits fix) ttºatty ; tct r<Jrd t"unitul that wash it, add 111.11 paticlit 
thnital mind in lus attc+s tiinUot list. It must thrdn wail fill ihr Itatirnt tlin"rnt. 
'11ir 
1xolity trlttc*rtttrd as Mow 
tit A; 
III. t<1111JUttltt') n tluht: u1ltK; tnt. rtlI1 
I nulnhctlol k .1 .- 
niu)atlrlýi: rý 
IP- PR 
I"l1n L, r, 1C111'fCi tta tllc d1>4'1ul 111: 11 lrtlursl Iti add at t r. % t't'nltttl Il+t. 
III 4aaC of atlalltl}.. 11.1110cttlt/y, and uixlutin}'. riulit-al 1rt sllrl,, tlrr% how thr ptot'cs's %httuld 
tlc c><mutcd 1-0 us a;. unlr Ihat a hattrtlt X trist, 1% utiy. itlaily Itratrd At .1 hospital III 11%)II 
1: 'cti111t; t1 ttratlitn111 tit husllltal to Kllai'a Illilllinl I'allt'Itl X'. tiltllt: I) 1ct'uld" ; Itt' . 11u:; irtl 
Al the *, tic %ystclll III ht'. pit; li 111 11º41h I c"t u*ýt1111r t11; 11 tiu; patrrnt X týrnl it, KI : uld hc 
ttt4cl all 11>4c)dcnt «`hris tic IN 1>nitsy ttratrd a1 hu, pttal III Kuala I. unlJtlll, 11 nl h1+. prlul 
Kuata I. ulutlut w111 trllucst paitrnt ý'> rhurtal trCttld tlun It al hu%ptt: d III IIHth Ihn 
Nuc"tion ta huw it in Kl. kutºlA", to tclltlr. t ditroty Isom 11 Jpt>h`' If put. irtll X is 
f11tTýtlNli, tic t at1 1111411111 (fir t 
Iti11t; 1: 1n. hill flow to du it p; lürtlt X fu ltitlttmt luu, und 
ant pilt/a-ttk- ally hcJl+lu) 111lrtltll. tittill T111R I. thr ). airs Ihat urrcl III sulý"c (')ratuly. it 
,, aid iut eaW11 patlnnt lut (tints tu slu)r thc histuty t 1i111ra1 trtru)d h. 1% born Iatlttu+ 
41+1111ratlt, h it, Ilictnd Itltthrl ? (X) 1) 
It at hospital III Ipuh will tcrci%cd tlx" Itxlucst Itrntt 11 ; it hwspital ill Kttala I,. untput Ixt 
astiutnr It at ttt»httal in tlxtit a, It lpuh mid It ; it hospital lit Ktutl. t I. titttpttt as It KI.: 
It Ilxth lust ttcrcl runfitm the idrntity ul tltt" trtlursittt, If KI. tttll thrn p(witic tits 
Identity antt then, can prtx: ccd with tttr trtlurst. II Ipuh will thrtt nºakt" a copy ul tltc 
patient X rlinit: al trcurd ; )ttd srnd it tu thr It KI.. This tupy ctl the trtutii and scnt 
clinical rrrurd must hr marked at the patit"nt X cüttical tecattd . 111d Ict. -Oldc(I into all 
; uchicr. '111r. utchivr will c; tpttuc tltt" datr, loyin 'and 
Iu}', uut tittle, task prttitrtned, 
hctwccn who ; utd whu. This process is rrttcial tst pct tutrn cspcci; dly whcn in audit ttail 
tunductrd. tttrsc trcutds %%til IV used us n pruut, 
Alto It K1. tccrtwd fitt^ rul+v t)l ihr clinical teruttts Ituttº If llxth, he will Itttw; utl it tu 
tilt t'Itttitt: ut lit churpr If Kl. alst) will add thr clinician's name in KI. inside tilt accrss 
cunuul ltst tut I'; tttriºt X 11 Kl. will delry. atr. clinici; ut in KI. tu arccss thr clumtal tec"tud 
ill aFtsctt tune ttantt", that a< lung as the patient is tteatrd lit Kl.. '1'he cl)ntcian lit K1. will 
ulxl; tic the pat)rnt X', chntcal trcutd and wild tu If Kl., It KI. then thmidmic tile 
ulxlatcd tccord tü all it ill titr ýystrnt. CTttly the up+latr 1111m Illation (m tile clinical Iccmd 
will IV disuthutcd aut(inl; titc nt"tw)ti+ l'hts is tu rttstnt" the clttutal trttnds atr ; tlttass 
avatlahlc . 11 ally little it's rCqtlv%tv(I 
liclc»v is thr rcptcst"tºt; iiiGn ttu' puhcy 
II, KI, tf A 
lacceal ý, ' 11 Ip+tlt Iü Kl. tctlucst 4 
IIIIIxjhtA 
1tI Ilx, h drlry; ttr IIKit acccss), 
It llxth , rnti 0, ltl , lht. . a, IT Ipt; tºj : 11 K1. 
II Kt. t(ulxhttc) Otl. t1[t: 11t Ihi, Lk, II K1. ý 
1II Kl . >rntl 
µ: '11 
It llxth dcic}:. ttt" It KI, 1: 10; ), ( tac. i"r+sl, teptesrnt Illti prtsun in Ipoh dt"! rpatt" 
titr ; ntcss u1 t Iºntt, d Irtur(11). 11 ieut X tu tltt" IlIS pet mm lit Kl. statinl: tht" type ul actrss 
tic t; 1n lx"tltttm and thr dtuatttnt ul the drit"}! air valid Altei Ills lrtsun lit iptth has 
dr)r}atr thr ucccss 1tt illti Ix-t, ttn lit KI., thrn lhe rlinu it tecutd tan he st-ml In Kt.. 
11 11xth . rilci 0, (1) 7 11>i, `'I, 11 lluoiºl 1: " 11 KI. ºIrnoirs that HIS lu"rson in llrºh . rnd ; 
copy of Clinical recotd i at tintc t c"rlntantitty utlirt'tttaüott ir+t, citt I. tl()Ct()I' that 
t, thts haticnt and Itx"ation tYtt data in Ipuh to thc Iil; ti person 'it KI:. 
Witt"tc it is thc ulxlatcd : D, which t'ci. ýtc: ýrnirtl as ý; (t7ir11) II';, L',, 11 K1.1 
'I11c At dettotcs as thc ulxlatcd titnc that II KI. nptlatc tite clinical rccutd. dctrttiics 
that doctor tt'ca1 thc itaticrrt I itt K1, has hecit addcd into the tlc>cttti that attthutiicd this 
clinical rcctn'd and ttte It Kl. dencttes HIS Itrr. rnt is Front Kl.. 
1 IT '" t1,., '' tcitnly 
! 11 ÄI... + 
IIu' 11 hI. a 
litt1 tlcnutr. tltat tltc" tlnrita}t tltc" tintr tlaratarnt, HIS lit h1. will hr allowed It1 lu"rf+tnt titr 
It thr rXptry titltr Itaa apltirrac'Ir. tiru the arcrss tlenicti. 
A% %Iatrct ut tic sccnt'ity polity rnntiri irt clinica) 
infurntatiun tiytilrnr, rach tranti; tctiun 
o'ccutct) trºtrtit hc iu}; }'. rcl itttu atrhtvr lot lu%lury trtrirv; tl. 
'I'hr archiVc" tntºst hr lu}: }; rtl at 
ht, th IIIti hx'atunt tttvulvrtl which ; lit- kI. and Itth. 
11 11xr1º ( IT I11ri 11 11 tccltºr%tut t t) tº I)drirýatý u Lºrýrgýir tr 
1'-u kkra(r l)ý ý1till'CC\5 




lie atchivc' tn 1lx, It will stute tnlrºtttr: ºtiiºir mich as ihr 
date and 11111t. Ills M: cc-%% 
the +)ýtchtt. between %vhtr they nºtc"tat t loot tltts tax- 
Ills in KI 
.) tic- task 
hc" pc"tliºtitt. tcº 
whuºn dc'Ic"}: attun }a, rs tu, the (Lºtr ;. ttl tnuc" ul Ihr clrlr),, altuu ploct-s". what 
allowrtl it) 1w c"8c"iutrcl by the dc"Ic"yattc, n tc"crivc"t; the tinºc' druatttm It" the ch"Ir}'; tttº, u hS 
valtcl, aa Well Is Ihc"luyuut tttut" atul clut; atou ul act-C, %% by Ihr 
Ills (, eh%un III Ipt, h. 
(i KI I'M KI. 'H trir7vct u, I)accrss ýr lacit sý 'I'a-, k t, I)ti"cc"-sved dc"Ic'}ate > 
trrccivcd dele}; He I'll tüc Ir}; Ut t 7; hCl'Cýx1ýFtttw'llrlc'}ý; ttrý ý Iºlut; itü, n dclr}; atc" tltry. ºutt 
, tdutathurt I 
1-fir ut hive º1s KI will %t(, tr isoü, tuºatii, u such a% tht" d; ttc" and Itttºr Illti I>c"h. uit accc". v% the 
ýYQru), k+etWreht "Iu they h)stetMt tits this ca, e 
Illti in ll, tth) the 'Wk he l, rilutttt, ltt, ns 
wLit>tsº delrr. ataott iuttºr+ liintt, the datc" aud tltur tit the tk"Ic"y. attºnt Ittucc"ss tc"crivecl, 
what 
access ; ºll6, wrd tu be c.., krcºhtrtl 
by thc tlc"Ir}: atnnº tc"rrtvrt, Ow Ittttt" tutu aunts litt Ilsc" 
delegation is valid, wrl) as the to}'out lime and duration oI accrsx by the Ills pcrsott it) 
KI. 
_ 
Alxavr toe the shartrtg prttcessCS among 11 hurls that heavily nerd the clinical record 
tnlurrttatrurt in their daily work, Not to 1i, rgol that in a distººbutrd Ills their are nnulti 
agents Involved. And abuvr situation can be executed by both gtwrtrtnu"tit and I)tivute 
USA and clinics tncluttlng the external entities Om instance Insurance rurnlrrnies. 
rmployrrs, and cacti of these agents carries duller eilt task to pertuº1n and diltenritt needs. 
In otdrr to show how these agents titter act with each other, ihr author drrnyrd some 
Iwhcºes that help these agents Interact with each other in all arranged and secured 
procedures 
'ilre author has been looking at each uI the u}. rnls; capture their general and common 
task. fit"" bete. the author captured the agent uetlutrrnu"nt and nerds Irma others in Met, 
Io peitotul it task eitccttvrly 
S. 2.2 Illrulth Ntini. tt") 
I tK)km}: at hic Itc"alth n)uII'Aty u"u1)c" of taek, it 
1s not wtutlp. tu .; Iy that dirt, I; t, k I. it) 
utnr oIll With hCaltlt C": IIC 1)lu}aaltl ihlutt}: 
huttt Ow rtýuttit ý f-tm11 Ihr t111rlvýc tt t t)nthti Ircf 
with thC rr1)tr%rntallvrt hunl 
1: l1111aJy of tlcalih of M; tlay"t; t, thcy .; utl IIIry h; IVC tvlth 
Ihrnt tCtrtal Irvr) ul rci)urttn}ý 1hc }: uvctnntrnt rhnirs ancl 
hu, intals: uc" tc"tluttc"tt h) %c"tttl 
rl)ulllhty lclx)rl tu thrtt thýltltt 
hcalih ulllc'r. Ilrtr, ttt tlttitttt't Ic"vc"I, ihry will Itc"c"cl lu 
1)rtlucr all rxrcult<c sunttnaly whtth will 
he -wnt lo thin tilcttt" hralth tlc"1)att11u"nt Ih"tr, It) 
ihr ttatr Irvrl, thry will Irvtrw 
Al Ihr Ir1x)It% and p. c"ttc"Iatc" an c"sc"rullw sununaty hc"lurr 
it t': III t)C will It, thc" h". 11111 tnlnlstly 
Ihr 1)ttv: tic rhntr% and husl)ttuls. at c"vc"ty c"ntl ut 
ttlunth. Ittry will tic ºriluttrtl it) wild a statlýtual It-poll tu the 
Itralth I111tU. 11v hI hr: tlth 
nutuslly, thrtr t:. uur th"l)attturnt that will runntlulr all these tCluotts : 
ltd Ittakr IIu"nl tnit) 
is . utnln: Iry Irlx)tt tttml all utUts th: It tvlll 
hr umrtt 1() o-altialt. Ow lit-. 11111 quality and 
. ýttrttt I'rum t1ºt+ trix)lt, tc"al)It01lc" Ill 
hc"alilº tt1I111%Uy wtll tlc"c'tttc" Ihc" 1)1; 111 ut nrtt sicl)ý 
ttI IV takrn tu t)vrtt unlr Ow statc"tl 1)tul)Irut ur wrakºtrssrs. 
lirluw i.. DIMS rr1)tr, c 11Un}ý llu" policy 
105 
'' Iýihý I )ýn4 ýd nk. ulh 
V Sl il) wild rcIx)rt i> NMI I 
'I11is Ix)Iit, "y tlctwtcs that cach cuiity ()bIil;; ttc 10 seutl relxºrt toº hic M(>II at every cud 0 
thc tttuulh. 
lic"sides the ºnunthly statistical report, auºttlet way of connection between Ihesc hospitals 
with the health ministry Is III case of wnºc"r}', c"ncy. It Is a mist and it's a must fur' any it' 
Ihcsc units that encounter cpidenºic cases, to rcport it to thee District I Ic"alth ( )I1ºrc (1)I IO1 
Immedliately. 'fits rclxºt1 can only be hit by an aulhorüc"d and irustc"cl 1ºctsun. 'firs is 
crucial to prevent lake alarm. Alter the rwlx)rt received) twin the unit, stall bunt 1)11( ) 
will invcshigalc the reported rase.. At this nuºnu"nt. they will redluire tltc personal 
int()tºnation alx, ut the victim such as the address, working place's address, medical 
history and any r'ekvanl information. In this case. we have to implement the Nec"d It, 
Know I'tlicY. 
Need To Know will allow an auth()tiicd Ix"tum to access certain allowed) clrnic"al Ic"cotds 
to i uxrd lot turn to pCI IoInt a special task. This will include the Ilenc per real (it access; 
the release time and expired time. It also inºIºurtaºt to assure that the Iºctsn who is 
Ixtiurnºuig this need to know task will guarantee 1() restrict ill(- use ut tits rnlorntatiun lot 
the \lx"cthc task only l'rgutc" 
29 shows a connectloll between hospital anti Ilwalih 
Mtntstiv where the silu. Iticm that hi lily. t() the Need It) Know Indlicy. 
In otdlc"t to Judlf'c" the need to know Iºcttutnºwt 
is doing the. arcut. ºtc task with the pallictl 
access Itill tntatloll. audit I1; 11l will 
1w Ix"r Iui ntcd. I (ere, the utntlt Iºr uºciplc" of security 
trnxkl tut clinical itºlorntation sy, tc"rºº IAndcºson . 





ýryur+t Need to Know 
Allow Access 
and send copy 
*I 
Ilralth Mmhuy 




Figure :V (`unrttetlun brlwtrn Ino*pllal% and hralUl mlui. tr) 
In Irndin); the best solution lot. the nerd to know problem, the access grunicd will tic 
f: ivrn only to u prcdctcrnüucd tusk. There would Herel it) Ix an agreement brtwecn 
htlortnation provider and (tic need to know rrcltiestor. Willi the stlitrd ugrrrmriil, it would 
easy to dctcrnnnc what task allowed in nerd to know policy. Willi the at knowirdgenient 
of the tusks urc. it easy to set the Ume Iranie for the tusk to be peilttinird. 'I'hc expired 
task also ran be drtcrnutied us well us the iiifirniation %i/c. Knowin): the inlot mill oil %11c 
helps the information provider prrparuiE: the apprulºiiutc nictliud to tiunstet or sharinf: the 
needed information 'There also nerd to have 1he gtiuuhitLT to rrstrirt the use of this 
intormition ('lily by the slirrilicd tank. 
('suully, u Co ltlcrtuon hrtwren NI )I I with its lower level entity depends on report scud 
by these entities to the MOiI In MOII there is one department eulird I)iSt'ilst' ('ontrol 
Division IIX'I)) which they elatm they would nerd to have this need to know ubihty for 
cmcrgrnry rases. 'hit' figure atx'ye show the (lest arrow Irani hospital to M(>II labeled 
scud', It indicate. hospital send report to the MOII at sonic pooh to unusual rust's 
happcucd, The reslxn d Iiom MOII is to ask IOU the detailed inlotmutu'ii that resides in 
that paiticulut hospital. I ietr, the need to know policy applies. 'This Iu'hry has sitmlur 
method with the drleg; it)on policy. Assume the I'tuccss mit nerd to know happened 
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hctwcc: n 41O1I and (; uvernmcnt Iluspºtal (611). I{aclt of, this cntity has Its mvil Ills 
pcrwu 'I)tc rcclucst wºII he executed hctween these two pcrsum. Hrstly, thc Ills person 
in N101I will ask Im ac'cc» rcyucst tu thc Illti I>rrsun in (; II. Knowin)'that Ihc" teclucst is 
the nccd to know IxScy. Illti pcrscnº in (; II will alluw access tu thc MO1I. 
I)ºII1S sccurity spcciticaUun language rcprescnts the nccCI to know policy. 
III NtOII of A 
1 It M011 tcclucst +(acccss); ), 11 Of 
III (; II. A 
I 11 (; 1lclclc}'atc11 NU )II 01. ), ). 1+: ºcec: n (. >, 
11 (; II send , 
), It) 1h. 10111 (; 1U ': " If n1OIl 
II (; I1 +(ulxlatcItt+: 1t1 ý1ý,. `º. It (; III 
! 11 ( ;II. end it V1i 
I tic %t. ltctllctlt II 0I (trIr};. ItC It M( )I I : '(. ), ), ( 1; It'Cr1% ), (ldutoýnai) (I1 ), (Iýahu> ), (. )ý ;, ic ) 
trlºtrwnt IIlat tIlr II1lutinaUutl I)ttºvilrt (I IIti Iºrtunl In ( i)vrfnnlrnt I Iu%lºII. II) tlrlrlýatr tºý 
IiIs Ix'týuil 111 N 1( )) I to tttc chturaI trt'IºIt) I. IIiv tlrlc")'atr Illliv start, and tllr tlrIr}'; Ilr tttIle 
r%. Ilttcl% , 
It 111r valid tinlc ul tIrlrY.. Ittun Ila% explicit. IIlrn IIi accms III It t'1( I i«"III Ix" ttrnicd. 
I 1s ". '. 
! 11 tit( )I1 tci 
l: Lr It N-1011 ; (, 
11 'I I%I<ll I nrr+l tu cOc"ntl thr lllnatlun 11Int'. ihrn Ic"sc"nd Ihc" Ic"tlurSl 
5.2.. 1 In. urunrr runlpunlcw 
hlýlltall+C ý+ýIIl1ý. ttllc . +111c"1 it t1tIIllbt"I of 111%lltiltlt'c 
that (I11It'tt"tll 111r(ht'itl 
cunllllr: %lt) and cumr. tvIth a IIr, 01Ic" Ir, u"h; l}: t" thill 1N al fill tl; tlllt" by Ow I>, )IrnUitl 
ruauntct 'hilrrc arc iutnchrch of umutatlcr cluuiliullt"% ntºwacluys and 111c), have 111cli ow!, 
1>KºItcy In conduct ihr dral. 
Ixt a%%umr a. Iluatlun I'atirtlt t is ruvt'rc"d 
by thc Inýut anrr 1' 'I 1ºr l/; tiIc"ni ý 1% adtnlitrtl 
mw .1 hu. plt. 
d aftrl tic Inrrt+ : lit arc-ldrnt 'I'hr hu. Illtal +tull III n'y. I. Uatiun ruuntrl Will 
cnsurr ý% hcthcrpaücnt x hucc ºmtnaracr or not. Iluw to find out'' IisuallN, Iltc ºnsuºvicc 
Company NIII is. uc ; III Ulsnrunrr i; ucl as a ptoof, Whcn sltc found that pattctit x vs 
cc+vcrccl bv Ill. ur: nlm %hc «tll trtJt]rst the paticnt x's (Ictailyd itltiur; utrr tttlinnlatu. ºn: tttc 
t). pc of insurancc covcrctl; thc maxinlutn paymc: nt ulltºwccl fur thr room ch; uyc%, ihc typr 
of N: Ird Class, Mid ttl; uty morc. Thk intoorniation wtlt bc scnd to 111C hospital by Ific 
itlsurtncr Staff aftcr .1r; 
did authuritatiun has bccn pcrforntcd. Alm tilcy tccm"ccl tltc 
Infornlattott, the hospital slatf wtI1 : utunpc tltc suttAblc tr; ulsactäcm lot 111c paticill x. '111C 
prtson if) Insur. utcc company will wait lot tic notification ul palirnt \, % lclcaw from 111C 
hospitals. "ihr hospit; tls , t; lff wtll 1111ýnnl [tic utsutancc cutnpany's s1; 111 thc hill ut the 
hospºt; tls at thc s; ttnr tuttc. 
(feste 
M. ' (1) - (Al) 
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111 I'uitllr+tlull IwtNrrn 11114111141 and IImIfN1U'P 1'11111114p)' 
t; 1l; u1c to i11x1Yc shýýýss thc c'ýºHº1rl'tI11n 1lrttc'c"rn 111tiuistlºl"c t'uiºi11; 1111" and 11t1, iý1ti11. VV11cu ;1 
puticnt x ud1ai11tcd to ttºc (lrivair hu', 111i; i1 t I'l ll, ht. rlillicu) rrrtlrcl crr; ºtrcl by ihr c"Itntclitn 
Who 1% Irrilt/111.; 111111 irr : 1utAnnatwcillý . 
III. -It dlillciiin / will 11r aihIc"cl tutu 11a11r11t x's 
clütlýul tc: ýml 1hr HIS l, ctmm II III ! will rrt)üra Ittr I t)m ut: rtwr iIII utntutit, n ni 
In, ttt tltr 1111 hcrýt, ýt tndtt., t #ºurtwu#ut tt, aur; uttc vtnlr; tnl (! ('). 
ii ! 'H trtlac+t rlt)' ' it IC 
III IC 
I It ! (' wild Y, (t) II'.. I Tyhr, Y Mut(s), Room ('luv., II 1('I I:. it )'II 
11 1'11 º(uIxiatr) ), A º(ul, tl; ttc) I( A) 
p: ltir»t %. 
! I" I'll 
1 11 I'll wild I1'., hlcthc ('h; ap. r, Ilcuinº ('h; ugc, 11 I('j : It I(. ' 
rl 1'li f(ulxl; tir) . ), C11 -+. 1t) 11 
h1: 1 
111 1'1lu, iti), ý: VII 
'I11r TItt clrtiutr% ht%ui attc c inI+)tttt: ºUon hc"Itmyý it) Itahritt ý. 
1 It I(' wild 1'(x) I1, x, XTypc", I Max(S), Room I I('i :. it I'll (Iciloic" Ills 
IwJU)ü 11I I{ wild the cty} t, l 111%tltanl'r Itdutll); tllun C11r11; llllyd X'% pcvurtial 
11t1c)Ittl; tiltrn" 
It»ulancc typc. muxlInum chut`}*rs ctwrtrd hy msutnnc"c". rounl rla"", : uul Ow U) (it Ihr 
seniler tu the rctlucstur ( IIIS pc"Ixun fit PI 1), 
II I'll +i ulxlatc) . 
). A r( ulxlatV) Y( x) clrnutc"% Ihat Ills ln"t. ut1 ºII I'11 Will ulxl: ItC thr 
clulltal trCUrduf Ir; ttirnt X and ulxlaºc" tht" ltltinfall(T mhoUnatuln rrct, ld ul file pallt-111 X. 
1 I'I', I'll tlrttute that when pattc"nt X allowed thý'ch: uy, c" Itunl titc" I'I I 
11 1'11 Wild I)r(At) 11' Aic"dic ('hatpr, Ruutn ('hat}: c". 1I I('1': 1I I(' dc"nutc"% that 
IllS (x"Imun in I'll +c"ncl mc"tllial hill tu Ow Ill's prrsurt II1 I(;. 
At the . atltc Ume, the HIS lx"I xcm III I'll w III wild the uptlatt"ti clinical rrcurd patient X to 
all It units 'I"Itt% uprtatlun CIO whrn thc" m"utancc" rttmllaLly payý thr hºII. ancl 11n 1'H 
rrt CI % rd the payrnent, 
ý. ý. ý trhtrýl 
it -- a 111utit lut nx"ýIti. tl . tý', t+t. titt 1ý1. \) and itttt5c'S Itt tuJ)tt" tu 1t111ºt. lf)' ýtht)t+l 
It+t ýratly 
cltcik ill, lhc"} ýýtlt have tits 5tttc"tlttIc" lilt all ýc'hcutlý tltat IlK'atrd Ill 014711 llC1F. llb0lll(XxI 
V. trh atulc". tºt will ha%r tltru (, )ctIt I11rdttu) tc"rutd ttc"atc"d Ill tht" IfISt y'rar ttlcN c"nic"º 
ýIttxt[ Attct cat; h nccc'k Itctlc+rtºu"cl, tilt- ºc"c+rl, i will Itr ulnlatrci I'hº% Irk-old nut. t IV 
t<unfidentM, tl only hrtµrru the NIA arttl tit" }'. 11a1dº: I11 ttt cut of ihr , itttlrnt Ilsttally, tu 
%I, trttal ca--rs that Irtluuc Ihr +ituirltt it) Itavc .t ltit thcº heck till, tilt, 
MA will is5ttc' it Icairt 
and hand it til ihr +Indrnt, a5k111Y. Ihrn1 tu It. u tl its tilt- Ic"ttrl Ill tu5/ hc1 it: urnl5. 'I'hr 
mrdtt; al tcc'utth lilt rac. "h +tudcnt utr ttttthtk"uttal 11unt : uty arc-r---- rvcn 11111tigh by 111C 
--tall of the Nvf)tx') it. -rh 
In file t, tltct hautl. Ihctr still c"t1, r, that uc" at't'rlºlal+lr lilt ihr Nthuttl --lall %m It w. tile 
tc. attct ttº hC 4wkitttHlctl}; c Ill t'a. r u1 (lilt)C1it' dt. ra"c" 511th a5 hratt alt. ttk t+I ulJrtytr to 
+ttittt- hxxl ut tttrthtittr, t% a Iºnt%t tilt Ihr mhut+l sIu11 to ht' : a'kut+ý5'Ird}: c d uo ilutt Iht"y t; m 
tal; c tr. ruýtahlr tttrrauttuu , tilt. l. ttt it --tauttr, it uur . tudrut . tºltct5 a hr: ut I, tuMrtlt, hr 
1 10 
Im1a he excused trurn any active Shc, r't nnd rºrcurriculurn artis-rtºc"s. 1,111% L-1111 Only happCII 
whcn ttre teacher inside the school rcahicd the discasc thc studcnt is suffering. 
The %tudcnt'S medical intcrrmatloll will he saved until an acceptable date of' cx1liml. The 
set ut nrccfic"al assistant rclrresented as MA (MAI. MA;, MA,,.... MA, ) where n is a 
natural numhrr that i% grrutrr than ut c"(Iual lo unc" and il's intlnily. A -wl ut %(utIrril's 
ntcclºral rccord rcpro-cººtcc) as Mkº (M11,, MR;, Mli,,... Mlt, ) ýýIýcrr x i+ it naturul 
tºumhcr tit-at is grculcr than in rcluul tu uuc" arul it'% iulintty I 
L 
Flrurr . 
11 l bnnrt"llun hrlwrrn cllnlcg and wichiNd+ 
Iirluu DIIIIti rrlºrr%rnt thc JxºIrL`y 
A('I. {(1\1Kz, MA; )) 
" I: rncrgcnry 
111A, *t rnlurrrrY: urnt tý NIA, +1 Urüºrnrtiý hrxºItiluil'1 
IMA; c A( "l. 
A('1" _ MA; )) dcnotc, nºrºIt+. "ul rrronl auýlrnt xº. nºuhl)rºI to ºnrilºcul tº.. aaant º 
whtch hcºtonn tltc 4: hcrk1nl; oll 111C studoll x. 
'111c ccmlulcntº. ºhc) oI thc audcnt ºttrºlu"ul rm"onl will hr kcpt unIr.. ºn cow of 
cntctgcnry MA; s1ºnlonml'arrnt) N MA, # Ii ni iii muSchi '+ StuI I') tlrnotr% that ntctln"al 
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assistant i must inform parent of the student as well as the school staff for further check 
up and proper precaution step can be taken. 
The student's medical information will be saved until an acceptable date of expired 
4 Dtoday = Dexpiry_date 
. ". 
E D[CR, a] 
IEEACL 
5.2.5 Medical Research 
Research is an ongoing process. Research activities are crucial to all industry. To have 
research activities by our side, improvement of certain drawbacks can be achieved in the 
future. Health care research requires very strict policy for protecting the confidentiality of 
the clinical record. In medical field, the research involved the diagnoses result of one 
patient so that the common symptom of the disease can be determined. The main concern 
is to remove the actual name of the patient from the information. Common method used 
in hiding the patient's name is to assign a special identification code for each clinical 
record. 
This process can be executed by the HIS person and the researchers. The researchers 
usually are part of the clinician themselves. They will need to submit a request to the HIS 
person at the units. They must provide a valid identification before the request can be 
accepted for processing. It will take sometimes to make a copy of the clinical record and 
taking out the name of the patients. After assigning special identification code, then it 
will be available to the requestor. 
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Figure 32 Connection between hospitals and medical researchers 
This policy involving the clinical record with researcher will lead to two different 
operations. That would be the operation system and HIS person responsibility. The 
hospitals represents as Government Hospital (GH). The operation system is it must make 
a copy of the clinical record and then hide the real identification of these records. Then, it 
must assigned special code or ID as substitute of the name for each of the clinical 
record's owner. After this process completed, the HIS person is responsible to send this 
data to the (requestor) medical researcher. 
These are steps performed by the system: 
a: copy (CR - CR") 
a: hide-name (CR" -4 CR') 
a: assign ID (CR'- CR'ID) 
These are steps performed by the HIS person in GH 
'H_Research request +(read) CR b `H_GH 
7H GH send CR' ID b "H_Research 
a: copy (CR -* CR") indicate system duplicate a set of clinical record and the value 
represents as CR". 
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a: hide-name (CR" -4 CR') indicate system hide the real name from each clinical record 
and the value return is CR' 
a: assign ID (CR'- CR'ID) indicate the system assigned a special code to represent the 
clinical record identity and the value from those operation known as CR'ID. 
5.2.6 Employer 
Employer has the right to see the medical history of their employee. It has become 
common when one apply for a job, besides the payment, they will look for other benefits 
such as easy loan for cars, loan for house, health benefit for the employee as well as the 
family. With these kind of offer, without knowingly. the employee and their family health 
is in jeopardize situation. Since their (the employee) medical history and records are 
available for these persons to view, they are vulnerable to discrimination. Many example 
situation happened and experience by employee who themselves having chronic disease 
being denied their insurance and in worst cases, they being lay off from the work. This is 
the situation that needs very careful attention to find for a solution. Employer having the 
permission to view their employee medical record is acceptable because they are paying 
for the insurance. We must restrict what information they can view to prevent 
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Employer Insurance. ompeny Intern=_I Entities 
Figure 33 Connection among Employer, Insurance Companies, hospitals, and clinics 
Figure above shows the connection among employers, insurance companies, hospitals, 
and clinics. This diagram represents the general connection among these organizations. 
Since the employer mostly associate with insurance companies for the reason that their 
employee covered with insurance offered by these insurance companies. Every time the 
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employee went to panel clinics and hospitals to get some treatment and medical, they will 
be needed to fill in some form stating which companies they belong and staff number for 
instance. In this case, we can see that the personal and clinical record is distributed into 
through within the system. In other words, it becomes redundant. There's a need to have 
suitable policy as solution of this problem. This redundancy problem is not covered in 
this research and left for future work. 
5.2.7 Labs 
Each hospitals and clinics have its own laboratory to perform test such as blood test. In 
some cases, small clinics rarely have their own laboratory. Indeed, when they need a test 
to performed, they will send the sample to other lab. This is a good connection, but we 
will need HIS in order to give chance for them to get faster result of the test performed. 
In an epidemic case, there have been regulations that health district staff will assigned 
several labs as the testing lab. And usually these labs situated at different places and 
require time to transfer the result to the requestor such as health district office or state 
health department. There a need for system so that authorized district health office and 
state health department easily getting the result information in detailed. This saves time 
for them to make further decision for minimizing the risk and coming out with prevention 




Send lab result 
Figure 34 Connection between hospitals and labs 
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The connection between lab and hospitals or clinics is not complicated. We can see direct 
relationship between requestor and receiver. With the adoption of HIS, the lab result can 
be retrieve faster. Material is raw material such as blood, urine and etc that need to be 
tested in the lab. So, term material will represent as a set of «; = {«1, «,, «3,... «ý }. The 
value lab result represented as a set of o, = {°°i, °O2, °°3,... °°d} where i and t is a natural 
number that is greater than or equal to one and it's infinity. 
Below DiHIS representing the policy. 
'H GH send «b 'H-Lab 
'H Lab send o 'H_ GH 
In case a HIS person from MOH request to view the lab test result, then the policy would 
be represented this way: Of course the request granted after HIS person in Labs 
recognized that the requestor provide identity. This to prevent fraud and unauthorized 
access to the sensitive information. 
'H_ MOH request - r* -'H- Lab 
'H Lab send -b 'H_ MOH 
5.2.8 Universities and Colleges 
Generally, inside one education institution they have installed a clinic inside the campus. 
This is very useful for student who needs treatment as an outpatient such as flu, fever, 
gastric, headache, and sore throat. This is where the clinical records of each student saved 
inside the clinic panels that belong to that particular education institution. The access 
control lists belong to the doctor or medical assistant that entertain the student. Since the 
clinic inside campus is small, the number of doctor or medical assistant also small, it 
seems like each student clinical record belong to the same doctor. Other cases such as 
dental problem will be referred to other clinic. In case of chronic disease, they would 
refer the student to the hospital. Student is assume as patient (PT). Below the policy 
presented with DiHIS: 
ACL ={ (CRx, DOC; ) } 
#- ChronicDisease 
DOC,, +(referPT) b GH 
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IDOC E ACL 
ACL ={ (CRx, DOC) } denotes as access control list that store clinical record student x 
with the doctor i as the authorized person. 
In case student who are taking medical course, they will be dealing with the real life 
cases in their course. Sometime, when we went to the hospitals, we can see practical 
doctor is treating a patient. Let say they are coming for internship, they access granted for 
them must be strictly put into a reasonable time frame. They cannot be allowed to access 
sensitive information without the endorsement from the responsible clinician or 
supervisors or HIS person. They cannot have the access unless they have the agreement 
from the responsible doctor or supervisor. 
A set of medical student who are undergoing the internship represented as STn ={ ST,, 
ST-,, ST3,... STy} where n is a natural number that is greater than or equal to one and it's 
infinity. Each student might be assigned at different department inside the hospital. There 
we have a set of department DE. We declare as Intern (STn, DEi) } which map student 
n with department i. Policy for intern student: 
IST,, E Intern 
'H_ PH delegate STn c>(CR i), +(access), (Mduration), ( Dstart)"(Dexpiry) 
STn +(access) CRy 
The policy above represent the HIS person hospital delegate to student internship to 
clinical record i, with a list of allowed action, the duration of the internship, as well as the 
start date and end date. When the expiry dates approach, the delegation will be 
automatically denied. Below is the representation. 
47 Dstart < Dduration < Dexpiry 
. ". 
ST,, +6 
Else STS, -6 
5.2.9 Police or/and Attorney 
Police or attorney's special authority ensures that they can obtain personal health 
information from the hospitals about some cases without any restriction regardless the 
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concern of privacy. However, any communication between hospitals and the authority 
group of people has set several procedure of action. This thesis presented three different 
manner of communication between these two groups diagrammatically. 
In order to describe the first two ways of communications, assume a situation where an 
accident happened and the victim has been admitted to a hospital for proper treatment. 
When the victim has been admitted into the hospital, the hospital's staff gives the police a 
call to inform about this case. Then, the policeman comes to the hospital to meet the 
victim for investigation. But first, the policeman who came to the hospital will head to 
the receptionist and the receptionist will head him to the on duty matron. She will guide 
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Figure 35 The flow police to obtain information from patient 
In case the policeman wish to have knowledge about the medical or health condition of 
the victim, then the nurse will head the policeman to the physician who treated the 
victim. This personal medical information can only spoke out by the physician. Below is 
the diagram showing the flow. 
Polixmall 
1 
Meet 1 Bring to r 
i_ J-. t. _ . 




+_ ýý ý' 
Phvsician 
Explain 
Figure 36 Flow police to obtain health information from the physician 
I 
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The third communication to be discussed is how the police obtain the medical report in 
case the victim of the accident died. The policeman came to the hospital and he will be 
directed to the forensic pathologist who conducts the post-mortem of the body. Only an 
authorized physician can exposes the medical report (cause-of-death) to the authorized 
authority people. 
Figure 37 Flow for police to obtain cause-of-death report from forensic pathologist 
From the case study conducted, several situations have been presented in term of sharing 
and transaction of clinical record. The prototype created in diagram. From the diagram, 
we have derived a mathematical notation for the diagram. Then, represent them in a set 
notation. From here, several relationships build and discusses. The policy rise from the 
connection also had been representing by the DiHIS security specification language. Each 
connection among the entity is discussed and represented by the DiHIS security 
specification language. The obligation and delegation policy too been applied in some 
sharing scenario. The case study also suggests some rules that must be adhered in order to 
have secured sharing information among entity within distributed HIS. Here, the need to 
know policy is discussed and DiHIS has been representing the policy explicitly. 
This languages has not cover the information filtering policy which also an important 
policy within distributed HIS. This language has not solved the concept of redundancy. 
CHAPTER SIX 
CONCLUSION AND FUTURE RECOMMENDATION 
In this chapter, we will be discussing the overall conclusion derived from the research 
conducted and the testing of the language into an application domain. The strengths as 
well as the limitation of the language are presented. Adding to that, suggestions for future 
recommendations are presented in order to improve the language as to make it better and 
functional in real life application. 
6.1 Conclusion 
Looking back at the three objectives initiated earlier for the completion of this research, 
this research manages to achieve all those objectives. The first objective stated in the first 
chapter said this research is going to design a security specification language for 
distributed Health Information System (HIS). In Chapter 4, we have presented a new 
security language called DiHIS-security specification language for policy based 
management. We also presented the semantics rules of the language for each policy that 
lies under the policy based management. The symbols and their meaning which are being 
used throughout this language can be found in the first few pages of this thesis. We have 
created this language based on the Set Theory where we aimed to represent those policies 
mathematically. 
Having the language to represent the security model for clinical information system 
becomes our second objective. The security model for clinical information system is a 
security policy model initiated in 1996 by Ross J. Anderson to overcome confusion raised 
during the early years of the introduction of information system. This security policy 
model consists of 9 principles related to clinical information system. DiHIS - security 
specification language has successfully able to represent all 9 principles compared to 
three others security languages. Those languages that are used as comparison are ASL, 
LaSCO and Ponder. The table of summary of the comparison clearly showed that DiHIS 
- security specification language is able to represent the security policy model explicitly 
compared to the three languages. 
This research does not end there. The most challenging part is to test DiHIS - security 
specification language in an example of distributed HIS application domain. The 
application domain which consists of several organizations related to HIS has been 
explained and presented in Chapter 5. The organizations include the Ministry of Health, 
State Health Departments, District Health Offices, Public and Private Hospitals and 
Clinics, Police and Attorneys, Universities, Colleges, Insurance Companies, Employers 
and many more. The relationship occurs among them are discussed one by one. The 
policies of shared and exchanged information are derived from those relationships and 
connections. Hence, DiHIS - security specification language 
is used to represent those 
policies and it can be said DiHIS has successfully represented those policies. At this 
point, we come to the end of the research where we have successfully achieved all the 
objectives. 
Completing this research does not mean that this work is complete. There are limitations 
that need to undergo a deep study and areas to improve DiHIS - security specification 
language to be implemented in real world application. 
6.2 Future Recommendation 
Technology is a kind of knowledge that is growing bit by bit. Hi-technology does not 
exist out of sudden. It is a process that evolved from time to time. Thus, it is impossible 
to claim that this work is complete and has no limitation at all. There are areas that need 
to be improved so as to bring this language at a higher practice and level. 
In Chapter 5, there is an example of distributed HIS application domain which was used 
to test the ability of DiHIS - security specification language. The real life distributed HIS 
are dynamically changing. At one time, there could be a new organization added or 
removed from the system. DiHIS - security specification language should be tested in 
these dynamic distributed HIS environment. Having a positive result from this testing 
will really add the credibility of this language. It will show that DiHIS - security 
specification language is able to adapt to dynamically changing environments, which is 
the current trend of HIS. As an indirect benefit, the ability to adapt to dynamic changes 
can help the organization to reduce cost in the management area. 
Since the application domain in Chapter 5 was an example of distributed HIS, there could 
be a very good opportunity if the language can be tested in real life distributed HIS 
environment. The term `distributed' itself brings us to such heterogeneous system widely 
situated and connected to each other. In order to confirm DiHIS - security specification 
language ability to support distributed HIS, testing in real life distributed HIS is the most 
excellent way to accomplish the idea. Having this opportunity on hand, it is going to 
demonstrate the lack of DiHIS - security specification language and it gives a clear 
picture of which areas that need to be improved. 
DiHIS is a security specification language for policy based management. This thesis 
covers seven most crucial security policies. Those policies have been explained in 
Chapter 4. We are aware that there are other security policies that are not covered in this 
thesis. The example is Filtering Information Policy. Adding more security policies into 
the language would add the credibility and helps the language closer to be a complete 
policy based management tool. 
Last but not least, DiHIS security specification language should have its own tool. For 
instance, the Z Language has its own tool called Z-Eves software. Having its own tool, 
122 
we can assist the policy maker and executer to execute an accurate policy. In addition, it 
helps to detect any conflicts in the policy as well as proofing the language. 
Above are several areas that are left for future work. The contribution of this work can be 
significantly experienced by the HIS users if all those stated recommendation can be 
executed successfully. Since security is a very essential issue, we will always need to find 
the solution as soon as possible. 
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